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Letter from the President  
This booklet is your personal copy of INTEGRIS Health’s 
(“INTEGRIS”) Code of Conduct (“Code”).  The Code has been 
prepared to give you a clear understanding of what is expected 
in the INTEGRIS work environment.  It has been approved by 
the executive leadership of INTEGRIS, as well as the INTEGRIS 
Board of Directors, and represents a reaffirmation of our long-
term commitment to compliance and quality services to our 
patients and the communities we serve. 

The Code was designed to communicate: (1) the basic principles 
and standards of behavior expected in the INTEGRIS work 
environment; (2) the commitment of INTEGRIS to comply with 
laws, regulations, standards of care and ethical business 
practices; and (3) the responsibility we all share for keeping 
INTEGRIS in compliance with all applicable laws, regulations 
and policies. 

We pledge the full commitment of INTEGRIS to the principles set 
forth in the Code and to fully support our Compliance Program. 
We ask that each of you carefully read the Code and sign the 
compliance certification form at the back of this booklet. 

 

 

 

C. Bruce Lawrence, FACHE 
President Elect and COO  
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Introduction 

INTEGRIS’ values can be identified by 
three simple but very powerful 
concepts of Love, Learn and Lead. 

 

 

Value Statements 
Love 
 Treat self and others with kindness, dignity and respect 
 Be patient and forgiving 
 Serve others with a caring heart 

 
Learn 
 Listen, ask and be open 
 Improve every day 
 Understand our business 
 Create a learning environment 

 
Lead 
 Seek and provide direction and vision 
 Expect and acknowledge excellence 
 Demonstrate honesty 
 Develop relationships 
 Show courage to make a difference 
 Lead by example 

 
 

2 



It is necessary to make many decisions every day, and making 
the right ones is not always easy.  INTEGRIS sets forth basic 
expectations for personal and professional behavior in the 
workplace.  These expectations are applicable to INTEGRIS 
employees, medical staff, allied health staff, board members, 
contractors, vendors and agents (hereinafter referred to as 
“Affiliate” or “Affiliates”).   
 
It is impossible to create a Code that will address every situation 
you may encounter during your affiliation with INTEGRIS.  
However, when faced with a difficult situation, you should stop 
and consider your actions in the context of the standards of 
conduct presented in this booklet. 
 

Corporate Compliance Program 
As part of its commitment to comply with all applicable federal 
health care program requirements in the conduct of its business, 
INTEGRIS has established a Corporate Compliance Program 
and designated a Chief Compliance Officer to oversee it.  All 
INTEGRIS Affiliates are responsible for supporting and adhering 
to the Compliance Program and following the principles 
described in this booklet. 

In certain instances, you may encounter a compliance or ethical 
situation where you need additional guidance or direction.  You 
should first seek the guidance of INTEGRIS management or the 
INTEGRIS policy manuals.  Compliance policies may be found in 
the Compliance section of the System Policy Manual or on the 
Corporate Compliance intranet web site.  You may also contact 
Human Resources, the Chief Compliance Officer, or the Integrity 
Line for direction. 

Affiliates are encouraged to alert management and the Board, 
through established reporting procedures, of ethical issues and 
potential violations of law. 

Questions to ask yourself: ------------------------------------------------ 

3 



1. Does the situation involve a violation of law, regulation, 
or INTEGRIS policy? 

2. Does the situation involve unethical behavior? 

If the answer to either of these questions is yes, you have a duty 
to report the situation! 
 

Patient Care   
INTEGRIS is committed to delivering high-quality care, products 
and services to its patients in a compassionate, respectful and 
efficient manner.  Patients will be treated with dignity and respect 
at all times.  INTEGRIS will provide each patient with information 
regarding his or her rights and responsibilities and will endeavor 
to protect those rights throughout their care and treatment. 

 Patients are entitled to considerate, respectful, non-
discriminatory care; 

 Patients are entitled to communicate with those 
responsible for their care, including prompt and 
courteous responses to their requests and to their need 
for treatment and services; 

 Patients are entitled to a complete disclosure and 
explanation of all charges related to their care and 
treatment; 

 Patients have the right to participate in and make their 
own healthcare decisions after being informed of all 
relevant information, such as diagnosis, prognosis and 
the benefits and risks of available treatment alternatives; 

 Patients have the right to refuse medical treatment to the 
extent permitted by law after being informed of the 
medical consequences of such refusal; 
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 Patients have the right to personal privacy; 

 Patient’s medical records, and the contents thereof, 
must be kept strictly confidential.  INTEGRIS Affiliates 
will observe the highest standards of ethical conduct with 
respect to such information, and as required by law. 

Questions to ask yourself: --------------------------------------------------- 

1. Do I always treat patients with respect and dignity? 

2. Am I careful not to let my personal feelings or 
circumstances interfere with patient care? 

3. Do I let a responsible person know if I believe the 
confidentiality of patient information has been breached? 

4. Am I careful not to leave patient files, reports or other 
information in areas that could be viewed by the public? 

5. Do I follow INTEGRIS policies for releasing patient 
information? 

 
 

Admissions, Treatment and Referrals 
Only those patients who need and will benefit from the services 
INTEGRIS provides will be admitted or accepted for care and 
treatment.  Standard clinical admissions criteria that include 
medical necessity guidelines are used to determine whether or 
not an individual is admitted. 

INTEGRIS complies with all federal and state laws and 
regulations regarding evaluation and treatment of patients with 
emergency medical conditions (including those arising from 
mental illness and substance abuse).  Each person presenting at 
the Emergency Department (or other recognized areas for the 
provision of emergency treatment) seeking treatment will be 
provided an appropriate medical screening examination, which 
will not be delayed in order to determine the patient’s insurance 
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or financial status.  Patients with emergency medical conditions 
will either be stabilized or appropriately transferred to another 
hospital pursuant to applicable law. 

Each patient is treated as an individual.  Medical professionals 
develop treatment plans to meet the specific needs of every 
patient, utilizing a multidisciplinary approach.  Treatment is 
provided in the least restrictive environment appropriate to the 
individual patient’s needs. 

Discharge planning begins at the time of admission and 
continues throughout the treatment process.  The patient, the 
patient’s family and loved ones, and the clinical team are all 
involved in the discharge planning process.  Patients are 
discharged with an aftercare or follow-up plan including interface 
with community organizations and support groups whenever 
possible.  In cases where care is needed in the home, 
INTEGRIS, in accordance with federal laws and regulations, 
does not require patients to use INTEGRIS-owned or operated 
home health agencies.  Patients have complete freedom of 
choice. 

Physicians and other health professionals who are not 
employees of INTEGRIS are free to refer patients to any person 
or entity they deem appropriate.  If you are in a position to make 
referrals, you should make such referrals based solely on the 
interests of the individual seeking care and treatment.  
INTEGRIS does not make payments or provide non-cash 
benefits to anyone for providing a referral or admission, or to 
induce a referral or admission. 

Questions to ask yourself: --------------------------------------------------- 

1. Am I aware of arrangements where individuals are paid 
for referrals or admissions? 

2. Do I know of situations where patients are not given 
adequate choice with regard to home care? 
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3. Am I aware of situations where a patient seeking 
emergency treatment is turned away for financial 
reasons? 

 

 
Billing and Coding  
INTEGRIS bills only for care and services rendered that are 
properly authorized and documented as medically necessary.  
INTEGRIS will not tolerate anyone misrepresenting the services, 
supplies and equipment furnished, or extent of services, supplies 
and equipment rendered, in order to circumvent coverage 
limitations or to increase payments from third parties.  INTEGRIS 
will not bill for investigational/experimental devices and/or 
procedures not approved by the FDA unless authorized for billing 
by the payer.  Affiliates must not alter a billing record or change 
billing codes to avoid “edits” or claim denials.  Diagnosis and 
procedure codes must be supported by medical record 
documentation.  Contacts made to obtain missing information 
must be properly documented. 

We will take every reasonable precaution to ensure that our 
billing and coding work is accurate, timely and in compliance with 
our policies and federal and state laws and regulations.  If you 
work in a billing or coding area, or provide patient care items or 
services, you are expected to understand and comply with all 
applicable federal health care program requirements and related 
policies and procedures established by INTEGRIS. 

It is INTEGRIS’ policy to refund any overpayments made as a 
result of billing errors and to notify the appropriate payer.  Credit 
balances must be reported timely and in accordance with 
government policies and instructions. 

As a matter of policy, INTEGRIS does not waive insurance 
copayments or deductibles except under specifically approved 
situations such as documented financial hardship.  Government 
regulations and most insurance carrier contracts require us to 
collect these payments from patients. 
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The Federal False Claims Act (“FCA”), 31 U.S.C. §§ 3729-3733, 
3801-3812, and the Oklahoma Medicaid False Claims Act 
(“OMFCA”), 63 O.S. §§ 5053-5053.7, prohibit the knowing 
presentation of false or fraudulent claims to the federal or state 
governments.  INTEGRIS Affiliates shall comply with the FCA 
and the OMFCA.  Fraudulent and abusive activities may include 
knowingly (1) billing for services not rendered, (2) including 
improper entries on cost reports or incorrect codes on charges or 
bills, (3) failing to seek payment from all available sources, or (4) 
otherwise falsifying, forging, altering or destroying documents to 
secure payment.  A person acts “knowingly” if he or she has 
actual knowledge of fraudulent or abusive activities or acts with 
deliberate ignorance or reckless disregard of the truth.  

All INTEGRIS Affiliates are required to participate in the 
prevention, detection and reporting of fraud, waste and abuse of 
resources.  If an individual believes that a representative of 
INTEGRIS is fraudulently billing for services, he/she should 
immediately contact a member of administration, Corporate 
Compliance, Legal Services or the Integrity Line.  Affiliates who 
in good faith report a violation or assist in an investigation cannot 
be retaliated against in the terms and conditions of their 
employment, contractual relationship, or medical staff or allied 
health staff membership as a result.  

Violations of the FCA include fines of up to three (3) times the 
dollar amount claimed and civil monetary penalties of $5,500 up 
to $11,000 for the filing of each false claim.  Failure to meet the 
requirements of the FCA may result in forfeiture of all 
Medicare/Medicaid payments during the period of non-
compliance.  Additionally, the Federal Administrative Remedies 
for False Claims Statute, 31 U.S.C. §§ 3801-3812 creates a 
penalty for submitting a false claim up to $5,000 per claim and 
twice the amount of the claim.   

Individuals who believe that federal health care program billing 
requirements have been knowingly violated may also pursue 
alternative administrative or legal remedies under the FCA or 
OMFCA and cannot be retaliated against for reporting such a 
violation. In addition, individuals with first-hand knowledge of 
fraudulent billing may sue the entity that submitted the false 
claim on behalf of the United States and may share in the 
percentage of the proceeds.  However, the FCA also provides 
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that a person may have to pay the defendant for its legal fees 
and cost of defense if the person brings an action for the 
purpose of harassment and/or an action that has no merit.   

Questions to ask yourself: --------------------------------------------------- 

1. Are all bills for services supported by clinical 
documentation? 

2. Does the clinical documentation support the necessity 
for, and level of, the services provided? 

3. Do I alter bills in any way to avoid third-party edits or 
denials? 

4. Am I ever instructed to process a bill in a way that is 
contrary to my understanding of third-party rules or 
regulations? 

5. Am I ever asked to change a code or bill in order to 
increase reimbursement, even though I believe another 
code with a lower reimbursement is more appropriate? 

6. Do I report credit balances or overpayments according to 
policies? 

7. Am I asked to waive a patient copay or deductible 
without a documented reason? 

8. Am I aware of the INTEGRIS written policies and 
procedures for coding and billing claims to Federal 
health care program payers? 
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Proper Accounting and Recordkeeping 
All INTEGRIS records shall be prepared accurately, reliably, 
honestly and in accordance with established finance and 
accounting procedures.  Entries of cost, financial or similar 
business information shall be made only to the regularly 
maintained books and records of INTEGRIS.  INTEGRIS 
maintains a system of administrative and accounting controls to: 
(1) safeguard its assets; (2) check the accuracy and reliability of 
its accounting data; (3) promote operational efficiency; and (4) 
encourage compliance with laws and regulations.  Affiliates are 
encouraged to report what they reasonably believe may be 
inappropriate financial activities.  No officer, director, or Affiliate 
shall take any action to influence, coerce, manipulate, or mislead 
the auditor of INTEGRIS’ financial statements. 

All records should be stored in a secure location for the period of 
time required by law or INTEGRIS policy, whichever is longer.  
Records should be organized in a manner that permits prompt 
retrieval.  Old or unneeded records, either in electronic or paper 
form, should be properly disposed of, or purged, in accordance 
with the applicable document retention schedules.  An Affiliate 
should never destroy or alter any document in anticipation of, or 
in response to, a request for those documents by any 
government agency, court or an INTEGRIS litigation hold. 

Questions to ask yourself: --------------------------------------------------- 

1. Do I follow INTEGRIS record retention and destruction 
policies?   

2. Am I honest in filling out expense reports, timesheets, 
and/or other financial records? 
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Conflicts of Interest 
A conflict of interest occurs when a relationship or activity 
influences or impairs or even gives the appearance of impairing 
your ability to make objective and fair decisions in the 
performance of your job, or is contrary to INTEGRIS’ mission 
and interests.  In other words, you should not place yourself in 
any situation that might force you to choose between your 
personal or financial interests and the interests of INTEGRIS. 

Employees shall not engage in outside activities during working 
hours scheduled for INTEGRIS and must not use INTEGRIS 
equipment, supplies or information in connection with any 
outside activities.  Self employment or employment by others is 
permissible only if it does not adversely affect the employee’s job 
performance for INTEGRIS or create a conflict of interest.   

No director or officer of INTEGRIS may become an office or 
director of, or accept a position of responsibility with, any other 
company without the approval of the board of directors.   

Each medical staff member, for so long as he/she is granted 
membership and/or clinical privileges at an INTEGRIS facility, is 
expected to conduct his/her professional practice for the benefit 
and in the best interests of the facility.  The applicable Medical 
Staff Bylaws require each medical staff member to cooperate 
and provide general support for the facility.  Medical staff 
members may have clinical privileges at competing institutions.  
INTEGRIS does not prohibit or in any way limit an independent 
medical staff member’s ability to admit patients to other health-
care facilities.  INTEGRIS does not in any way require the 
admission, recommendation, referral or other form of 
arrangement for utilization by patients of any item or services 
offered by INTEGRIS.    

Here are some instances in which conflict of interest may 
exist: 

 Physician Self Referrals – referring patients or an 
immediate family member for a designated health 
service to an entity in which you (the physician) have a 
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financial or ownership interest for which payment may be 
made by a federal health care program; 

 Direct or indirect ownership of, or substantial interest in, 
a company that is a competitor or a supplier of goods 
and services to INTEGRIS; 

 Acceptance of gifts, payments or services from those 
doing business or seeking to do business with 
INTEGRIS; 

 Serving as a director, officer, consultant or other key role 
with a company doing business or seeking to do 
business or competing with INTEGRIS; 

 Hiring or contracting with a family member of friends to 
provide goods or services to INTEGRIS; or 

 Soliciting patients, physicians, or other employees on 
behalf of another health care provider on INTEGRIS’ 
premises 

In certain instances, conflicts of interest may arise despite your 
best efforts to avoid them.  If such a situation arises, you must 
promptly and fully disclose any business or financial interest or 
relationship you, or a member of your family, have that might 
reasonably be construed as constituting a substantial influence 
on your ability to meet your obligations to INTEGRIS. 

Questions to ask yourself: --------------------------------------------------- 

1. Do I ensure that my relationship with a competitor or 
supplier does not create the appearance of a conflict of 
interest? 

2. Do I refrain from using system data or property for 
personal gain? 
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3. Do I protect information about INTEGRIS, suppliers or 
competitors from persons who could use that information 
for unlawful purposes? 

4. Do I make sure that my family members are not involved 
in another business activity that might interfere with how 
I perform my duties as an INTEGRIS Affiliate? 

5. Do I disclose any potential conflicts of interest to 
INTEGRIS? 

 
 

 
Business Courtesies, Gifts and Customer / 
Supplier Relations 
INTEGRIS does not want to give or receive business obtained 
through the improper use of business courtesies, gifts or 
relationships.  It is against the law and system policy to give or 
receive any “remuneration” either in return for or to induce:  (1) a 
patient referral; or (2) the purchase, lease or order of any goods, 
facility, service or item.  Remuneration is defined as anything of 
economic value, including a kickback, bribe or rebate, in cash or 
in-kind.  Even the opportunity to earn money may be considered 
remuneration. 

INTEGRIS deals with many suppliers.  It is our policy to select 
suppliers on the basis of such factors as price, quality, 
performance and suitability of products or services, quantity, 
delivery, service and reputation.  You should not accept or solicit 
any benefit from an existing or potential supplier that might 
compromise, or appear to compromise, your objective 
assessment of the supplier’s products or services. 

Your business relations with suppliers must be conducted at 
arm’s length both in fact and in appearance.  You should 
regulate your activities to avoid actual impropriety and/or the 
appearance of impropriety that might arise from the influence of 
those activities on business decisions of INTEGRIS or the 
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supplier.  All INTEGRIS contracts must be reviewed by Legal 
Services. 

Finally, you may not solicit or use your position with INTEGRIS 
to secure a special discount or other favorable treatment for 
yourself or others not extended by the supplier to all INTEGRIS 
employees or similarly situated Affiliates. 

This policy is not intended to preclude the acceptance or giving 
of common, non-cash courtesies, provided that:  (1) the value of 
the gratuity is nominal in relation to the circumstances in which it 
is offered and accepted; and (2) it is not intended to influence a 
business transaction.  Examples of acceptable gifts and 
gratuities include: 

 An unsolicited, non-cash gratuity such as food and 
refreshments; 

 Unsolicited advertising or promotional material, such as 
a pen, calendar, paperweight or similar memento; 

 A gift from a personal friend or relative when it is clear 
that the motivation for the gratuity is the personal or 
family relationships and not any existing or potential 
business relationship; 

 Bona fide reimbursement for actual business expenses 
of travel, lodging and meals incurred during the course 
of one’s official duties and for which reimbursement is 
not also received from INTEGRIS; 

 Periodic meals paid for by a supplier, which occur in the 
normal course of business discussions or negotiations. 

INTEGRIS will not provide non-monetary compensation to 
referring physicians on its Medical Staff in an amount that would 
exceed the non-monetary compensation limit for the applicable 
calendar year, as periodically adjusted by the Centers for 
Medicare and Medicaid Services. All non-monetary 
compensation provided to referring physicians must be tracked 
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in the central database for INTEGRIS hospitals. Examples of 
non-monetary compensation include, but are not limited to, 
coffee mugs, note pads, massages, manicures/pedicures, 
physician birthday cakes, golf green fees, off-campus meals, and 
tickets to plays, concerts, and sporting events. 

INTEGRIS will not provide Medical Staff incidental benefits to 
referring physicians in an amount that would exceed the per 
occurrence limit on incidental benefits for the applicable calendar 
year as set forth at 42 C.F.R. § 411.357(m)(5), and periodically 
adjusted by the Centers for Medicare and Medicaid Services.  
Examples of Medical Staff incidental benefits include, but are not 
limited to, free or discounted meals and refreshments at the 
entity, discounted parking at the entity, computer/internet access 
or pagers used only to access INTEGRIS medical records and 
information or to access patients or personnel who are on an 
INTEGRIS campus, laboratory coats, photocopying, and 
identification of referring physicians on the hospital’s website or 
in hospital advertising, as long as individual referring physician 
private practices are not promoted 

Questions to ask yourself:  -------------------------------------------------- 

1. Do I refrain from offering or accepting gifts, courtesies or 
entertainment from suppliers or customers with the intent 
to give or receive business in return? 

2. Do I always follow purchasing policies? 

3. Do I always reject any offer of cash from a customer or 
supplier? 

4. Do I have all contracts reviewed by Legal Services? 
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Competition and Antitrust 
INTEGRIS must comply with applicable antitrust and similar laws 
that regulate competition.  Examples of conduct prohibited by the 
antitrust laws include:  (1) agreements to fix prices; (2) bid 
rigging; (3) collusion with competitors; (4) boycotts; (5) certain 
exclusive dealing; (6) price discrimination agreements; and (7) 
unfair trade practices including bribery, misappropriation of trade 
secrets, deception, intimidation and similar unfair practices.  
Activities that reduce or eliminate competition, control price, 
allocate markets or exclude competitors should be avoided. 

INTEGRIS is a tax exempt, not-for-profit corporation.  Affiliates 
should not engage in any activity that involves the use of 
INTEGRIS resources or property for any private use or benefit.  
Any transactions entered into by INTEGRIS and an Affiliate must 
be in the best interest of INTEGRIS and negotiated at arm’s 
length for fair market value.  Affiliates faced with situations that 
appear to be questionable should consult with INTEGRIS 
management, Legal Services or contact Corporate Compliance 
for guidance. 

We must not only obey the law but should also conduct 
ourselves so that it will not appear that the law is being violated.  
No matter how innocent a particular act may be, if it is done in a 
way that can lead others to believe a violation may have 
occurred, an investigation or other legal action may result. 

Anyone with questions about price or market information 
disclosure, interpretation concerning antitrust laws, trade 
regulations and tax exemptions requirements, or anyone who 
suspects that a violation has occurred should contact the Chief 
Compliance Officer or the Legal Services department. 

Questions to ask yourself: --------------------------------------------------- 

1. Do I refrain from relationships with competitors that may 
offer collusion or improper competition? 
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2. Am I aware of situations where INTEGRIS resources or 
property are being used for private purposes. 

 
 

System Property, Technology and 
Confidential Information 
 
INTEGRIS’ assets, which are assigned or made available to 
Affiliates, may be used only for authorized business purposes.  
Any other use, such as for after-hours charitable work, must 
receive prior approval from management.     
 
Those who are given custody of company equipment, or other 
assets, are expected to understand the proper use and 
maintenance of the equipment or asset.  All company assets in 
the custody of an Affiliate are to be returned in acceptable 
condition upon request or when the Affiliate’s relationship with 
INTEGRIS ends.      
  
INTEGRIS considers confidential and/or proprietary information 
to be an asset of the corporation, either during or after 
employment or other contractual relationship or Medical or Allied 
Health Staff affiliation, and such information should not be 
shared with others, including fellow Affiliates, unless they need to 
know for a legitimate business reason.  Similarly, it is INTEGRIS’ 
policy to respect the trade secrets and intellectual property rights 
of others and to refrain from obtaining or using this information in 
an unethical manner. 

INTEGRIS intends to fully comply with all copyright and software 
licensing laws.  You may not make copies of computer software 
for personal or professional use.  Doing so could be a violation of 
federal copyright laws. 

INTEGRIS does not provide funds, equipment, facilities or assets 
to be used to support a political party, candidate, holder of any 
government position or any community organization without 
appropriate senior management approval. 
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Questions to ask yourself: --------------------------------------------------- 

1. Am I careful not to use or share non-public information 
for my own personal use? 

2. Do I respect the intellectual property rights of others? 

3. Do I refrain from making copies of software for personal 
or professional use? 

4. Do I use company copiers or supplies, such as “scrubs,” 
for personal use? 

5. Do I ever request INTEGRIS to reimburse me through 
an expense report, or other means, for what could be 
construed as a direct or indirect political contribution? 

 

 
Workplace Behavior and Equal 
Employment Opportunities 
INTEGRIS is committed to a work environment that respects the 
rights, dignity and cultural differences of its patients and 
Affiliates.  INTEGRIS anticipates and expects that all  Affiliates 
will conduct themselves in a professional manner while on 
INTEGRIS’ premises and at any time or location while engaged 
in activities related to INTEGRIS 

INTEGRIS considers unacceptable and will not tolerate 
harassing behaviors.  Harassment occurs when (1) the affiliation 
is, or seems to be, conditioned upon submission to the 
unwelcome conduct; (2) how an Affiliate responds to the 
unwelcome conduct is used as a basis for employment or 
contractual decisions; or (3) the conduct creates an intimidating, 
offensive, or hostile environment that interferes with work 
performance.  Harassing behavior can include, among other 
types of behavior, inappropriate verbal conduct, such as racial 
epithets or sexual innuendoes; the display of inappropriate 
materials or use of inappropriate gestures; transmitting sexually-
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suggestive, derogatory, or offensive materials via INTEGRIS’ 
computers or accessing such information on the Internet while at 
work; assault, unwanted physical contact, coerced sexual 
conduct, touching, patting or pinching; or threats and demands to 
submit to sexual requests.   

Harassment or any other form of physical, mental or verbal 
abuse or disruptive behavior is inappropriate and will not be 
tolerated. Anyone who believes he or she has been unlawfully 
harassed should promptly report the facts of the incident to a 
supervisor or to Human Resources.   

INTEGRIS will not employ or contract with individuals or entities 
that: (1) have been excluded within the last five years from any 
federal health care program, including Medicare, Medicaid, 
CHAMPUS, maternal and child health block grants, social 
service block grants and other state funded health-care 
programs (the “programs”); (2) are owned or controlled by 
individuals who have been convicted, sanctioned and/or 
excluded from a program; (3) have been convicted of a criminal 
offense that would trigger exclusion from a program; or (4) are 
proposed for sanction by a program.  Civil monetary penalties 
may be assessed against INTEGRIS for contracting with 
excluded individuals.  All individuals or entities employed by or 
under contract with INTEGRIS must notify INTEGRIS of the 
occurrence of any of the actions listed above.   

INTEGRIS is committed to fair and lawful human resources 
policies and practices in recruiting, hiring, evaluation, training, 
discipline, career development, compensation, promotion and 
termination.  Discrimination of any sort, against any employee or 
applicant for employment, because of age, race, religion, sex, 
disability, service in the uniformed services, national origin, or 
other protected category, will not be tolerated 

Questions to ask yourself: -------------------------------------------------- 

1. Do I consistently respect the rights of those with whom 
I work? 
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2. Am I careful not to let differences in beliefs or 
background affect the work environment? 

3. Am I careful not to let what I say or do offend my co-
workers or make them uncomfortable? 

4. Do I treat others the way I would like to be treated? 

5. Do I tell jokes or make comments that have direct or 
indirect sexual, ethnic, or other inappropriate 
overtones? 

6. Am I aware of any INTEGRIS employee or contractor 
who has been excluded from participation in any 
federal health care program?  If so, did I report this to 
management? 

 

 

Safety, Health and Environmental Matters 
INTEGRIS seeks to provide a healthy and safe work 
environment.  Supervisors must ensure that all employees and 
agents are properly trained in health and safety practices and 
precautions.  Contractors, vendors and members of the medical 
and allied health staff must commit to following all safety, health 
and environmental policies while on INTEGRIS premises and in 
relation to all work with INTEGRIS. 

INTEGRIS is committed to taking all reasonable steps to 
minimize the use and discharge of hazardous substances.  
INTEGRIS shall properly store and dispose of medical and 
clinical waste in accordance with INTEGRIS’ environmental 
policies and legal standards designed to protect human health, 
the environment and the surrounding community. 

INTEGRIS conducts and participates in a variety of research 
initiatives.  INTEGRIS is committed to taking reasonable steps to 
assure that we comply with all federal and state laws, regulations 
and guidelines pertaining to scientific and clinical research. 
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Any involvement with illegal drugs or consumption of alcohol in 
the workplace by Affiliates is prohibited.  Additionally, INTEGRIS 
supports a smoke-free environment inside and outside its 
premises.  Anyone who violates drug and alcohol or smoking 
policies will be subject to disciplinary action in accordance with 
INTEGRIS policy. 

Questions to ask yourself: --------------------------------------------------- 

1. When I see an unsafe situation or act, do I take 
appropriate action to report or correct the situation? 

2. Am I careful in handling biohazardous materials 
according to policy? 

3. Do I ever work under the influence of alcohol or drugs 
that may impair my job performance? 

 
4. Am I refraining from smoking on INTEGRIS’ premises? 
 

Marketing and Media Inquiries 
INTEGRIS’ advertising must be truthful and not misleading.  Any 
claims about INTEGRIS’ services must be clearly supported by 
evidence to substantiate the claims made.  All price advertising 
must accurately reflect the true charges for services. 

INTEGRIS does not use advertisements or marketing programs 
that may cause confusion between our services and those of our 
competitors.  False or misleading representations are not made 
to disparage the services or business of a competitor. 

Because of the nature of our industry, we frequently receive 
requests from the media for information such as patient 
condition, and interviews with staff members, visitors or patients.  
All media requests should be handled in accordance with our 
policy for media inquiries.  The unapproved release of sensitive 
information could violate applicable laws, and have a negative 
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effect on the customers we serve, as well as INTEGRIS’ 
reputation and interests.   

Questions to ask yourself: --------------------------------------------------- 

1. Do I verify the accuracy of information before providing it 
to others for use in marketing? 

2. Am I careful not to discuss INTEGRIS business with 
members of the media unless directed to do so by the 
Corporate Communications department? 

3. Do I make sure any employees under my direct 
supervision are aware of and follow INTEGRIS’ policies 
and procedures for dealing with media requests? 

 

Dealing with Government Officials and 
Regulatory Agencies 
Dealing with government officials is not the same as dealing with 
private parties.  This is true whether the government is acting as 
a customer, payer, supplier or regulator.  Always secure advice 
from Legal Services before entering into a contract with a 
government entity – to address any affirmative action 
requirements. 

Do not give anything of value (such as a gift, hospitality or 
entertainment) that is in excess of the government’s policy to an 
employee of a federal, state or local agency with which 
INTEGRIS is doing business or is seeking to do business. 

Under the direction of Legal Services and the Chief Compliance 
Officer, we will cooperate with requests for information from 
government auditors, investigators or other officials.  Any written 
documents, such as search warrants or subpoenas, should be 
immediately brought to the attention of Legal Services before 
any response is made. 
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Any Affiliate who is contacted by a government agent in 
connection with an INTEGRIS-related investigation or request for 
documents should immediately write down the agent’s name, the 
name of the agency for which he or she works, the subject that 
he or she wants to discuss, and any other pertinent information.  
The Affiliate should also obtain the business card of the agent.  
The Affiliate should then contact INTEGRIS management, 
INTEGRIS Legal Services or the Chief Compliance Officer. 

Questions to ask yourself: --------------------------------------------------- 

1. Am I honest and forthright in my dealings with 
government officials and regulatory agencies? 

2. Do I appropriately seek the advice from Legal Services 
before entering into contracts or dealing with 
investigations? 

 
 

 
Privacy and Security of Health Information 
INTEGRIS complies with all federal and state laws pertaining to 
patient privacy and security of health information.  Patient 
medical information is confidential and should not be released 
without proper authorization as required by law and in 
accordance with INTEGRIS policies and procedures.  Any 
concern regarding a potential privacy violation should be 
immediately reported to the Chief Compliance & Privacy Officer 
or through the Integrity Line.   

Safeguards to protect health information include: 

 Shred all documents containing patient information that 
are not part of the patient’s permanent medical record.  
Do not throw confidential information in the regular trash. 

 Follow the INTEGRIS policy when faxing information – 
always use an appropriate cover sheet that includes 
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required confidentiality language.  Make sure fax 
machines are in a secure location. 

 Do not leave copy machines unattended when copying 
patient information. 

 Do not discuss patient information where others may 
hear such as in elevators, hallways, cafeteria, shuttle 
van, etc. If it is necessary for patient care purposes to 
engage in confidential conversations in an area where 
others may overhear, you should use reasonable 
precautions, including using lowered voices or talking 
apart from others when sharing protected health 
information. However, in an emergency situation, in a 
loud emergency room, or where a patient is hearing 
impaired, such precautions may not be practicable.  

 Avoid e-mail for sending patient identifiable information.  
Follow INTEGRIS policy for use of e-mail. 

 Do not share your computer password with others. 

 Do not access or share patient medical information 
unless you have a legitimate reason to do so (treatment, 
payment or healthcare operational purposes). 

Questions to ask yourself: --------------------------------------------------- 

1. Do I take every reasonable step to protect patients’ 
confidential information? 

2. Do I follow INTEGRIS policies for faxing and e-mailing 
information? 

3. Do I protect my computer password and not share it with 
others? 

4. Am I aware of situations where patient confidentiality is 
not being maintained?  Do I report this? 
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5. Do I access only patient information necessary for 
patient care purposes or to do my job? 

 

Integrity Line 
INTEGRIS has established an Integrity Line for Affiliates to 
report instances of suspected fraud, abuse, policy violation, 
unethical behavior or other compliance concerns.  As an 
INTEGRIS Affiliate you have a responsibility to report such 
matters and may do so without fear you will be disciplined or 
retaliated against for doing so.  No action will be taken against 
anyone who in good faith reports information to the Integrity Line.   

The Integrity Line is run by an independent contractor (not 
affiliated with INTEGRIS) and is available 24 hours a day, seven 
days per week.  Calls and emails to the Integrity Line are not 
recorded or traced.  You may remain anonymous if you wish; 
however, you are encouraged to provide as much detailed 
information as possible so that an investigation can take place.  
Callers are given a unique identification number for reference 
should there be a need to provide additional information.  
Another feature of the Integrity Line is a confidential web-based 
reporting system that is accessible through the Corporate 
Compliance intranet website.  Integrity Line reports are 
forwarded directly and confidentially to the Chief Compliance 
Officer.    

We are responsible as an organization and as individuals to act 
in a legal and ethical manner.  INTEGRIS’ Corporate 
Compliance Program will be successful only if you do your part. 

Please read this booklet and keep it in a secure place to refer 
back to when necessary.  Please sign and return your completed 
compliance certification form as soon as possible. 
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Disciplinary Action and Enforcement 
 
INTEGRIS expects that you will comply with all INTEGRIS 
policies that are applicable to our relationship. INTEGRIS 
anticipates that you will review these policies and should you 
have any questions regarding your responsibilities to INTEGRIS 
under the policies that you will raise those questions with us 
before taking action. Should INTEGRIS determine that you have 
breached your responsibilities under relevant policies, INTEGRIS 
will take action, as appropriate given the nature and 
circumstances of our relationship, to remedy the violation and/or 
to terminate the relationship. 

 

 
Related Policies and Procedures  
Please review the following INTEGRIS policies.  This is not 
an exhaustive list.  Other policies may also apply. 

Corporate Compliance Program 
 SYS-CMP-101 Corporate Compliance Program 
 SYS-CMP-108 Non-Retaliation Policy 

 
Patient Care 

 SYS-ETH-110  Patient’s Bill of Rights 
 SYS-ADM-112 Communications with Patients  

  with Disabilities 
 SYS-ADM-113 Communications with Limited  

  English Proficient Patients 
 SYS-ETH-102 Advance Directives for   

  Healthcare 
 SYS-ETH-103 Receiving and Responding to  

  Patient Complaints and   
  Grievances 

 SYS-ETH-107 Ethics in Business Practices 
 SYS-ETH-108 Nondiscrimination in Provision 

of   Services  
 SYS-ETH-109 Organizational Code of Ethics 
 SYS-ETH-112 Patient’s Rights to Make  

  Healthcare Decisions 
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 SYS-IM-100  Information Security 
 SYS-IM-101 Release of Information 
 SYS-IM-112 Privacy of Health Information 
 SYS-IM-113 Guidelines for Requests to  

  Amend Protected Health  
  Information 

 SYS-LGL-111 EMTALA Requirements 
 SYS-MED-101 Complaint and Conflict   

  Resolution 
 SYS-RCM-105 Charity Services 
 SYS-RCM-101 Payment Plan 

 
Billing and Coding 

 SYS-CMP-104  Billing to Federal Health Care  
  Programs 

 SYS-CMP-105  Physician Order Requirements  
  for Outpatient Services 

 SYS-CMP-106  Medical Record Coding 
 SYS-CMP-107  Investigational  Devices and  

  Procedures 
 SYS-CMP-110  Chargemaster Compliance 
 SYS-RCM-104  Coinsurance and Deductible  

  Collection 
 SYS-RCM-102  Uninsured Collection Program 
 SYS-RCM-101  Payment Plan 
 SYS-RCM-100  Charity Services 
 SYS-RCM-110  Identity Theft Detection and  

  Prevention 
 
Proper Accounting and Recordkeeping 

 SYS-LGL-109  Record Retention 
 SYS-LGL-117  Preservation of Records for  

  Legal Action 
 SYS-FIN-306  Charge Reconciliation 

 
Conflicts of Interest 

 SYS-LGL-101  Board, Officers Conflict of  
  Interest 

 
Business Courtesies, Gifts and Customer/Supplier Relations 

 SYS-MAT-101  General Purchasing Statement 
 SYS-MAT-103  Competitive Bidding for Capital  

  Improvements 
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 SYS-CMP-109  Non-Monetary Compensation  
  and Incidental Benefits to  
  Referring Physicians 

 SYS-CMP-111  Employee Gifts 
 SYS-LGL-105  Contract Review and Execution 
 SYS-FIN-201  AP Guidelines 
 SYS-FIN-110 Expense Reimbursement 
 SYS-FIN-103 Overnight Travel Policy 

 
Competition and Antitrust 

 SYS-MAT-101  General Purchasing Statement 
 SYS-MAT-103  Competitive Bidding for Capital  

  Improvements 
 SYS-FIN-106  Negotiation of Approval of  

  Contracts with Third-Party  
  Payers  

 
System Property, Technology and Confidential Information 

 SYS-ADM-109  Cellular Phone Usage 
 

Workplace Behavior and Equal Employment Opportunities 
 SYS-HR-213  Harassment   
 SYS-MED-101  Complaint and Conflict   

    Resolution   
 MET-MED-120  Complaint and Conflict   

    Resolution 
 MET-HR-160  Dispute Resolution 
 SYS-CMP-103  Employment of Excluded  

  Individuals 
 SYS-HR-204  Equal Employment Opportunity  

  Policy 
 

Safety, Health and Environmental Matters 
 SYS-ADM-111 Tobacco Free Environment 
 SYS-HR-609  Substance Abuse 

 
Marketing and Media Inquiries 

 SYS-PR-100  News Media Policy. 
 
Dealing with Government Officials and Regulatory Agencies 

 SYS-LGL-110  Search Warrant Guidelines 
 SYS-LGL-105 Contract Review and Execution 
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Privacy and Security of Health Information 
 SYS-IM-100  Information Security 
 SYS-IM-101  Release of Information 
 SYS-IM-106  Electronic Mail 
 SYS-IM-107  Facsimile Transmission of  

  Medical Records Information 
 SYS-IM-112  Privacy 
 SYS-IM-113  Guidelines for Requests to  

            Amend Protected Health  
  Information 

 SYS-IM-118 Breach Notification 
 SYS-RCM-110  Identity Theft Detection and  

  Prevention 
 
Integrity Line 

 SYS-CMP-102  Integrity Line Policy 
 
Disciplinary Action and Enforcement 

 SYS-HR-122  Corrective Action Process 
 

 

Contact Resources 
INTEGRITY LINE 
(888) 243-9597 

LEGAL SERVICES 
(405) 949-6026 

COMPLIANCE OFFICE 
(405) 949-6081 

HUMAN RESOURCES 
(405) 949-4064 
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Code of Conduct 
Compliance Certification 

1. I have read the INTEGRIS Code of Conduct and have retained a 
copy for my guidance. 

2. I understand the Code of Conduct, and I do and will conduct 
myself in complete compliance with its requirements with the 
following possible exceptions.* 

 

 
I understand that it is my responsibility to bring known or potential 
violations of the Code of Conduct or applicable laws and regulations 
and/or any questions I have regarding proper application of applicable 
rules and regulations to the attention of the INTEGRIS Chief Compliance 
Officer, and that I will not be harassed or subject to adverse actions by 
INTEGRIS as a result of good faith reports or inquiries pursuant to the 
Corporate Compliance Program. 
Name:________________________Title:_______________ 

Signature:__________________________Date:__________ 

Facility or Division:_________________________________________ 

(*Include a statement concerning any personal business situation, conflict of 
interest, or other matter that you believe is or may involve a violation of, or 
prevent you from fully complying with, the Corporate Compliance Program or 
Code of Conduct.) 

Please sign and return your completed Compliance Certification 
form as soon as possible.
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Policy and Procedure 
 

 

ENTITY/HOSPITAL 
INTEGRIS Metro Parking  

NUMBER 
 
MET-ADM-250 

MANUAL 
 
Security and Parking Procedure  

EFFECTIVE DATE 
 
11/92 

SUBJECT 
 
Parking 

REVISED: 
 
1/04, 11/04, 12/07, 
10/08. 4/09, 4/11 

 
1.0 PURPOSE 
  

To provide premium parking for Metro area patients and visitors, while providing adequate 
parking for our employees, medical staff, and others. 

 
2.0 POLICY 
  

Employees of INTEGRIS Baptist Medical Center (IBMC), INTEGRIS Southwest Medical Center 
(ISMC), INTEGRIS Canadian Valley Hospital, INTEGRIS Mental Health, INTEGRIS Cancer 
Center Institute and INTEGRIS Health Edmond, plus the Physicians’ office staff, and all other 
personnel working within an INTEGRIS managed facility or campus will display the appropriate 
decal and park in their assigned area.  Decals will be placed on the vehicle in the manner 
prescribed at issuance.  

 
3.0 PROCEDURE 
 

3.1 Employee Parking.  Employees will be assigned parking by the Security Department.  
Each employee will be given a decal to place on the front windshield of their vehicle.  
This decal will be color-coded for designated/assigned parking.  Blue for general 
employee parking area, Green for special assigned parking areas, Yellow for gated 
areas and Red for special temporary and employee handicap parking.   

 
3.2 INTEGRIS Health Employees. 

3.2.1 IBMC: Unless otherwise assigned, employees will park in the East Lot. 
3.2.2 ISMC: Unless otherwise assigned, employees will park in Lot #2. 
3.2.3 ICIO:  Unless otherwise assigned will park in the North Lot 
3.2.4 ICVH:  See map for employee and physician parking locations 
3.2.5 IHE:  See map for employee and physician locations 
3.2.6 IMH:  All parking areas designated for employees. 

 
3.3 Night Shift Employees. 

3.3.1 IBMC:  Between the hours of 1:45 p.m. and 4:00 a.m., the gates to the East 
Parking Garage are available for employees on evening and night shifts to park. 

3.3.2 ISMC:  Between the hours of 8:00 p.m. and 7:00 a.m., employees may park on 
the east end of Parking Lot #1.   

3.3.3 ICIO:  Employees will park in the North lot at all times. 
3.3.4 ICVH:  Night shift employees from 8:00 p.m. to 7:00 a.m. may park closer in to 

the facility as long as they as they do not take the closest spaces to the facility.   
3.3.5 IHE:  No special considerations required 
3.3.6 IMH: No special considerations required  

 
3.4 Physician and their Office Manager.  They will be assigned gated parking based on 

their proximity to their assigned building.   
 

3.5 Physician Staff (Non-INTEGRIS) will be assigned special non-gated parking based on 
their proximity to their work location, except ICIO which requires all facility employees 
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to park in the North Lot. They are not allowed to park in areas designated for patients 
and visitors.     

 
3.6 Physician Assistants and Nurse Practitioners are not authorized to park in the Emergency 

Room Physicians gated parking spaces at ISMC or IBMC.   Special gated and privileged 
areas have established for these professionals, however when the individual parking 
space is designated for Physicians only, they should refrain from parking in that space.   

 
 
3.7 Volunteer Parking.  Volunteers may park in any area and are not required to have a 

decal. 
 

3.8 Disabled Employees.  Employees with valid handicap permits issued in their name by the 
State may park in any “EMPLOYEE” handicap parking space. Handicap spaces for 
employees are designated in employee parking areas.  To report a lack of available 
handicap spaces, employees should contact Security at 949-3425.  Seriously disabled 
employees, who cannot park in the designated employee handicap spaces, may request 
special parking consideration through security and employee health.  Handicap spaces in 
patient and visitor areas are not to be used by on-duty employees.   

 
3.9      Special Temporary Parking.  A Parking Committee, consisting of seven (7) employees 

from each facility, has been established to consider special temporary parking needs.  
The Parking Committee shall meet or receive special requests from the Director of 
Security concerning parking.  The Committee will vote to approve or deny all special 
requests for parking.  The Committee will be limited to the number of parking spaces 
available, and its decision is final.  Decisions will be determined by a majority vote of the 
Parking Committee.  

 
3.10 Agency, Per Diem, Temporary Employees and Students. For the purpose of this Policy, 

agency, per diem, temporary employees and students are considered INTEGRIS 
employees.  Contractors are not considered INTEGRIS employees and will be required to 
park in assigned contractor areas. 

 
      3.11 Parking Enforcement. 

3.11.1 Security Officers will record parking and driving citations through issuance of 
vehicle citations.   
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Enforcement action for parking in patient and visitor areas. or unauthorized employee 
area. 
First Offense: Vehicle immobilized, corrective action and loss of one year of tenure on the 
employee waiting list for garage parking.  If the employee already has garage access, loss of 
access to the garage for one (1) year.   
Second Offense:  Vehicle impounded at the owners expense, corrective action and loss of 
three years of tenure on the employee waiting list for garage parking.  If the employee 
already has garage access, loss of access to the garage for three (3) years.   

 
Enforcement action for illegally parking in a handicap space or in the ER parking lot 
for non-medical reasons.  
First Offense: Vehicle impounded at owner’s expense. 
 

 
 

3.11.2 A parking barrel or boot may be used to determine the identity of an employee 
 who has not displayed his/her permit, or has parked improperly.  
3.11.3 Any employee who, when requested by a Security Officer, refuses to move 
 his/her improperly parked vehicle will have his/her  vehicle towed at the 
 employee's expense. 
3.11.4 Security Officers who observe an employee operating a vehicle in an 
 unsafe/reckless manner, such as driving too fast for conditions or in any manner 
 which places another individual in danger, shall issue a citation to the driver of 
 the vehicle which will be forwarded to the employee’s director. 
3.11.5 Employees may make appeals to the Parking Committee for citations received. 
 The Security and Parking Director, along with the Parking Committee, will 
 investigate the appeal and make a final determination. 
3.11.6 Any employee who commits a parking or driving offense that violates a city 
 ordinance may be subject to a citation written by the police or fire marshal’s office 
 and action by HR.   These offenses include, but are not limited to use of a 
 handicap decal not registered to the employee, parking in a fire lane and reckless 
 driving, etc.   
 

3.12 Losses and Damages to Vehicles.  Any and all persons choosing to park a vehicle on 
INTEGRIS Health property are parking at their own risk.  INTEGRIS Health is not 
responsible for damages not caused by an act on the part of INTEGRIS Health.     

 
4.0 SCOPE 
 

This policy applies to all organizations and personnel within INTEGRIS Metro facilities including, 
but not limited to, employees, physicians, physician’s office staff, volunteers, patients and visitors 
within INTEGRIS Metro facilities. 
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Baptist Medical Center Map 
 
 

All Parking is assigned at IBMC

The following locations are 
for patients only and on-duty 

employees are strictly 
prohibited from parking in 

these areas:
Upper Deck on the East Garage 

P-1 South East Garage

NW Garage Levels 1-2

56th Street Garage Levels 1-2-3

Building A Triangle Lot

Building C Parking Lot

ER Parking Lot

South Drive Street Parking 

PACER Parking Lot

Fun & Fit and Children Place Parking
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Southwest Medical Map 
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INTEGRIS Cancer Institute of Oklahoma  
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INTEGRIS Canadian Valley Hospital  
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 INTEGRIS Health Edmond 
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INTEGRIS Mental Health 
 
All parking is designated as employee parking 
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1.0 SCOPE: 

INTEGRIS Health Metro as defined in MSM-100 Environment of Care Management Plan. 
 

2.0 PURPOSE:  
The purpose of this Emergency Operations Plan (EOP) is to describe how INTEGRIS Health 
Metro prevents, prepares for, responds to and recovers from disasters that could potentially 
impact the facility, its patients, visitors or staff.  This plan will address policy requirements, 
assumptions, and processes for an organized emergency response using a structured Incident 
Command System (ICS) and, where applicable, pre-established Emergency Standard Operating 
Procedures (ESOP).  The goal of this plan is to effectively manage significant risks identified in 
the Hazard Vulnerability Analysis (HVA) as well any other unforeseen events.  This document is 
developed in conjunction with the leadership of the organization and is maintained by the 
members of the Security, Emergency Preparedness, and Hazardous Materials & Waste 
Management Subcommittee. In addition, this plan is utilized as an educational tool for staff, 
physicians and other agencies that may need to review the program.   
 

3.0 POLICY: 
In the event of an emergency or disaster, INTEGRIS Health Metro will implement this plan to 
make certain that necessary services are provided to ensure a safe environment for all 
occupants.  INTEGRIS Health Metro will work closely with the community to ensure this plan and 
all ESOPs developed as the result of the Hazard Vulnerability Analysis (HVA) define the 
mitigation, preparedness, response, and recovery efforts necessary to minimize the potential 
adverse impact from threats and events. 

 
4.0 GENERAL INFORMATION ABOUT DISASTER MANAGEMENT: 

Disaster management is separated into four distinct disciplines.  In emergency management, 
these disciplines are known as mitigation, preparation, response and recovery.  An understanding 
and evaluation of each of these disciplines is crucial to creating a successful disaster 
management program.  Mitigation is the process of anticipating potential disasters and 
preventing them from occurring or at least minimizing its impact. Preparation focuses on 
ensuring necessary plans, training and resources are in place to manage an event.  Response 
relates to how the organization will react during an event.  Recovery details how the organization 
will restore activities to normal operations after an event has occurred.  Applying these four 
disciplines to the six critical areas of healthcare disaster management creates an “All Hazards” 
approach whereby the organization is capable of responding to any event.  The six critical areas 
of healthcare disaster management are 1) Communications, 2) Resource and Asset 
Management, 3) Safety and Security, 4) Staff Responsibilities, 5) Utilities Management, and 
6) Patient Clinical and Support Activities.  The remainder of this plan outlines efforts 
implemented, both internally and externally, that help INTEGRIS Health Metro manage disasters.   
  

5.0 DISASTER ASSISTANCE PROGRAMS:  
To ensure sustainability and minimize the chance of having to “stand alone” during  an 
emergency, INTEGRIS Health Metro is actively engaged in planning activities with many local, 
state and federal agencies to ensure a high level understanding of process and procedure for 
requesting and utilizing disaster assistance programs  Although not all inclusive, a summary of 
disaster assistance programs and processes is outlined below:  
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FEDERAL ASSISTANCE: 
5.1 Office of Homeland Security – Implemented after the September 11, 2001 attack on the 

United States.  This office has oversight for all disaster response agencies and most 
importantly developed and implemented the National Response Plan (NRP), now called 
the National Response Framework (NRF).  This plan standardizes disaster management 
activities across all federal, state and local agencies and it requires any entity receiving 
federal funds to implement the National Incident Management System (NIMS).  NIMS 
require entities to implement an Incident Command Structure that is consistent with 
structures outlined in the NRF.  INTEGRIS Health Metro utilizes a modified version of the 
Hospital Incident Command System (HICS) established by the California hospitals.  This 
command structure meets the NIMS requirements and has been tested in multiple 
events.   

5.2 National Disaster Medical System (NDMS) – This is a coordinated transport system for 
relocating patients in an affected disaster area to safe locations at participating hospitals 
across the United States.  IBMC and ISMC are both registered NDMS receiving facilities 
and received patients during Hurricane Katrina/Rita in 2005 and Hurricane Gustav in 
2008. 

5.3 Disaster Medical Assistance Teams (DMAT) – These are teams comprised of 
physician and nursing personnel that are activated during times of disaster and are 
deployed to disaster areas.  Oklahoma has a DMAT team and select INTEGRIS Health 
Metro employees are part of that team. 

5.4 Disaster Mortuary Operation Response Teams (DMORT) – These teams are deployed 
to assist in the management of mass fatality incidents.  Although Oklahoma does not 
have a DMORT it does have individuals within the State that are national team members. 

5.5 Strategic National Stockpile (SNS) – This is a program managed by the Centers for 
Disease Control and Prevention (CDC).  Under this program pre-established stockpiles of 
pharmaceuticals and medicals supplies are strategically located throughout the United 
States for rapid deployment to any location in the United States within 24 hours. The plan 
is to deliver critical medical resources to the site of a national emergency when local 
public health resources would likely be or have already been overwhelmed by the 
magnitude of the medical emergency. 

5.6 12-hr Push-Pack Program- Under the National Pharmaceutical Stockpile/SNS program, 
which is jointly managed by the Centers for Disease Control and the Department of 
Homeland Security, federal officials are poised to move drugs and supplies anywhere in 
the country within 12 hours. The stockpile program was created to help states and cities 
respond to public health emergencies resulting from terrorist attacks or natural disasters.  

5.7 Federal Medical Stations (FMS)-Federal Medical Stations are designed to assist state 
and local communities in times of disaster.  An FMS can be set-up as a temporary non-
acute medical care facility.  It contains a cache of medical supplies and equipment as 
well as beds to accommodate up to 250 people for three days. The Division of the 
Strategic National Stockpile deploys staff to assist in setup of the facility while the 
Department of Health and Human Services offers assistance in staffing the facility. 

5.8 Federal Emergency Management Administration (FEMA) – This agency provides 
disaster assistance, in the form of physical help and reimbursement, to individuals and 
companies once an official disaster declaration has been established for a specific 
region.  This is significant for healthcare facilities because hospitals can be reimbursed 
for all non-covered expenses related to medical care provided to patients impacted by the 
declared disaster.      

 
Page 2 of 15 



Policy and Procedure 

 

ENTITY/HOSPITAL 
INTEGRIS Health Metro 

NUMBER 
ESOP- 4000 

MANUAL 
Metro Safety Manual 

EFFECTIVE DATE 
02/06 

SUBJECT 
EMERGENCY OPERATIONS PLAN 

REVIEWED/REVISED* 
10/06, 01/08, 03/09, 
07/10*, 07/11*, 01/12*, 
04/12*, 10/1/13*, 
10/14/14* 

 
5.9 The National Domestic Preparedness Consortium – The Office of Homeland Security 

has established an education consortium that is designed to provide education and 
training to first response and first receiver personnel across the United States.  With few 
exceptions this training is provided absolutely free and includes free travel, lodging, 
meals and education to qualifiying personnel.  Educational opportunities are provided at 
The Centers for Domestic Preparedness located at the former US ARMY Chemical Live 
Agent Training Center at Fort McClellan, the New Mexico Institute for Mining and 
Technology which offers live explosive training and instruction, Louisiana State University 
which provides training on emergency response to domestic biological incidents, Texas 
A&M University which provides training on emergency response and rescue for weapons 
of mass destruction, the US department of Energy Nevada Test site which provides 
education on response to radiological / explosive events, and the National Fire Academy 
Training Center in Emmetsburg Maryland which provides a wide range of incident 
command and fire response training. Many employees from INTEGRIS Health have 
attended numerous classes at these facilities. 

5.10 Department of Health and Human Services (DHHS): - DHHS provides a wide range of 
medical services including mass immunization and prophylaxis, medical education to the 
masses, social services, welfare management, and shelter activities.    

5.11 RED CROSS and UNITED WAY – These are non-profit organizations that assist with 
disaster relief which predominantly focuses on feeding and sheltering the public during 
time of disaster.  These organizations also assist with patient location information for the 
public.  

5.12 Small Business Association (SBA) - SBA is a critical component to disaster recovery 
providing small business loans to entities impacted by the disaster. 

5.13 Unemployment Insurance:  Often overlooked, unemployment insurance can be 
accessed in the event a disaster renders a facility unsafe for occupancy which can leave 
employees without a job.  After the customary waiting period employees can seek 
payment from this funding source which is required by law for almost all businesses.   

 
STATE AND LOCAL ASSISTANCE:   
5.14 Oklahoma Homeland Security Regions 6 & 8 – The state of Oklahoma has been 

divided into eight Homeland Security regions.  Oklahoma County comprises Region 8 
and is the region where INTEGRIS Health Metro resides.  Region 6 is comprised of most 
of the counties that surround Region 8.  Together the seven counties for Homeland 
Security Regions 6 & 8 include Canadian, Cleveland, Lincoln, Logan, McClain, 
Oklahoma, and Pottawatomie (see map).  These regions have experienced the April 19th 
1995 bombing, the May 3rd 1999 F5 tornado, the May 8th and 9th 2002 tornadoes, the 
acceptance of patients through NDMS for Hurricanes Katrina and Rita in 2005,  the 
December 2007 Ice Storms, and the acceptance of NDMS patients and evacuees from 
Hurricanes Ike and Gustav in 2008. Based on the longstanding history of disasters that 
have impacted Oklahoma, our communities have developed a clear understanding that 
disasters can and will happen in our region.  
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5.15 Region 6 & 8 Medical Emergency Response Center (MERC) (405-297-7200) – The 

MERC is designed to coordinate disaster activities for healthcare facilities.  This system 
is implemented any time a major disaster occurs within our region and is set up as the 
Joint Command Center for all area hospitals.  The MERC is staffed by volunteers from 
healthcare facilities within our region.  The MERC’s primary function is to evaluate 
healthcare facility needs during an event and assist with logistical coordination of shared 
resources such as pharmaceuticals, medical supplies, personnel, communication 
equipment and transport equipment.  During an event, hospitals receiving patients will 
forward patient tracking information to the MERC so a comprehensive list of patients can 
be compiled in a single location.  Red Cross or other disaster relief agencies can then 
take the consolidated information and assist the community in locating their loved ones.  
The MERC also functions as the conduit of information between hospitals and the on-
scene Joint Command structure for Fire, Law Enforcement and EMS Services. Many 
INTEGRIS Health employees are trained to work at the MERC during disasters and 
IBMC is designated as the back up facility for MERC. 

5.16 EMResource – This is a web-based communication system utilized by healthcare 
facilities within our region that tracks and communicates hospital status and concerns.  
This system is used to notify all facilities of a disaster within our region and also tracks 
hospital divert status and ability to accept emergent, urgent and delayed patients.  All 
INTEGRIS Health facilities are equipped with an EMResource computer. 

5.17 WEBEOC- This web-enabled collaborative information communication system that 
provides real-time sharing to facilitate decision making during a crisis or daily operations. 
This tool creates a common operating picture enabling first responders and management 
to share information and make sound decisions.  
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5.18 Metropolitan Medical Response System (MMRS) – The MMRS was created to provide 

disaster management funds and assistance to the top 50 cities across the United States 
that were designated at the highest risk level for weapons of mass destruction.  Both 
Oklahoma City and Tulsa fell within this category.  As such our State was awarded 
funding, equipment and training to assist with the coordination, planning and response for 
these types of events. Michael Murphy is the MMRS coordinator for State/OKC and 
Johna Easley is the coordinator for Tulsa/Region 7, both working closely with all first 
response and first receiver organizations to help manage this type of event. 

5.19 Regional Medical Response System (RMRS) – The RMRS was created to provide 
disaster management funds and assistance to the rural communities across the United 
States that were designated at the highest risk level for weapons of mass destruction. As 
such our State was awarded funding, equipment and training to assist with the 
coordination, planning and response for these types of events. Robert Stewart is the 
RMRS coordinator for Lawton/Region 3 and works closely with all first response and first 
receiver organizations to help manage this type of event.    

5.20 Oklahoma Medical Reserve Corps (OKMRC) – The OKMRC is a database of 5,000+ 
volunteer healthcare workers within the state that can be called upon to assist during 
times of disaster. The MRC database also serves as Oklahoma's ESAR-VHP 
(Emergency System for Advanced Registration of Volunteer Health Professionals)  
OKMRC volunteers have been deployed at the Superdome during Hurricane Katrina, ran 
the hurricane relief refugee staging area at Camp Gruber, deployed to McAlester Hospital 
during the ice storm of 2006, staffed the COX Convention community shelter during the 
2007 ice storm, and most recently staffed the Lucent Technologies Center shelter 
operations for the evacuees of Hurricane Gustav in 2008.   

5.21 Memorial Institute for the Prevention of Terrorism (MIPT) – The institute is located at 
the Alfred P. Murrah Bombing Memorial.  One of the leading authorities on domestic 
preparedness, this facility provides training, reference material and facilities to improve 
our State’s and the Nations’ disaster management programs.   

5.22 Oklahoma State Department of Health Terrorism Prevention Division: - Through this 
office the State provides assistance to healthcare facilities through training and most 
importantly coordination of federal and state grants. INTEGRIS Health has applied for 
and received grants in excess of $3 million to assist with the purchase of 
decontamination, personal protective, communication, evacuation equipment, 
pharmaceutical caches, security needs, and technical references.  

5.23 Homeland Security Region 6 & 8 Regional Medical Planning Group (RMPG) – This is 
a group comprised of representatives from healthcare facilities located in region 6 & 8.  
The group meets monthly and has continuously developed programs to standardize 
response for our region.  As needed, standardized response protocols developed for our 
region are forwarded to the Greater Oklahoma City Hospital Council for approval.  An 
employee of INTEGRIS Health has chaired this committee since 2002.  

5.24 Greater Oklahoma City Hospital Council (GOHC) – This is a council comprised of 
Administrators of healthcare facilities located in region 6 & 8.  This council meets 
quarterly at the Oklahoma Hospital Association Headquarters and reports from the 
RMPG are routinely provided to this group.  Examples of things approved by the GOHC 
include standard emergency codes among hospitals within the region, standard 
documentation forms for facility evacuation, standardized triage tags, standardized 
patient tracking forms, and approval of the Region 6 & 8 Memorandum of Understanding 
(MOU) for Healthcare Facilities.   
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5.25 Oklahoma Homeland Security Region 6 & 8 Memorandum of Understanding (MOU) 

for Healthcare Facilities – The healthcare facilities of Region 6 & 8 have developed an 
MOU that outlines how hospitals within our region will work together during times of 
disaster.  This document details processes for sharing information, human resources, 
supplies, and pharmaceuticals.  In addition, the document outlines how hospitals 
reimburse each other for borrowed resources and how workers compensation and 
medical liability concerns are managed.      

5.26 CHEMPAKS – These are pharmaceutical caches deployed at various healthcare facilities 
across the state of Oklahoma. These caches house antidote kits and antibiotics for 
widespread concerns.  Upon notification, these CHEMPAKS will be pulled from 
participating healthcare facilities and distributed to hospitals within their region.  Both 
IBMC and ISMC are CHEMPAK housing facilities.   

5.27 Oklahoma City Public Works Emergency Response Team (OKPWERT) – This 
division is responsible for restoring the infrastructure of our region.  One of the first in the 
United States, this team assists with restoration of needed navigable roads and traffic 
signals, assists with snow and debris removal, and assist with the restoration of potable 
water, waste water, and storm water systems.     

5.28 County Emergency Management – All seventy-seven counties in the state of Oklahoma 
have an Emergency Manager.  Since the implementation of the NRF these managers 
now work together on a much higher degree of standardization, and mutual aid 
agreements are in place across the state.  Although Oklahoma County does have an 
Emergency Manager, there is also a specific Emergency Manager for the City of 
Oklahoma City.  OKC Emergency Management has established a Regional Emergency 
Operations Center (REOC) that during times of disaster will coordinate Emergency 
Support Functions (ESF) for Fire, Law Enforcement, Emergency Medical Services, 
Hospitals (MERC), the 911 call center, and the 211 information center.   

5.29 Oklahoma State University Fire Training Center – An operation based in Oklahoma 
that educates first response and receiver personnel on disaster management and 
management of weapons of mass destruction.  This program is important to healthcare 
facilities because OSU has a contract with the State to provide First Receivers 
Hazardous Waste Operations and Emergency Response (HAZWOPER) awareness and 
operations training. 

5.30 Oklahoma City Emergency Management 
             Franklin N. Barnes 
             4600 Martin Luther King Blvd. 
             Oklahoma City, OK 73111  
             Office (405) 605-8981 
             Cell (405) 990-0812 
             franklin.barnes@okc.gov  
              
 Oklahoma City Fire Emergency Management Liaison 

                          Major Tammy McKinney 
                          405- 605-8982 Office 
                          405- 627-8965 Mobile 
                         tammy.mckinney@okc.gov 
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Oklahoma City Police Emergency Management Liaison 

          Sgt. Jason Knight 
            405-605-8980 Office 
            405-831-7247 Mobile 
            jason.knight@okc.gov 
 

Oklahoma County Emergency Management 
David Barnes 
405-713-1360 Office 
405-596-3069 Mobile 
dbarnes@oklahomacounty.org 
 
City of Edmond Emergency Management 
Mike Magee 
405-359-4378 Office 
405-520-0417 Mobile 
Mike.Magee@edmondok.com 
 
Canadian County Emergency Management 
Jerry Smith 
405-295-6185 Office 
405-651-6600 Mobile 
smithj@canadiancounty.org 
 
City of Yukon Emergency Management 
Frosty Peak 
405-350-5413 Office 
fpeak@cityofyukon.gov 
 

5.31 Cities Readiness Initiative-The Cities Readiness Initiative (CRI) is aimed at large cities 
or metropolitan areas. It is designed to ensure plans in these areas can provide 
antibiotics to the entire population within a 48-hour timeframe. Oklahoma was assigned a 
CRI area in the second phase of the project. This area encompasses Canadian County, 
Cleveland County, Grady County, Lincoln County, Logan County, Oklahoma County and 
Pottawatomie County. These counties work collaboratively to ensure all plans in this area 
can treat the population. 

5.32 Mass Immunization/Prophylaxis Strategy (MIPS)-MIPS is Oklahoma's mass 
dispensing planning efforts for the Strategic National Stockpile program.  It combines the 
responsibilities of vaccinating the population for a smallpox or pandemic flu outbreak with 
the responsibilities of providing prophylaxis (preventative medicines) for a biological 
outbreak.  Thirty-five communities across the state have been tasked with coordinating a 
MIPS response with surrounding communities in their areas.  
 

6.0 INTEGRIS Health Metro  EMERGENCY OPERATIONS PLANNING 
INTEGRIS has implemented a number of Emergency Standard Operating Procedures (ESOP) for 
a variety of specific events.  These ESOPs identify mitigation, preparation, response and 
recovery actions to specific events and also identify who may activate the plan, which code might 
be used to inform the organization of the event, and how staff activities are directed to manage 
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the event.  Although these ESOPs are specific for certain events, they all have elements that are 
common across the organization.  Below is an outline of the common elements: 
6.1 Planning Activities – INTEGRIS Health Metro is a member of the Region 6 & 8 RMPG 

and actively participates in planning and coordination activities on a regional level.  In 
addition, INTEGRIS Health Metro has a multi-disciplinary Safety Committee structure, 
comprised of all levels of leadership, which meets monthly to discuss disaster 
management activities.   

6.2 Hazard Vulnerability Analysis (HVA) – Annually INTEGRIS Health Metro evaluates 
their HVA.  The HVA evaluates the potential and impact of disasters that are pertinent to 
this facility.  Vulnerabilities are documented on a form and ranked.  High ranking 
concerns are addressed at the safety committee and as needed Emergency Standard 
Operating Procedures (ESOPs) are developed. Vulnerabilities to our region are 
addressed in the RMPG and disaster exercise activities are based on the findings and 
needs of all hospitals within our geographic area.  

6.3 Inventory Management – The Logistics Department in conjunction with various 
department leaders ensures adequate inventories of supplies are on hand to respond to 
wide variety of disasters and keeps a documented inventory of the resources and assets 
it has on site that may be needed during an emergency, including, but not limited to, 
personal protective equipment, water, fuel, and medical, surgical, and medication-related 
resources and assets. 

6.4 As part of this inventory management system INTEGRIS Health Metro has identified that 
based on modification to normal operations, such as canceling elective procedures and 
downsizing staff, it can easily sustain independence for approximately 96 hours.  As 
needed INTEGRIS Health Metro will monitor threat levels and growing regional concerns 
and increase par levels based on the event.  As inventories are depleted, it will call upon 
the MERC, other INTEGRIS Health facilities or federal disaster agencies for necessary 
supplies or resources. In addition, INTEGRIS Health Metro understands, according to our 
MOU, it may be called upon to loan inventory to facilities in need within our region. Based 
on the Incident Command Structure, it is the responsibility of the Logistic Section Chief to 
monitor these activities. If the MERC cannot provide these resources INTEGRIS Health 
Metro may need to evacuate the facility.  In the event the facility must evacuate, a 
notification will be made to the MERC and all hospitals in the region will be put on alert. 

6.5 All Hazards Incident Command Structure – INTEGRIS Health Metro has developed an 
“all hazards” incident command structure based on the (NIMS) model that is consistent 
with the National Response Framework and integrated into and consistent with the 
community’s command structure.  This command structure is a scalable response based 
on the basic structure of an Incident Commander who has within their span of control 
Command Staff and as needed a Finance Chief, Logistics Chief, Operations Chief, and 
Planning Chief.  Underneath each of these Chiefs resides a series of functions that may 
be implemented based on the disaster. This structure based on the organization chart 
determines to whom staff report to.  

6.6 Alternative Care Sites – INTEGRIS Health Metro manages all disaster scenarios in 
conjunction with the MERC.  If the facility is in a position where evacuation is necessary it 
will work through the MERC to transport some or all patients, their medications, supplies, 
equipment, and staff to an alternative care site(s) when the environment cannot support 
care, treatment, and services or to other healthcare facilities with in the Region or the 
State. The hospital will communicate with patients and their families, including notifying 
families when patients are relocated to alternative care sites. 
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6.7 Notification and Communication Protocols – In the event of a disaster staff will be 

notified via overhead page utilizing a set of emergency codes that is consistent across all 
hospitals with our region.  Staff not present at the facility are notified through the 
INTEGRIS Health Emergency Notification System which is a commercial product 
provided by Everbridge.  Internal communications are managed based on redundant 
resources.  These resources include; campus wide overhead paging through the fire 
alarm system, LAN Lines, e-mail, two-way radios, cell phones, 800mhz / H.E.A.R.S. / 
HAM radios, WEBEOC and lastly runners.  Communication with external resources is 
predominantly managed through EMRecource and the MERC and as needed dispatch of 
HAM Radio Operators. The MERC is used to communicate specific facility needs and to 
consolidate patient tracking information. Communication with patients and staff are 
managed through the Incident Command Center and are communicated directly by staff 
or through phone calls to family members.  A Public Information Officer designated by the 
Incident Commander is utilized to communicate with the media.   

6.8 Resource Management – INTEGRIS Health Metro has established a disaster response 
cart that houses immediate equipment, materials and forms needed to respond to 
disasters.  As these are depleted supplies will be obtained through logistics utilizing the 
labor pool.  As additional supplies are needed the INTEGRIS Health Metro warehouse 
will be tasked with providing transportation of additional pre-staged disaster supply carts, 
and lastly MERC will be called upon to assist. If Region 6 & 8 are taxed beyond their 
capacity MERC operation centers located in Tulsa and Lawton will be activated to 
provide support and resources as needed. The MERC can also be utilized to activate 
regional pharmaceutical caches and, as needed, will contact the Governor to activate the 
Strategic National Stockpile.  The MERC is also utilized to provide needed non-medical 
supplies.  INTEGRIS Health Metro also has support activities for assisting staff and there 
families in need.  Social Services and Chaplin services will be utilized to assist with 
critical incident stress debriefing and counseling.  In addition based on the location of the 
event the Incident Command Center will establish locations such as Childrens Place or 
conference rooms to assist with daycare needs for the young and elderly.  As with any 
disaster in our State INTEGRIS Health Metro may be called upon by the OKC, Tulsa or 
Lawton MERC to assist in providing other regional facilities with supplies and services as 
needed.   

6.9 Evacuation protocols – INTEGRIS Health Metro has defined procedures for relocating 
patients with in the hospital to safe areas located in adjacent smoke compartments or 
designated severe weather shelter areas.  In the event of a full facility evacuation patients 
will be discharged as appropriate to reduce transportation and relocation needs.  The 
MERC will be contacted and all remaining patients will be distributed across hospitals 
within our region or the State. INTEGRIS Health Metro will utilize forms established for 
our region to track patients and send pertinent information to receiving facilities.  Our 
region has determined that a basic face sheet will be established for each patient that will 
detail the patients name, physician’s name, family contacts and basic medical concerns.  
The region has also agreed that unless critical to life saving measure medications, 
equipment and the medical record will NOT be sent with the patient unless requested by 
the receiving facility. A summary of patient names and information will be sent to the 
MERC for regional tracking and consolidation. 

6.10 Safety and Security Management – Managing the safety and security of our staff, 
patients and visitors is critical during times of disaster, particularly in a hazardous 
materials event.  Some of the ESOPs such as our Code Orange policy call for specific 
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safety precautions to avoid contamination and to secure the facility by implementation of 
an immediate lock down.  As needed staff from the labor pool and additional off duty 
security officers are utilized to secure specific locations of the facility or control traffic.  In 
addition staff from regional hospitals may be requested through the MERC.  In all cases 
only staff trained in HAZWOPER First Response or First Receiver will be used in areas 
where the potential for contact with hazardous materials exists.  It is the Safety Officers 
job to monitor the safety of operations.   

6.11 Staff Roles and Responsibilities – Staff roles and responsibilities are outlined in 
ESOPs and Job Action Sheets.  As needed ad hoc assignments may be issued by 
Incident Command.  Staff responding in an event are designated by command staff vests 
or stickers that designate the function an individual is assuming.  Staff receives training 
on their roles and responsibilities during orientation, annual education, disaster exercises 
and just in time for real events.  

6.12 Managing Utilities During Emergencies – Policies and procedures related to managing 
utility failures are located in the 7000 series section of the Metro Safety Manual and 
department specific policies and procedures.  These policies outline specific responses 
and recovery for various systems.  In the event of an electrical failure the facility is 
equipped with a back up generator that will supply sufficient power to continue operations 
under restricted conditions.  In the event the facility is generator power only elective and 
non-emergent procedures will be delayed.  If the both normal and generator power fail 
the organization will contact a generator repair service to restore power and as needed 
transport patients to other regional hospitals.  In the event of a water disruption water 
conservation measures will be implemented, alcohol foam will be used for hygiene and 
red bags will be placed in the toilets and disposed in appropriate containers instead of 
flushing toilets.  Materials Management will supply bottled water for all necessary uses. 
Contract services are available for delivery for depleting resources of fuel and medicals 
gasses.   

6.13 Patient Clinical and Support Activities – In the event of disaster patients with in the 
facility will be evaluated for needs starting with the most critical patients first.  As needs 
are identified staffing and equipment resources will be reallocated. The hospital will 
manage the activities required as part of patient triage, assessment, treatment, 
admission, transfer, and discharge. If necessary patients will be stabilized and prepared 
for transport to other regional facilities. Patient clinical information will be documented in 
the medical record. 

6.14 Credentialing for Disaster:  Non-Privileged, Non-Employed Licensed Independent 
Practitioners - INTEGRIS Health Human Resources will initiate primary source 
verification of licensure, certification or registration for all practitioners for whom a license, 
certification or registration is required by law to practice their profession.  This will be 
completed as soon as the immediate situation is under control, not to exceed 72 hours, 
unless communication capabilities are disrupted, making verification impossible. 
Conspicuous identification (nametag and/or sticker) is to be worn by all non-
privileged/non-employed, non-licensed independent practitioners practicing in this 
capacity.  Identification will include name, licensure, certification or registration, where 
applicable, start date and issuers initials.  The procedure on how to conduct the primary 
source verification is outlined in System policy SYS-HR-291 “Credentialing for Disaster:  
Non-Privileged, Non-Employed Licensed Independent Practitioners” and metro policy 
MET-MED-121 “Emergency Physician Credentialing”. 

6.15 Fatality Management-  
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The Medical Examiner must be notified before permission is requested for autopsy, and  
the body must not be disturbed in any manner.  The Physician and the family shall be  
notified when death comes under Medical Examiner authority. When circumstances  
exceed the fatality storage capabilities of the hospital, a local vendor would be requested  
to provide cold storage or a funeral home would assist with multiple fatalities.  

6.16 Testing the Emergency Operations Plan –participates in two disaster response 
activities per year.  Response can be part of a disaster exercise or to real event.  One 
exercise per year will be elevated to evaluate how the organization performs when it can 
not longer be supported by the local community.  Exercises and real responses are 
critiqued to determine opportunities for improvement and plans are then modified as 
needed. 

 
7.0 RESPONSIBILITIES: 

 
7.1 President or Administrator on Call for each respective facility is responsible to act as the 

Incident Commander/Manager (IC), and is responsible for all INTEGRIS Health response 
planning and actions. 

7.2 Director of Environmental Health & Safety, also referred to as the Emergency Program 
Coordinator (EPC), is responsible to ensure that this plan is current, assists the IC with 
internal (Key Operations Managers) and external (community or agency) coordination. 

7.3 Chief of Staff or designee is responsible for providing proper medical, health, and 
treatment care services. 

7.4 Vice President/Assistant Vice President of Patient Care Services or designee is 
responsible for monitoring and ensuring operations and services as they relate to patient 
care.  

7.5 Vice President of Metro Integrated Support Services or designee is responsible for 
monitoring and ensuring operations and services as they relate to support services. 

7.6 Vice President of Ancillary Services is responsible for monitoring and ensuring operations 
and services as they relate to ancillary services. 

7.7 Chief Information Officer or designee is responsible for monitoring and ensuring 
operations and services as they relate to communication and network services.  

7.8 Director of Environmental Health & Safety or designee is responsible for monitoring and 
initiating actions to ensure safe actions are taken during the emergency event. 

7.9 Corporate Communications on-call will act as the point of contact for the media and other 
governmental agencies that may request information concerning the incident and its 
impact upon patients, staff and facility. 

7.10 Director of Security or designee ensures that, as needed, the facility is locked down, 
emergency vehicles have free access to the facility, traffic and crowd control measures 
are in place, perimeter control measures are in place, and crime scene investigation 
protocols are followed.  

7.11 Director of Facilities / Engineering Services or designee is responsible for protecting, 
repairing, and maintaining plant utility systems, communications, and medical equipment 
necessary for patient care and INTEGRIS Health operation. 

7.12 Director of Logistical Services or designee is responsible for logistical function as it 
relates to providing facilities, transportation, supplies, equipment, services, etc. 

7.13 Vice President of Finance is responsible for providing funding and tracking expenses that 
relate to INTEGRIS Health’s response to the emergency event. 
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7.14 In the event of a disaster the Administrative Medical Director of Graduate Medical 

Education will be contacted to evaluate the training needs of the residents and the 
capabilities of the facilities to provide the training in conjunction with the Accreditation 
Agencies according to the guidelines established in the INTEGRIS Health Graduate 
Medical Education Handbook. 

 IMH-Spencer: 
7.15 Administrator, or House Supervisor is responsible to act as the Incident 

Commander/Manager (IC), and is responsible for all INTEGRIS MENTAL HEALTH 
response planning and actions. 

7.16 Program Directors are responsible for monitoring and ensuring all necessary operations 
and services are in place to adequately manage safe patient care.  

7.17 Maintenance is responsible for protecting, repairing, and maintaining plant utility systems, 
communications, and medical equipment necessary for patient care and INTEGRIS 
MENTAL HEALTH operation.  During disasters the Maintenance Supervisor is 
responsible for coordinating Housekeeping and clean up efforts.  

7.18 Food Service Director is responsible for ensuring continued supply of food and water. 
7.19 Materials Coordinator is responsible for ensuring necessary supplies are available to 

hospital staff and procuring emergency supplies as needed. 
7.20 System Director Environmental Health Safety & Security as needed shall assist the 

Incident Command team with internal operational planning and coordination with external 
agencies.  

 
8.0 PROCEDURE:  

Whenever an emergency event or threat occurs that may require response, the IC or designee 
will acquire information as to the type event and potential impact to INTEGRIS Health.  If the IC 
decides the emergency event will or may have an adverse impact to INTEGRIS Health, he or she 
will activate this plan, which will require the following: 
 
8.1 Activate the Emergency Notification System:  This is achieved by paging the 

corresponding Disaster Code/information overhead and via the other Emergency 
Notification System. Codes  shall be paged overhead 3 times at 5-second intervals.  The 
Emergency Codes used for INTEGRIS Health are as follows: 
8.1.1 Code Red –  Fire 
8.1.2 Code Blue –  Cardiac / Respiratory Arrest 
8.1.3 Code Pink –  Suspected missing infant / child (Phase 1, Phase 2) 
8.1.4 Code Orange– External Chemical incident, mass decon required 
8.1.5 Code Black –  Severe Weather (Phase 1, Phase 2) 
8.1.6 Code Yellow – Mass Casualty External Disaster in the Community (Phase 1, 

Phase 2) 
8.1.7 Code White –  Internal disaster 
8.1.8 Code C –  Communication / Network failure 
8.1.9 Code 10 –  Combative / disruptive patient or visitor 

 
8.2 If necessary, the Incident Commander may contact the Medical Emergency Response 

Center (MERC) at phone (405) 297-7200 and fax (405) 427-7900 to request assistance, 
provide essential information that may lead to a citywide response effort, and/or to notify 
them of our availability to assist others.  The MERC is an operations center housed at 
Regional Emergency Operations Center that is designed to assist any hospital in need 
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during times of major disasters.  If our facility is deficient in any resource (human, 
material, pharmaceutical, etc.) we may contact the MERC.  The MERC will then 
determine if these resources are available at any other local area hospital or alternative 
provider and have the resource transported to our hospital.   
 
The MERC coordination may also be achieved by utilizing the EMSystem computer 
system that is located in the Emergency Department.   

 
8.3 Establish and activate the Command Center (CC):  Based on the initial assessment of 

the type and magnitude of the disaster, the IC shall activate this plan bringing all 
necessary persons to the Command Center.  The Command Center is a physical location 
where the ICS members will meet and make decisions on the best approach to manage 
the disaster.  The Command Center is also where ICS members will obtain job 
designation vests, radios for communication, task assignments, and forms for tracking 
information. Unless specifically stated otherwise, hospital staff shall forward all pertinent 
information to the Command Center.  The IC shall immediately designate personnel in 
the Command Center to track and record all decisions and processes implemented 
during the disaster.  If outside agencies respond to assist with the disaster, they shall first 
be sent to the COMMAND CENTER.  Unless otherwise declared the COMMAND 
CENTER will always be set up in pre-designated locations listed below:  

 
Incident Command Centers: 
 
IBMC: 
Primary: ISS Service Center – People Development Room 
Back-up: Executive Office Board Room 
 
ISMC: 
Primary: Executive Office Board Room 
Back-up: Cancer Center Conference Room 
 
IMH-Spencer: 
Primary: Meeting Room “C” 
Back-up: Conference Room “A/B” 
 
ICIO: 
Primary: Administrative Conference room 
Back-up: Conference Rooms 
 
IHOC:   
Primary: INTEGRIS Hospice of Oklahoma County Conference Room (NW Expwy) 
Back-up: INTEGRIS Hospice House Conference Room 
 
IHE: 
Primary: Executive Office Boardroom 
Back-up: Energy Center Console Room 
 
ICVH: 
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Primary: Cyber Cafe 
Back-up: Safety Office 
 
LWH: 
Primary: Endoscopy Nursing Station 
Back-up: Conference Room 
 

8.4 Distribute ICS Command Folders to appropriate personnel and assign them to monitor 
specific locations.  If inadequate personnel are on sight, a member of the ICS shall 
contact necessary staff.  The Executive Office and the Environmental Health & Safety 
Office maintain a master call list of ICS personnel, hospital leadership, and external 
response agencies.  Membership of the ICS may be increased or reduced based on 
the disaster. However, the following members shall always respond whenever this 
plan has been initiated: 

 
• President / Administrator-on-call 
• VP/AVP Operations 
• VP/AVP Nursing 
• VP Ancillary Services 
• Director Environmental Health & Safety  
• Director Security 
• Director Emergency Department 
• Director Corporate Communications/ Corporate Communications-on-call 
• Director Facilities / Engineering Services   

 
8.5 Assess Incident Information, Evaluate, and Respond:  Once in the COMMAND CENTER, 

ICS members shall assess current information from key operational units and external 
agencies to determine the magnitude of the event.  If pertinent information is missing, the 
IC shall direct personnel to obtain the missing information.  The ICS will evaluate the 
event and implement procedures to overcome deficiencies.  All response protocols not 
already established in an Emergency Standard Operating Procedure shall be directed 
from the ICS.   

 
8.6 When the disaster scenario is complete all ICS members shall return their ICS Command 

Folders to the COMMAND CENTER so that all notes may be compiled and 
improvements made as necessary to the plan. 

 
8.7 Events that may have to be addressed include but are not limited to the following: 
 

a. Naturally Occurring Events examples include: 
Fire, Earthquake, Lightning / Thunderstorm, Flood, Hurricane, Tornado, Winter Storm 

 
b. Human Related Events examples include: 

Bomb Threat, Civil Disturbance, Cyber Attack, Hostage/Barricade Situation, Terrorist 
Event, Violence in the Workplace  
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c. Hazardous Materials Events examples include: 

Biological Agents (CDC Category A Agents), Chemical Events (Internal and 
External), Radiation Event, Explosion 

 
d. Business Continuity examples include: 

Business Relocation, Communications Disruption, Critical Supplies, Patient Access 
to Services, Records Preservation, Staffing Shortage, Computer System Disruptions, 
Recovery strategies and actions designed to help restore the systems that are critical 
to providing care, treatment, and services after an emergency. 

 
e. Equipment Plant & Utilities examples include:   

Alarm System Failure, Fire Suppression System Failure, Electrical Power Failure, 
Elevator/Vertical Transport Failure, Heating, Ventilation, Air Conditioning Failure 
(HVAC), Internal Transport System Failure, Medical Gases System Failure, Waste 
and Debris Removal, Water Delivery/Portability 

 
f. Safety and Security examples include: 

Alerting and Warning Systems, Facility Access Control, Roads and Grounds Blocked, 
Infant Abduction / Missing Child 

 
g. Health and Medical examples include: 

Alternate Care Sites, Evacuation (Total), Facility Management, Mass Casualty 
Incident, Outreach 

 
h. Secondary Events examples include:    

Manage staff / family support, Critical Incident Stress Debriefing, Loss of Staff Family 
Members and Homes, Assistance to Other Hospitals 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
Revision 10/1/13:  Add LWH to Command Center locations.  
Revision 10/14/14:  Add MERC contact phone number to Sections 5.15 and 8.2. 
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1.0 SCOPE: 

INTEGRIS Health Metro as defined in MSM-100 Environment of Care Management Plan. 

2.0 Description of the Threat / Event: 
Severe Weather can happen at any time, anywhere.  Examples of severe weather may include 
severe thunderstorms, tornados, lightning, hail, flash floods, straight-line winds, extreme heat, 
snow and ice.    

3.0 Definitions: 

3.1 Weather Watch – conditions are favorable for the development of a specific type of 
storm.  Watches are generally preceded by the type of storm being tracked, for example; 
Severe Thunderstorm watch, Tornado watch, Flash Flood watch, etc.    

3.2 Weather Warning – means a specific storm type has been spotted by a valid storm 
spotter or there is strong evidence on radar that the specific storm type is occurring.  

3.3 Thunderstorm - a violent, short-lived weather disturbance that is almost always 
associated with lightning, thunder, dense clouds, heavy rain or hail, and strong, gusty 
winds.  This is also called an electrical storm or lightning storm.  All Thunderstorms 
produce lightning.  

3.4 Severe Thunderstorm – a storm with hail equal to or greater that 1” in diameter or 
convective (straight-line) wind gusts equal to or greater than 58 mph.  Severe 
thunderstorms have the potential of producing a tornado with little or no advanced 
warning.  

3.5 Tornado - a violently rotating column of air extending between, and in contact with, a 
cloud and the surface of the earth. Tornados tend to develop from severe thunderstorms 
in warm, moist, unstable air along and ahead of cold fronts.   

3.6 Flash Flood - a rapid flooding of geographically low-lying areas - washes, rivers and 
streams - caused by the intense rainfall associated with a thunderstorm, or multiple 
thunderstorms. Flash floods can also occur after the collapse of an ice dam, or a human 
structure, such as a dam.  Flash Floods are distinguished from a regular flood by a 
timescale less than six hours. 

3.7 Winter Storm Watch – Winter weather conditions are possible within the next 12 to 48 
hours, but the timing, intensity, or occurrence may still be uncertain. 

3.8 Winter Weather Advisory – One or more of the following weather events within 12 
hours: a) 3-6” of snow, b) freezing rain (<1/4 inch and while accompanied by another 
event), c) sleet accumulations of <2 inches, d)intermittent blowing snow reducing 
visibilities to <1/2 mile & winds <25 mph. 

3.9 Winter Storm Warning – One or more of the following weather events within 12 hours:  
a) more than 6” of snow (or 8” <= 24 hrs), b) freezing rain (<1/4 inch and while 
accompanied by another event), c) sleet accumulations of 2 inches or more, d) 
intermittent blowing snow reducing visibilities to <1/2 mile & winds 25-34 mph, or closed 
roads, e) forecaster discretion example: <= 6” of snow with sustained winds/frequent 
gusts of 25-34mph. 

3.10 Blizzard Warning – Sustained winds or frequent gusts => 35 mph and falling/blowing 
snow with visibilities near ¼ mile or less for >= 3 hr. 

3.11 Freezing Rain Advisory – Less than ¼ inch of ice within 12 hours.  
3.12 Ice Storm Warning – Ice accumulations => ¼ inch within 12 hours. 
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4.0 Emergency Notification / Emergency Code 

The emergency code for severe weather is “CODE BLACK”.  Code Black is separated into two 
phases to distinguish between a ”Weather Watch” and a “Weather Warning”. 
 
4.1 “Code Black Phase 1 ” – means  facilities are under a severe weather warning and 

preparatory activities should be implemented but at this point typically there is no need to 
move patients to a protected location.  A Code Black Phase 1 may be called for any type 
of weather causing a potential risk to the hospital, but should always be called any time a 
designated County is under a “Severe Thunderstorm Warning or Tornado Watch”.  When 
a Code Black Phase 1 is called, it will be followed by the county affected for the event 
and the specific weather condition, i.e., “Code Black Phase 1 – Oklahoma County - 
Severe Thunderstorm Warning.”  
 
Note:   
IBMC, ISMC, ICIO, Hospice House, IMH, IHE and LWH are located in Oklahoma County.   
 
ICVH is located in Canadian County.  

 
 
4.2 “Code Black Phase 2” – means facilities in the affected area should take immediate 

action to protect occupants from severe weather conditions.   
“Code Black Phase 2 – Tornado Warning” means a tornado, strong damaging winds 
or “extremely” large hail has been spotted on radar or in the area and all patients, visitors, 
and staff should seek shelter immediately.   
Code Black Phase 2 is hospital-specific and should be called by the leadership of the 
individual facility, so the code would be “Code Black Phase 2 “Facility Name”.  When a 
Code Black Phase 2 is called, it will be followed by the specific weather condition, i.e., 
“Code Black Phase 2 IBMC – Tornado Warning.”  
 
IMPORTANT:  CODE BLACK can be initiated to deal with all types of severe weather 
including high winds, hail, ice, snow, etc.   

 
5.0 Impact on Mission Critical Systems:   

Atmospheric conditions that may lead to severe weather events, such as tornados and ice 
storms, can also produce strong winds, hail, lightning, and severe rain.  These conditions can 
result in problems with electrical systems, broken windows, leaking windows, leaking roofs, and 
flooding. 

 

6.0 Operating Units and Key Personnel with Responsibility to Manage this Threat/Event: 
6.1 President / Administrator-on-Call 
6.2 VP / Manager of Operations 
6.3 House Supervisor 
6.4 Director Environmental Health & Safety / Disaster Response Specialist / On-site Safety 

personnel 
6.5 Director Security / On-site Security personnel 
6.6 Director Facility/Engineering Services 
6.7 Facility / Office Managers 
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7.0 Mitigation/Preparedness Activities for the Threat/Event: 

7.1 When severe weather is in or approaching the Metro Area or Oklahoma or Canadian 
County is under severe weather watch/warning conditions, PBX operators, Security, and 
Environmental Health & Safety shall communicate and coordinate weather monitoring 
and notifications.  When notification is deemed necessary, the following protocol should 
be followed: 

7.1.1 INTEGRIS Metro Security dispatch will attempt to contact an Administrator on 
Call or House Supervisor to inform them of the need to call the Code Black 
Phase 1.  

7.1.2 If the Administrator on Call or House Supervisor is unable to respond in a 
reasonable timeframe, Security is then authorized to have PBX call Code Black 
Phase 1.  
 
Note:  INTEGRIS Metro Security dispatch is ultimately responsible for monitoring 
severe weather and initiating severe weather code notification.  Therefore, in 
emergency conditions Security is empowered to initiate a severe weather alert 
without approval from leadership. 

7.2 The PBX operator will announce the Code Black Phase 1 via overhead paging and the 
Emergency Notification System.  NOTE:  For Metro facilities where PBX operators do not 
have the capability to overhead page, site-specific announcement plans have been 
implemented.  The individuals listed in Section 6.0 will continue to monitor weather 
information and determine if/when it is appropriate to call a “Code Black Phase 2” at 
each individual facility. 

7.3 Upon notification of the “Code Black Phase 1” page, staff shall implement the following: 

7.3.1 Turn on televisions or radios and begin tracking the severe weather situation. 
7.3.2 Inform all patients, visitors, staff, and physicians that a weather watch is in effect 

and what to expect and where to go if a “Code Black Phase 2” is paged. 
7.3.3 Patient shoes need to be located and readily available for preparation for a Code 

Black Phase 2.  Severe weather often causes broken windows and shattered 
glass requiring foot protection during evacuation. 

7.3.4 Communicate with Pulmonary Medicine if back up medical gasses or additional / 
longer tubing will be needed. 

7.3.5 Close all blinds and window curtains to reduce impact from broken glass due to 
tornado wind pressures or flying debris, high winds, large hail or ice 
accumulations. 

7.3.6 Ensure critical electrical equipment is plugged into red receptacles. 
7.3.7 Review with all staff where protected areas are located and determine who will 

assist with moving patients and visitors if this is needed.  (Note: Protected areas 
for tornados, high winds and hail should be away from outside walls and 
windows. Ideal locations include interior corridors, utility rooms, bathrooms, and 
storage areas, and interior egress stairwells.)  
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7.3.8 If significant relocation of patients or visitors may be required, conduct a head 

count to determine the number of patients, visitors, and staff that are on-site. 
7.3.9 Gather all flashlights and make sure they have fresh batteries. 
7.3.10 Inform physicians conducting surgery or other invasive procedures about the 

weather conditions and evaluate the risk of starting new procedures.  During 
Code Black Phase 1, the physician once informed may make the decision to 
proceed or not.  Upon initiation of Code Black Phase 2, the decision to proceed 
must be a joint decision between Surgery Administration and the Physician.   

7.3.11 Consolidate patient charts in a protected area if needed. 
7.3.12 Potentially move patients that would take a long time or be very difficult to move 

if “Code Black Phase 2” is paged.  See maps posted throughout the facility. 
7.3.13 If appropriate, pre-start emergency generators or implement other department 

protocols for potential utility disruptions. 
7.3.14 Report all information at shift change. 

 
8.0 Response/Recovery from the Threat/Event: 

8.1 If a severe weather event, such as a tornado, is spotted by a valid storm spotter or there 
is strong evidence on radar that a severe weather event is occurring and may approach 
the facility, a “Code Black Phase 2” will be announced overhead and via the Emergency 
Notification System.  The approval to page “Code Black Phase 2” will be made by the 
leadership of each facility identified in this plan and may be one of the following: 
8.1.1 President / Administrator-on-Call 
8.1.2 VP / Manager of Operations 
8.1.3 House Supervisor 
8.1.4 Director Environmental Health & Safety / Disaster Response Specialist / On-site 

Safety personnel 
8.1.5 Director Security / On-site Security personnel 
8.1.6 Director Facility/Engineering Services 
8.1.7 Facility / Office Managers  

 
8.2 The President / Administrator-on-call or facility leadership will activate the Emergency 

Operations Plan and call together the Hospital Incident Command System. 

8.3 Upon hearing “Code Black Phase 2” paged overhead, staff shall immediately move 
patients and visitors to pre-designated protected areas. If patients cannot be moved to a 
protected location, ensure they are covered with extra blankets and pillows.  During 
Phase 2 severe weather events other than severe thunderstorm or tornado warnings, the 
need to automatically move patients to protected locations shall be evaluated. 

8.4 In the event the Medical Center is actually struck by a tornado or damaged by a severe 
weather event, immediate priorities include: 

8.4.1 Rescue of injured persons. 
8.4.2 Notification of local authorities. 
8.4.3 Assessment of any on-going negative effects (e.g., Fire, leaking utilities, etc.). 
8.4.4 Completion of a facility-wide damage assessment. 
8.4.5 Shut off utilities serving the damaged area. 
8.4.6 Relocation of patient care and business functions until restoration can occur. 
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8.5 Security, Environmental Health & Safety, the PBX Operators and facility-specific incident 
command personnel will continue to monitor televisions and weather-alert radios for any 
further severe weather. 

8.6 All hospital personnel will remain on heightened alert and be prepared to implement 
external disaster plans in case the community has suffered a high level of injuries or 
damage. 

 
9.0 External Notification Procedures: 

9.1 Other INTEGRIS Health facilities 
9.2 As needed, the Medical Emergency Response Center (MERC) – (405) 297-7200. 
9.3 OSHA – Notify within eight (8) hours of one (1) employee fatality, or three (3) employee 

hospitalizations resulting from a single incident. 
9.4 Community Entities and Local Governments 
9.5 Local Emergency Management Agency 

 
10.0 Specialized Staff Training: 

10.1 Staff and patient education should address “watches vs. warnings”, and home 
preparedness considerations. 

10.2 Training on patient evacuation and movement procedures. 
10.3 Understanding protected locations within the medical facility. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
03/28/14 Revision:  Add LWH to 4.1. 
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1.0 PURPOSE 

To protect the employee, patient or agent from bloodborne pathogens. 
 
2.0 POLICY 

INTEGRIS Health makes available to all employees, patients or agents the proper personal 
protective equipment and training as necessary.  This policy applies to all employees, patients or 
agents, of INTEGRIS Health who may, in the course of their workday, be exposed to blood or 
other potentially infectious materials. 
2.1 The INTEGRIS Health Bloodborne Pathogens Exposure Control Plan is reviewed on at 

least an annual basis and or whenever a procedure or technique changes.  These 
changes are approved by the Infection Control Committee and Safety Management Sub-
Committee. 

 
3.0 DEFINITIONS 

3.1 Barrier Box: 
 A device that contains personal protective equipment. 
3.2 Blood:   
 Human blood, human blood components, and products made from human blood. 
3.3 Bloodborne Pathogens:  

Pathogenic microorganisms that are present in human blood and can cause disease in 
humans.  These pathogens include but are not limited to Hepatitis B Virus (HBV), 
Hepatitis C Virus (HCV), and Human Immunodeficiency Virus (HIV). 

3.4 Clinical Laboratory:  
A workplace where diagnostic or other screening procedures are performed on blood, 
human tissue or other potentially infectious materials. 

3.5 Contaminated:  
The presence or the reasonably anticipated presence of blood or other potentially 
infectious materials on an item or surface. 

3.6 Contaminated Laundry:  
Laundry that has been soiled with blood or other potentially infectious materials or may 
contain sharps. 

3.7 Contaminated Sharps:  
Any contaminated object that can penetrate the skin including, but not limited to, needles, 
scalpel blades, broken glass, broken capillary tubes, and exposed ends of dental wires. 

3.8 Decontamination:  
The use of physical or chemical means to remove, inactivate, or destroy bloodborne 
pathogens on a surface or item to the point where it is no longer capable of transmitting 
infectious particles and the surface or item is rendered safe for handling, use, or disposal. 

3.9 Disinfect:  
Inactivate virtually all recognized pathogenic microorganisms but not necessarily all 
microbial forms (e.g. bacterial endospores) on inanimate objects. 
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3.10 Disinfectant:  

Germicidal agent having met EPA guidelines for disinfectants and which has been 
approved for use at INTEGRIS Health.   

3.11 Employee/Agent: 
An individual who provides services to a patient and/or employee. 

 3.12 Engineering Controls:  
Controls (e.g., sharps disposal containers, self-sheathing needles, safer medical devices, 
such as sharps with engineered sharps injury protections and needle less systems) that 
isolate or remove the bloodborne pathogens hazard from the workplace. 

3.13 Exposure Incident:  
A specific eye, mouth, mucous membrane, non-intact skin, or other parenteral contact 
with the blood or other potentially infectious materials that result from the performance of 
an employee, patient or agent’s duties. 

3.14 Handwashing Facilities:  
A facility providing an adequate supply of running potable water, soap and single use 
towels or hot air drying machines. 

3.15 Healthcare Worker:   
An employee and/or agent of this facility including but not limited to the following: nurses, 
physicians, dentists and other dental workers, podiatrists, laboratory and blood bank 
technologists and technicians, research laboratory scientist, phlebotomist, dialysis 
personnel, paramedics, emergency medical technicians, medical examiners, morticians, 
housekeepers, laundry workers, and others whose work may involve direct contact with, 
blood, body fluids, and other potentially infectious materials from living individuals or 
corpses. 

3.16 Hepatitis B Virus (HBV): 
A virus that infects the liver that is usually spread through sexual activity or contaminated 
blood.  It can be spread through close household contact, and from infected mothers to 
their babies at birth.  The incubation period is long (45 to 160 days; average=120), and 
the onset of acute disease is generally insidious. 

 3.17 Hepatitis C Virus (HCV): 
A virus that infects the liver and is transmitted parenterally by blood and blood products, 
i.e. blood transfusion, needlestick or IV drug use.  The incubation period is 14-180 days. 
No vaccine is available. 

3.18 Human Immunodeficiency Virus (HIV): 
A virus that invades and damages certain white blood cells called T cells, which are 
responsible for recognizing infections and coordinating the immune response.  Acquired 
Immunodeficiency Syndrome (AIDS) is diagnosis based on symptoms and illnesses 
resulting from infection by HIV.  It can be transmitted during direct contact with semen, 
vaginal secretions, or blood of an infected person by sexual activity, direct blood contact 
(sharing needles or other drug infection equipment, occupational exposure such as 
needle sticks or cuts, transfusion of blood or blood products), and perinatally by an 
infected mother to a baby before, during, or following birth through breast feeding.  
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3.19 Infection Prevention and Control Program:  
A comprehensive program designed to minimize the spread of infectious/communicable 
disease by providing extensive policies and procedures for the surveillance, prevention, 
and control of infection. 

3.20 Infectious Waste:  
 See Metro Safety Manual Policy on Hazardous Materials Management. 

3.21      Licensed Healthcare Professional:   
A person whose legally permitted scope of practice allows him or her to independently 
perform the activities required for the Hepatitis B Vaccination and Post-Exposure 
Evaluation and Follow-up. 

3.22 *Needleless Systems 
A device that does not use needles for; 
3.22.1 The collection of bodily fluids or withdrawal of body fluids after initial venous or 

arterial access is established. 
3.22.2 The administration of medication or fluids; 
3.22.3 Any other procedure involving the potential for occupational exposure to 

bloodborne pathogens due to percutaneous injuries from contaminated sharps. 
3.23 Occupational Exposure:  

Reasonably anticipated skin, eye, and mucous membrane, or parenteral contact with 
blood or other potentially infectious materials that may result from the performance of an 
employee, patient or agent's duties.  This definition excludes incidental exposures that 
may take place on the job, and that are neither reasonably nor routinely expected and 
that the worker is not required to incur in the normal course of employment. 

3.24 Other Potentially Infectious Materials: 
3.23.1 The following body fluids: semen, vaginal secretions, cerebrospinal fluid, synovial 

fluid, pleural fluid, pericardial fluid, peritoneal fluid, amniotic fluid, saliva in dental 
procedures, and any body fluid that is visibly contaminated with blood and all 
body fluids in situations where it is difficult or impossible to differentiate between 
body fluids. 

3.23.2 Any unfixed tissue or organ (other than intact skin) from a human (living or dead). 
3.23.3 HIV containing cell or tissue cultures, organ cultures, and HIV, HBV or HCV 

containing culture medium or other solutions: and blood, organs, or other tissues 
from experimental animals infected with HIV, HBV or HCV. 

3.25 Parenteral:  
Piercing mucous membranes or the skin barrier through such events as needlesticks, 
human bites, cuts, and abrasions. 

3.26 Patient:  
Any individual, living or dead, whose blood, body fluids, tissues, or organs may be the 
source of exposure to the employee.  Examples include, but are not limited to, hospital 
and clinical patients; trauma victims; clients of drug and alcohol treatment facilities; 
residents of hospices and nursing homes; human remains prior to embalming; and 
individuals who donate or sell blood or blood components. 

3.27 Personal Protective Equipment:  
Specialized clothing or equipment worn by an employee, patient or agent for protection 
against a hazard.  General work clothes (uniforms, pants, shirts or blouses) not intended 
to function as protection against a hazard are not considered to be personal protective 
equipment. 
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3.28  Regulated Waste:  

Liquid or semi-liquid blood or other potentially infectious materials; contaminated items 
that would release blood or other potentially infectious materials in a liquid or semi-liquid 
state if compressed; items that are caked with dried blood or other potentially infectious 
materials and are capable of releasing these materials during handling; contaminated 
sharps; and pathological microbiological wastes containing blood or other potentially 
infectious materials. 

3.29 Research Facility:  
A laboratory producing or using research-laboratory-scale amounts of HIV, HCV, or HBV.  
Research laboratories may produce high concentrations of HIV, HCV, or HBV but not in 
the volume found in production facilities. 

3.30 Sharps with engineered sharps injury protection: 
A nonneedle sharp or a needle device used for withdrawing body fluids, accessing a vein 
or artery, or administering medications or other fluids, with a built-in safety feature or 
mechanism that effectively reduces the risk of an exposure incident. 

3.31 Sharps: 
Any object that can penetrate the skin including, but not limited to, needles, scalpel 
blades, and broken capillary tubes. 

3.32 Source Individual: 
Any individual living or dead, whose blood or other potentially infectious materials may be 
a source of occupational exposure to the employee, patient or agent.  Examples include, 
but are not limited to, hospital and clinical patients; clients in institutions for the 
developmentally disabled; trauma victims; clients of drug and alcohol treatment facilities; 
residents of hospices and nursing homes; human remains; individuals who donate or sell 
blood or blood components. 

3.33 Sterilize:  
The use of a physical or chemical procedure to destroy all microbial life including highly 
resistant bacterial endospores. 

3.34 Standard Precautions:  
A system of infectious disease control which assumes that every direct contact with blood 
and body fluids is infectious and requires every employee who may expect or is 
suspected to have exposure to direct contact with body fluids to be protected as though 
such body fluids were HBV, HCV, or HIV infected.   Therefore, Standard Precautions are 
intended to prevent health-care workers from parenteral, mucous membrane, and non-
intact skin exposures to bloodborne pathogens. 

3.35 Work Practice Controls: 
Controls that reduce the likelihood of exposure by altering the manner in which a task is 
performed: (e.g., prohibiting the recapping of needles by two handed technique). 

 
4.0 BLOODBORNE PATHOGENS EXPOSURE CONTROL PLAN 

All employees who may be exposed or have the potential for exposure to blood or other 
potentially infectious materials wears personal protective equipment as illustrated in Appendix A 
and Departmental Specific Infection Control Policies.  These policies are examined for  
operational procedures that the employee is required to do as a part of their employment.  
Personal protective equipment listed in Appendix A  protects the employee from  eye, mouth, 
mucous membrane, non-intact skin, or parenteral contact with blood or other potentially infectious 
materials. 
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4.1 Specific care is taken by the employee to prevent the following from occurring: 

4.1.1 Blood splattering into the eyes, mouth, or non-intact skin. 
4.1.2 Injury involving a blood contaminated needle or other potentially penetrating 

device. 
            4.2 The INTEGRIS Value Analysis Team, and the Needlestick Taskforce as needed,  

documents and reports to the Safety Management Subcommittee and the Infection 
Control Committee, issues, concerns, recommendations, and actions of the review of 
safety engineered  commercially available and effective safer medical devices designed 
to eliminate or minimize occupational exposure.  These devices may new to the market 
or a re-review or re-education of devices currently in place at the facility. Consideration of 
devices is solicited from non-managerial employees through their evaluation of products 
during trials. 

  
5.0 EMERGENCY CARE FOR THE PATIENT 

An exception to the above policy is granted during extraordinary circumstances that are 
unexpected and life threatening to the patient.  This exemption to the rule is prompted by 
extenuating circumstances.  The personal protective equipment is donned as soon as possible. 

 
6.0 EMERGENCY USE PERSONAL PROTECTIVE EQUIPMENT 

Personal protective equipment is located in patient care and common areas. 
 
7.0 CONTAMINATED CLOTHING 

Should an employee’s clothing become contaminated, the employee, as soon as possible: 
7.1 Notifies the unit Manager or Director. 
7.2 The employee contacts the House Supervisor or Linen Department for scrubs to wear 

when contaminated clothing is removed. 
7.2 Showers, if necessary.  
7.3 Disposable scrubs may also be available on the unit supply carts. 
7.4 The contaminated clothing is bagged and labeled with employee contact information and 

is sent to the hospital laundry. 
 
8.0 METHODS OF COMPLIANCE 

Standard Precautions are observed to prevent contact with blood or other potentially infectious 
materials:    
8.1 Engineering controls as identified and implemented are examined, maintained or 

replaced as needed to ensure their effectiveness. 
8.1.1 Employees wash their hands immediately or as soon as possible  

a. after removal of gloves or other personal protective equipment, 
b. after hand contact with blood or other potentially infectious materials, and  
c. before leaving a patient’s room. 

8.1.2 All personal protective equipment is removed immediately upon leaving the work 
area or as soon as possible and placed in an appropriately designated area or 
container for storage, decontamination or disposal. 

8.1.3 Used needles and other sharps are not shared, bent, broken, recapped, removed 
or resheathed by hand.  Mechanical and "One Hand Technique" is used in 
extenuating circumstances. 

 
 

 
 Page 5 



 
 

 
 

ENTITY/HOSPITAL 
INTEGRIS Baptist Medical Center 

NUMBER 
IC-107 

MANUAL 
Infection Control 

EFFECTIVE DATE 
12/90 

 
 

SUBJECT      
Bloodborne Pathogens Exposure Control Plan 

Revised 
1/2010 

 
 
8.2 Prior to transporting any specimen, the needle is properly removed and placed in a 

sharps container. 
8.2.1 Gloves worn by the employee in the care of a patient, including the drawing of a 

blood sample, are removed and replaced prior to coming in contact with other 
patients. 

8.2.2 Eating, drinking, smoking, applying cosmetics or lip balm and handling contact 
lenses are prohibited in areas where there is a potential for occupational 
exposure. 

8.2.3 Food and drink are not stored in refrigerators, freezers or cabinets where blood 
or other potentially infectious materials are stored or in other areas of possible 
contamination.  All procedures involving blood or other potentially infectious 
materials are performed in such a manner as to minimize splashing, spraying 
and aerosolization of these substances. 

8.2.4 Mouth pipetting/suctioning is prohibited. 
8.3 Regulated Medical Waste is handled and disposed according to Metro Safety Manual 

Policy. 
8.3.1 Safety and Infection Control policies are readily available in all departmental 

areas and through the INTEGRIS Health Intranet. 
8.3.2 Specimens of blood or other potentially infectious materials are placed in a 

closable, leak resistant container labeled or color coded (according to label 
requirements) prior to being stored or transported.  If outside contamination of 
the primary container is likely, then a second leak resistant container that is 
labeled or color coded (according to label requirements) are placed over the 
outside of the first and closed to prevent leakage during handling, storage, or 
transport.  If puncture of the primary container is likely, it is placed within a leak 
resistant, puncture resistant, secondary container. 

8.3.3 When Handwashing facilities are not readily available or feasible, antiseptic 
waterless hand cleaners or towelettes are available for use by employees.  
Although these cleansers are used, hands are washed with soap and water as 
soon as possible. 

8.4 Areas where there is no potential exposure to infectious substances, such as the Nurse 
Station, employees may have drinks with secured lids.   

 
9.0 PERSONAL PROTECTIVE EQUIPMENT 

9.1 Provision and use: 
When there is a potential for occupational exposure, appropriate personal protective 
equipment is provided to the employee.  The department managers assume 
responsibility to educate the employee, make personal protective equipment available, 
monitor and evaluate compliance.  Department managers take corrective action when 
necessary. 
9.1.2 Accessibility:  

It is the department manager’s responsibility to assure that the appropriate 
personal protective equipment, in the required sizes, is readily accessible at the 
work site or issued to employee.  Location is designated on each patient care 
area and in common areas as required.  Hypoallergenic gloves are readily 
accessible to those employees who are allergic to the gloves normally provided.  
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9.1.3 Cleaning:  

The department manager provides for the cleaning, laundering, or disposal of 
personal protective equipment required by this policy. 

9.1.4 Repair and replacement: 
The department manager assures that all personal protective equipment is 
repaired or replaced as needed to maintain its effectiveness. 

9.2 Gloves:  
Gloves are worn when the employee has the potential for the hands to have direct skin 
contact with blood or other potentially infectious materials, mucous membranes, non-
intact skin, and when handling items or surfaces soiled with blood or other potentially 
infectious materials. 
9.2.1 Disposable (single use) gloves, such as surgical or examination gloves, are 

replaced when visibly soiled, torn, punctured, or when their ability to function as a 
barrier is compromised.  The gloves are not washed, disinfected for reuse, and 
are restricted to single patient use. 

9.2.2 Utility gloves are disinfected for reuse if the integrity of the glove is not 
compromised, however, they are discarded if they are cracked, peeling, 
discolored, torn, punctured or exhibit other signs of deterioration.  

9.3 Masks, Eye-Protection, and Face Shields: 
Masks and eye protection or chin length face shields are worn whenever splashes, 
sprays, splatters, droplets, or aerosols of blood or other potentially infectious materials 
may be generated and when there is a potential for eye, nose, or mouth contamination.  
Disposable resuscitation masks are available to prevent the need for mouth-to-mouth 
resuscitation. 

9.4 Gowns, Aprons, Scrub Uniforms and Other Protective Body Clothing: 
Appropriate clothing is worn when the employee has the potential for occupational 
exposure. The type and characteristics depends upon the task and degree of exposure 
anticipated; however, the clothing selected forms an effective barrier. 
9.4.1 Fluid resistant gowns, lab coats, aprons, or similar clothing is worn if there is a 

potential for soiling of clothes with blood or other potentially infectious materials. 
9.4.2 Surgical caps or hoods are worn if there is a potential for splashing or splattering 

of blood or other potentially infectious materials on the head. 
             9.4.3 Fluid resistant shoe covers or boots are worn if there is a potential for shoes to 

become contaminated and/or soaked with blood or other potentially infectious 
materials. 

 
10.0 HOUSEKEEPING  

10.1 General:  
INTEGRIS Health assures the worksite is maintained in a clean and sanitary condition.  
HOUSEKEEPING determines and implements the appropriate written protocol for 
cleaning and method of disinfection based upon the location within the facility, type of 
surface to be cleaned, type of soil present and tasks or procedures being performed. 

10.2 Cleaning and Disinfection: 
All equipment, environmental and working surfaces are properly cleaned and disinfected 
after contact with blood or other potentially infectious materials. 
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10.2.1 Work surfaces including examination tables, equipment, floor and walls when 

appropriate are disinfected with hospital approved disinfecting/germicidal agent 
after completion of procedures; when surfaces are contaminated; immediately 
after any spill of blood or other potentially infectious materials; between patient 
visits to individual treatment or procedure rooms; and terminally cleaned daily. 

10.2.2 Protective coverings, such as plastic wrap or imperviously backed absorbent 
paper, are used to keep equipment and environmental surfaces clean.  These 
coverings are removed and replaced at the end of the work shift or when they 
become overtly contaminated.   

10.2.3 Equipment that becomes contaminated with blood or other potentially infectious 
materials is decontaminated prior to servicing or shipping.  

10.2.4 All bins, pails, cans and similar receptacles intended for reuse which have a 
potential for becoming contaminated with blood or other potentially infectious 
materials are inspected, cleaned and disinfected on a regularly scheduled basis 
and cleaned and disinfected immediately or as soon as possible upon visible 
contamination. 

10.3 Broken glassware that is contaminated is not picked up directly with the hands.  Any 
contaminated broken sharps are cleaned using mechanical means, such as a brush and 
dust pan, tongs or forceps and disposed of in a puncture resistant container. 

10.4 Reusable sharps and instruments contaminated with blood or other potentially infectious 
materials are stored or processed in a manner that does not require employees to reach 
by hand into the containers where these sharps and instruments have been placed. 

10.5 Reusable items contaminated with blood or other potentially infectious materials are 
decontaminated prior to washing and/or reprocessing. 

 
11.0 LAUNDRY  

All laundry, other than dietary tablecloths, from this facility is treated as if contaminated.  All 
laundry and/or linen contract services are informed of this and treat laundry/linen using  Standard 
Precautions. 

 
12.0 HEPATITIS B VACCINATION AND POST EXPOSURE FOLLOW-UP 

Follow the procedures listed in the Infection Control Manual. 
 
13.0 COMMUNICATION OF HAZARDS TO EMPLOYEES 

13.1 Signs and labels 
                          13.1.1 Sign bear the BIOHAZARD legend and the international symbol.  Signs are 

posted at the entrance to work areas requiring the biohazard sign, such as soiled 
utility rooms, laboratory, etc 

13.1.2 Labels shall: 
a. Be affixed to containers of infectious waste; refrigerators and freezers 

containing blood and other potentially infectious materials; and other 
containers used to store or transport blood or other potentially infectious 
materials except as provided in 3) and 4) below. 

b. Bear the BIOHAZARD legend and the Universal Biohazard Symbol. 
c. Be fluorescent orange or orange-red or predominately so, with the 

lettering or symbols in a contrasting color. 
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d. Either be an integral part of the container or is affixed as close as safely 

possible to the container by string, wire, adhesive, or other method that 
prevents their loss or unintentional removal. 

e. Red bags or red containers may be substituted for labels on containers 
of biomedical waste. 

13.1.3 Containers of blood, blood components or blood products that are labeled as to 
their contents and have been released for distribution are exempted from these 
labeling requirements. 

13.2 Information and training: 
13.2.1 INTEGRIS Health ensures that all employees or agents with occupational 

exposure participate in a training program, at no cost. 
13.2.2 Training is provided at the time of initial employment, annually thereafter and 

whenever there is a substantial change in procedure. 
13.2.3 Material appropriate in content and vocabulary to educational level, literacy and 

language background of employees is used. 
13.2.4 The training program contains the following elements: 

a. An explanation of the Standard and a copy upon request; 
b. A general explanation of the epidemiology and symptoms of bloodborne 

diseases; 
c. An explanation of the modes of transmission of bloodborne pathogens; 
d. An explanation of the employer’s infection control program; 
e. An explanation of the appropriate methods for recognizing tasks and 

other activities that may involve exposure to blood and other potentially 
infectious materials;  

f. An explanation of the use and limitations of practices that will prevent or 
reduce exposure including appropriate engineering controls, work 
practices and personal protective equipment;   

g. Information on the types, proper use, location removal, handling, 
decontamination and/or disposal of personal protective equipment; 

h. An explanation of the basis for selection of personal protective 
equipment; 

I. Information on the Hepatitis B vaccine, including information on its 
efficacy, safety and the benefits of being vaccinated; 

j. Information on the appropriate actions to take and persons to contact in 
an emergency; 

k. An explanation of the procedure to follow if an exposure incident occurs, 
including the method of reporting the incident and the medical follow-up 
that is available, also information on the medical counseling that the 
employer is providing for exposed individuals; and 

l. An explanation of the signs and labels and/or color-coding required as 
stated above. 

13.2.5 Safety and Infection Control provide continuous awareness of new concepts and 
regulations implemented by the CDC (Centers for Disease Control and 
Prevention) and OSHA (Occupational Safety and Health Administration).  
Education is developed as required to address these issues. 
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14.0 RECORDKEEPING 

14.1 Medical Records. 
 14.1.1 INTEGRIS Health maintains an accurate record for each 

employee covered by this program, in accordance with 29 CFR 1910.20.  
14.1.2 This record shall include: 

a. The name and social security number of the employee; 
b. A copy of the employee’s Hepatitis B vaccination records and medical 

records relative to the employee’s ability to receive vaccination or the 
circumstances of an exposure incident; 

c. A copy of all results of physical examinations, medical testing, and 
follow-up procedures as they relate to the employee’s ability to receive 
vaccination or to post exposure evaluation following an exposure 
incident; 

d. The employer’s copy of the healthcare professional’s written opinion; 
e. A copy of the information provided to the physician. 

14.1.3 Confidentiality:  
The employer assures that employee medical records required by this program 
are: 
a. Kept confidential, and 
b. Not disclosed or reported to any person within or outside the workplace 

except as required by this program or as may be required by law. 
14.1.4 INTEGRIS Health maintains this record for at least the duration of employment 

plus 30 years in accordance with 29 CFR 1910.20. 
14.2 Sharps Injury Log: 
 INTEGRIS Health has established and maintains a sharps injury log for the recording of 

percutaneous injuries from contaminated sharps. The information in the sharps injury log 
is recorded and maintained in such manner as to protect the confidentiality of the injured 
employee.  The sharps injury log contains: 
14.2.1   The type and brand of device involved in the incident; 

  14.2.2   The department or work area where the exposure incident occurred; 
  14.2.3   An explanation of how the incident occurred. 

 14.3 Training Records: 
14.3.1 Training records include the following information: 

a. The dates of the training sessions; 
b. The contents or a summary of the training sessions; 
c. The names of persons conducting the training; 
d. The names of all persons attending the training sessions. 

14.3.2 These records are maintained for three (3) years. 
14.4 Availability: 

The records required by this program are made available to the appropriate personnel of 
OSHA as described in 29 CFR 1910.20. 
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APPENDIX    A 

STANDARD PRECAUTIONS FOR CARE OF ALL PATIENTS 
 

1. Use gloves (available in each patient room) when the possibility exists of coming in contact with a patient’s blood or 
potentially infectious body fluids.  Examples: starting IVs, drawing blood, doing CPR or other emergency procedures, 
handling soiled linen and waste, doing plumbing repairs. 

2. Wear gowns, masks and face shields in addition to gloves during procedures where spattering of blood or potentially 
infectious body fluids may occur.   Examples:  arterial punctures, endoscopies, inserting arterial lines, hemapheresis, 
hemodialysis. 

3. Wash hands after removing gloves (do not wash gloves) and use clean gloves with each patient. 
4. Always dispose of needles and sharps in the impervious containers located in each patient room.  Do not recap, clip 

or bend needles. 
5. Use the chart as a guide to identify precautions that should be used in specific situations. 
 

 
PROCEDURE  

 
HAND 

WASHING 

 
GLOVES 

 
GOWN 

 
MASK/FACE 

SHIELD 
 
Talking to patient 

 
X 

 
 

 
 

 
 

 
Adjusting IV fluid rate or non-invasive equipment 

 
X 

 
 

 
 

 
 

 
Examining patient without touching blood or potentially 
infectious body fluids or mucous membranes 

 
X 

 
 

 
Use gown, mask, 
face shield if 
splattering by blood 
or potentially 
infectious body 
fluids is likely 

 
 

 
Examining patient including contact with blood or potentially 
infectious body fluids or mucous membranes 

 
X 

 
X 

 
Use gown, mask, 
face shield if 
splattering by blood 
or potentially 
infectious body 
fluids is likely 

 

 
Drawing blood 

 
X 

 
X 

 
 

 
Use gown, mask, 
face shield if 
splattering by 
blood or 
potentially 
infectious body 
fluids is likely 

 
Inserting venous access 

 
X 

 
X 

 
 

 
 

 
Suctioning 

 
X 

 
X 

 
Use gown, mask, face shield if splattering 
by blood or potentially infectious body 
fluids is likely 

 
Inserting Catheters 

 
X 

 
X 

 
Use gown, mask, face shield if spattering 
by blood or potentially infectious body 
fluids is likely. 

 
Handling soiled waste, linen, other materials 

 
X 

 
X 

 
Use gown, mask, eyewear only if waste or 
linen is extensively contaminated and 
splattering is likely. 

 
Intubation 

 
X 

 
X 

 
X 

 
X 

 
 
Inserting arterial access 

 
 

X 

 
 

X 

 
 

X 

 
 

X 
 
Endoscopy 

 
X 

 
X 

 
X 

 
X 

 
Operative and other procedures which produce extensive 
spattering of blood or potentially infectious body fluids  

 
X 

 
X 

 
X 

 
X 
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1.0 PURPOSE 
To provide guidelines for hand hygiene, in order to effectively remove dirt, organic material, and 
transient microorganisms. 

2.0 POLICY 
All healthcare personnel are responsible for adhering to the guidelines in this policy, both for their own 
protection and that of their patients. 

3.0 SCOPE: 
This policy applies to all INTEGRIS Health owned or leased healthcare facilities, and to physicians 
affiliated with INTEGRIS Health through an employment or contractual relationship. 

4.0 DEFINITIONS 
4.1 Recommendations for hand hygiene using soap and water: 

4.1.1 When hands are visibly dirty or contaminated with proteinaceous material or are 
visibly soiled with blood or other body fluids, wash hands with antimicrobial or non-
antimicrobial soap and water. 

4.1.2 If exposure to spore-forming organisms such as B. anthracis or C. difficile is 
suspected or proven. 

4.1.3 Before eating. 
4.1.4 After using the restroom. 

4.2 Indications for hand hygiene using alcohol-based hand rubs: 
4.2.1 If hands are not visibly soiled. 
4.2.1 Decontaminate hands before direct contact with patients 
4.2.2 Decontaminate hands before donning sterile gloves or performing invasive 

procedures. 
4.2.3 Decontaminate hands after contact with a patient’s intact skin. 
4.2.4 Decontaminate hands if moving from a contaminated body site to a clean body site 

during patient care. 
4.2.5 Decontaminate hands after contact with inanimate objects in the immediate vicinity 

of the patient. 
4.2.6 Decontaminate hands after removing gloves. 

4.3 Hand hygiene technique 
4.3.1 When decontaminating hands with an alcohol-based hand rub, apply product to palm 

of one hand and rub hands together, covering all surfaces of hands and fingers, until 
hands are dry.  Follow the manufacturer’s recommendations regarding the volume of 
product to use. 

4.3.2 When washing hands with soap and water, wet hands first with water, apply product 
to hands and rub hands together vigorously for at least 15 seconds, covering all 
surfaces of the hands and fingers.  Rinse hands with water and dry thoroughly with a 
disposable towel.  Use towel to turn off the faucet. 

4.4 Surgical hand antisepsis 
4.4.1 Remove rings, watches, and bracelets before beginning the surgical hand scrub 
4.4.2 Remove debris from underneath fingernails using a nail cleaner under running water. 
4.4.3 Surgical hand antisepsis using either an antimicrobial soap or an alcohol-based hand 

rub with persistent activity is recommended before donning sterile gloves when 
performing surgical procedures. 

4.4.4 When performing surgical hand antisepsis using an antimicrobial soap, scrub hands 
and forearms for the length of time recommended by the manufacturer, usually 2-6 
minutes.  Long scrub times (e.g., 10 minutes) are not necessary. 

4.4.5 When using an alcohol-based product as recommended, allow hands and forearms 
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to dry thoroughly before donning gloves. 
 

4.5 Artificial fingernails of any type are prohibited for employees with direct patient care 
contact.  Keep natural nail tips short. 

4.6 Wear gloves when contact with blood or other potentially infectious materials, mucous 
membranes, and non-intact skin could occur.  Remove gloves after caring for a patient.  Do 
not wear the same pair of gloves for the care of more than one patient. 

4.7 The Infection Prevention Committee must approve products used for hand hygiene. 
4.8 Behavior and compliance 

4.8.1 Continuing education is provided to improve hand hygiene practice. 
4.8.2 Department managers are responsible for conducting surveillance on behavior with 

feedback to staff, and for implementing strategies to improve compliance and hand 
hygiene. 

 
Reference: Center for Disease Control, MMWR, “Guideline for Hand Hygiene in Health-Care Settings,”  
                          October 25, 2002 / 51(RR16); 1-44. 
 
  APIC Text of Infection Control and Epidemiology 3rd edition, Volume 1, Chapter 19 Hand 
                          Hygiene. 
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1.0 PURPOSE 

1.1      As a leader in the healthcare industry in Oklahoma, INTEGRIS Health (“INTEGRIS”) is 
committed to providing a healthy and safe environment and culture for employees, 
patients, and visitors and to promoting positive, healthy behaviors.  With this policy, we 
hope to:  
1.1.1 Demonstrate our commitment to improve the health of the people in the 

communities we serve 
1.1.2 Eliminate second hand smoke so everyone on our campuses can breathe clean 

air. 
1.1.3 Increase hospital involvement in treating nicotine addiction for employees, patients 

and visitors.  
1.1.4   Set an example that other organizations and businesses can follow  

2.0 POLICY 
2.1 The use of all tobacco products and/or nicotine delivery devices are prohibited within and 

on all INTEGRIS Health owned properties and leased buildings and properties, including 
parking lots and company vehicles.  Cigarettes, cigars, pipes, electronic cigarettes (e-
cigarettes), and smokeless tobacco and nicotine products such as snuff, chewing 
tobacco, herbal or other dissolvable products are prohibited.   

 
3.0 SCOPE 

3.1 This policy applies to all persons and their vehicles on INTEGRIS owned and leased 
properties, including physician practice leased properties.  All persons include all 
INTEGRIS employees, patients, visitors, volunteers, contractors and vendors. This policy 
extends to all privately owned vehicles on INTEGRIS properties.   

 
4.0 PROCEDURE 

4.1        Staff Responsibilities 
4.1.1 Staff must observe and promote compliance with the tobacco-free policy.  Staff 

are expected to be “good neighbors” and will not use tobacco products on the 
property of nearby businesses and residences. 

4.1.2 Staff carpooling to attend training classes or work-related functions may not 
smoke unless all parties agree that smoking is acceptable. This applies for travel 
either where mileage is reimbursed by INTEGRIS or where the travel occurs 
while employees are on the clock or otherwise doing the business of INTEGRIS. 

4.1.3 All staff are responsible for ensuring compliance by fellow staff members.  Staff 
observing violations of the policy are requested to courteously remind the staff 
member of the policy and ask that the tobacco product be extinguished or thrown 
away. 

4.1.4 Employees are encouraged to make confidential, “good faith” reports to a 
supervisor, manager or Human Resources when they observe a staff member 
violating this policy. 

4.1.5 If the tobacco violation involves a potential threat to health or safety, such as 
smoking near combustible supplies, flammable liquids, gases or oxygen, 
management and security staff must be contacted immediately.  
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4.1.6 Staff is asked to pay special attention to personal hygiene. This includes not 

having a strong odor of smoke while on campus or while representing INTEGRIS 
off campus. 

4.1.7 Staff that violate this policy are subject to disciplinary action, up to and including 
termination of their relationship with INTEGRIS.  

4.1.8 Staff who smoke are encouraged to avail themselves of the smoking-cessation 
programs offered.  

4.2       Visitors  
4.2.1 Staff is encouraged to respectfully request visitors to dispose of their tobacco 

products. For those who may resist complying, staff is cautioned not to confront 
or engage in an argument, but rather to hand them a helpline information card. 
Should a tobacco use violation pose a potential safety threat to the property or to 
another person, staff should contact the department providing security at the 
facility.  

4.3      Patients 
4.3.1 At the time of admission or registration, patients will be given information 

regarding the tobacco-free policy. Patients will be informed that leaving the 
campus while admitted will not be allowed and is classified as leaving “against 
medical advice/authorization.”  

4.3.2 Patients’ tobacco items will be given to a representative of the patient.   
4.3.3 If the use of tobacco products continues after the first verbal reminder, 

management and security may be contacted for additional assistance and to 
reinforce the policy. If the tobacco materials are not extinguished or dispensed of 
or if the patient repeats the activity, Security will remove the tobacco materials 
from the area until discharge.  

4.3.4 Patients who are found using tobacco on property will be reported to facility 
leadership, who will assist in addressing the issue.  A decision in the best interest 
of the patient’s medical condition will be made.  

4.4      Security 
4.4.1 To the extent available, Security may assist with a patient, visitor and/or staff 

member who is not compliant with INTEGRIS’ tobacco-free policy.  When 
addressing staff, Security will provide the name and contact information to 
Employee Wellness which will follow up and provide tobacco/nicotine cessation 
information and assistance. When addressing patients, Security will notify clinical 
staff for follow up on tobacco/nicotine cessation assistance.   

4.5      Contractors and Vendors 
4.5.1 All contractors and vendors whose personnel will be present on INTEGRIS’ 

premises should be informed of INTEGRIS’ tobacco-free policy as part of the 
contractual agreement.   If staff observes a contractor or vendor violating this 
policy, they should inform them of the policy and/or contact a member of 
management or Security. Staff and/or Security will provide them with 
tobacco/nicotine cessation information and options via helpline information cards.  

4.5.2 Contractors or vendors who fail to comply with this policy will be asked to leave 
the property.  
 

5.0      DEFINITIONS 
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5.1 For purposes of this policy only, “staff” refers to employees, contract employees, 

volunteers and students. 
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1.0 POLICY 
 

1.1 INTEGRIS Health has established this statement of organizational ethics in recognition of 
the responsibility of each of its organizations to patients, staff, physicians and the 
community we serve.  It is the responsibility of every member of the INTEGRIS system to 
act in a manner that is consistent with this organizational statement and its supporting 
policies.  Our behavior will be guided by the following commitments and principles. 

 
1.2 INTEGRIS Health is dedicated to the principle that all patients, employees, physicians 

and visitors deserve to be treated with dignity, respect and courtesy.  The organization is 
relentless in striving to adhere to these principles and will expand on them through the 
continuous alignment and implementation of policy statements that address at least the 
following: 

 
1.2.1 We will fairly and accurately represent ourselves and our capabilities. 

 
1.2.2 We will provide services to meet the identified needs of our patients, regardless 

of financial compensation practices, and will seek to avoid the provision of those 
services which are unnecessary or nonefficacious. 

 
1.2.3 We will adhere to a uniform standard of care throughout INTEGRIS facilities, 

regardless of the setting in which care is provided. 
 

1.2.4 We will strive to continuously improve the quality of care that we deliver, and will 
seek to improve the performance of the organization. 

 
1.2.5 We will strive to assure that our clinical, administrative and support staff are 

competent in their fields, with knowledge and skill to appropriately care for the 
patients that we serve. 

 
1.2.6 We will consistently follow standards of care and practice that are based upon 

the needs of the patient without regard to the ability to pay.  
 
1.2.7 We will strive to protect the integrity of clinical decision-making by assuring that 

all decisions regarding tests, treatments and other interventions are based solely 
on individual patient needs and will provide for an independent assessment when 
appropriate to ensure the patient’s best interests. 

 
a. The Code of Ethics is made available to all employees, clinical staff and 

licensed independent practitioners and to all patients upon request. 
 
b. All employees and physicians are advised of Corporate Compliance 

policies. 
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c. All employees and physicians who may have a conflict of interest as it 

relates to the delivery of patient care services or financial compensation 
practices are required to disclose any potential conflict immediately. 

 
1.2.8 We will advise patients if the physician(s) proposes to engage in or perform 

human experimentation affecting their care or treatment and of their right to 
refuse to participate in such experiments. 

 
1.2.9 We will assure that patients expect receive comprehensive and compassionate 

pain management through individualized treatment of total pain, including 
physical, psychological, social and spiritual components.  A patient can expect 
information about pain and pain relief, and he/she can expect the staff to care 
about his/her pain, to respond when pain is reported, and to ask about pain relief 
often. 

2.0 PRINCIPLES 
 

2.1 Respect for the patient. 
 

2.2 Quality, cost effective patient care is the primary goal and responsibility of our system.  
We treat our patients with dignity, respect and courtesy.  Our patients and their families 
are involved in decisions regarding the care that we deliver.  We constantly seek to 
understand and respect their objectives for care.  We will treat patients regardless of 
race, religion, sex, age, disability or ability to pay. 

 
2.3 Resolution of Conflicts 

 
2.3.1 We recognize that conflicts may arise among those who participate in hospital 

and patient care decisions. Whether this conflict is among members of 
administration, medical staff, employees or the Board of Directors of our 
organization, or between patient care givers and the patient, we will seek to 
resolve all conflicts fairly and objectively.  In those instances where mutual 
satisfaction cannot be achieved, it is our policy to provide mechanisms 
supportive of resolution of the conflict.  These mechanisms include access to the 
Human Values Committee, the Ethics Committee, the Corporate Compliance 
Officer and the Complaint and Conflict Resolution and Receiving and 
Responding to Patient Complaints policies/procedures.  Additionally, immediate 
access to an administrator-on-call is available to provide support to the conflict 
resolution process.  

 
2.3.2 We further recognize that in the course of a patient’s treatment that incorrect 

diagnostic or therapeutic instances may occur.  In partnership with the patient’s 
attending physician, the patient/family/significant other will be informed of these 
situations, particularly if the error requires additional therapeutic or diagnostic 
interventions. 

Page 2 of 5 
 

http://integrisok.com/


Policy and Procedure 
   

 
 

ENTITY/HOSPITAL 
 
INTEGRIS Health 

NUMBER 
 
SYS-ETH-109 

MANUAL 
 
System Ethics Policy 

EFFECTIVE DATE 
 
8/97 

SUBJECT 
 
Organizational Code of Ethics 

REVIEWED/ 
REVISED 
 
7/00, 4/03, 10/15 

 
 

2.4 Recognition of Potential Conflicts of Interest. We recognize that the potential for conflict 
of interest exists for decision makers at all levels within the hospital.  This includes all 
management, salaried exempt and non exempt staff.  It is our policy to request such 
disclosure of potential conflicts of interest so that appropriate action may be taken to 
ensure that such conflict does not inappropriately influence important decisions.  
Management, and other appropriate employees who are vested with decision making 
authority, are required to submit a disclosure form upon hire and to update that disclosure 
as required by situational change for purposes of disclosing potential conflicts related to 
decisions that arise during the course of their employment at INTEGRIS Health.  All 
potential conflicts with recommended appropriate action will be reviewed by Senior 
Management. 

 
2.5 Patient Advocacy Services 

 
In the event of conflict, patients will be provided in writing list of pertinent client advocacy 
groups to assist in patient care decisions.  Patients will be provided in writing information 
on how to file a complaint with the state licensure and regulatory agencies. 

 
3.0 Fair Billing Practices 
 

3.1 Patients will be billed only for those services rendered and supplies as documented in the 
patient’s medical records or departmental charge documents.  Each patient has the right 
to examine the bill for his/her care and to receive an understandable explanation of the 
charges or services provided.  We will attempt to resolve questions and objections to the 
satisfaction of the patient or payor. 

 
3.2 INTEGRIS maintains a corporate compliance program to assure fair billing practices 

through on-going training, education and monitoring activities. 
 
4.0 Confidentiality 
 

4.1 INTEGRIS Health recognizes the need to maintain patient and other information in a 
confidential manner.  Patient information will not be released or shared unless necessary 
for the care of the patient.  Sensitive information concerning staff and management 
issues will be maintained in the strictest confidence and utilized only by those individuals 
authorized to review and act upon such information. 

 
4.2 The confidentiality of patient information includes maintaining the integrity of all clinical 

decisions and information.  Access to a patient’s clinical information is limited to those 
individuals directly involved with the patient’s care.  Release of a patient’s clinical 
information to any other entity or agent, including payors, managed care providers or 
individuals representing a financial interest in the healthcare services provided to the 
patient requires written consent of the patient. 
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4.3 Clinical decisions or other interventions will be based on the needs of the individual 

patient regardless of the method of compensation for the services provided or financial 
compensation practices. 

 
5.0 Accurate Information to the Consumer about Services Rendered 
 

Marketing and Public Relations activities shall strive to protect and respect the rights of our 
patients and employees and health care partners.  Information provided to the public on matters 
of community interest shall be timely and accurate. 
 
 

6.0 Post Discharge Planning Care 
 

6.1 All patients are evaluated for discharge needs.  The discharge planning process includes 
 patient care area nursing staff, Case Managers, Medical Social Workers and others who 
are involved with patient care from admission to discharge/transfer. 

 
6.2 The optimal discharge plan for our patients to a safe environment recognizes and honors 

patient rights to choose or refuse the recommended discharge plans.  Referrals are made 
by Case Manager or Medical Social Workers according to criteria based on patient needs 
and: 

 
6.2.1 Agencies with current agreements/arrangements for patient services 
6.2.2 Patient preferences 
6.2.3 Physician order 
6.2.4 Managed care plan specifications 

 
6.3 Transfers to other facilities will be completed as appropriate and will comply with the 

Emergency Transfer and Active Labor Act (EMTALA). 
 

6.4 Underlying each of the above principles is the overall commitment of INTEGRIS Health to 
act with integrity in all of our activities and to treat our employees, patients, physicians 
and those constituents we serve with the utmost respect. 

 
6.5 The following related policies, procedures and resources provide further, specific 

guidance for ethical conduct throughout INTEGRIS Health: 
 

6.5.1 INTEGRIS Health Mission Statement and Vision 
6.5.2 INTEGRIS Facility-Specific Plan for the provision of Patient Care Services 
6.5.3 Patient Bill of Rights Policy 
6.5.4 EMTALA Requirements Policy 
6.5.5 Advance Directives and Healthcare Proxy Policy   
6.5.6 Do Not Resuscitate Consent Policy 
6.5.7 Release of Information Policy 
6.5.8 Privacy of Health Information Policy  
6.5.9 Information Security Policy 
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6.5.10 Healthcare Decisions for Patients with Decision Making Capacity Policy 
6.5.11 Healthcare Decisions for Patients without Decision Making Capacity Policy 
6.5.12 Receiving and Responding to Patient Complaints and Grievances Policy 
6.5.13 Employee Dispute Resolution and Grievance Policy 
6.5.14 Ethics Committees 
6.5.15 News Media Policy 
6.5.16 Employee Human Resources Records Policy 
6.5.17 Staff Rights Policy 
6.5.18 Non-Discrimination in Provision of Services for Patients and Visitors Policy 
6.5.19 Ethics in Business Practices Policy 
6.5.20 Conflicts of Interest Policies 
6.5.21 Corporate Compliance Program 
6.5.22 Restraint and Seclusion Policy 
6.5.23 Pain Management Policies 
 

7.0 SCOPE 
 

This policy applies to all personnel and organizations within INTEGRIS Health. 
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1.0 PURPOSE 
 

The purpose of this Photographs and Recordings at INTEGRIS Policy (“Policy”) is to respect the 
right to privacy whenever possible concerning the provision of treatment within INTEGRIS. 

 
2.0 POLICY 
 

2.1 Except in the case of suspected abuse and/or neglect or as otherwise permitted by this 
Policy, photographs or recordings of patients, including deceased or unconscious 
patients, may not be taken by INTEGRIS staff without prior written consent by (a) a 
patient, (b) an adult patient’s legal guardian, legal representative or surrogate decision 
maker as identified in SYS-ETH-201, or (c) a minor patient’s parent or legal guardian.  
Forms are provided for this purpose at Attachment 1 and also are available through 
Nursing Services.  The original form must always remain in the patient’s medical record. 

 
  2.2 Photographs routinely may be taken of burn patients or of patient’s wounds or by 

certain other INTEGRIS personnel for identification, security, or treatment purposes, 
including without limitation, photographs of newborns in the nursery or neonatal intensive 
care units and of patients admitted to an inpatient mental health treatment facility, in 
accordance with Conditions of Treatment and Admission and Consent to Use and 
Disclosure of Helath Information for Treatment, Payment and Healthcare Operations 
(“Admission Consent”).  These photographs will become part of the patient’s medical 
record. If an Admission Consent is not signed, the form provided at Attachment 1 must be 
completed before photographs may be taken. 

 
 2.2.1 Copies of photographs of newborns and of minors admitted for inpatient 

mental health treatment may be given to law enforcement or private security 
personnel engaged by INTEGRIS to help locate missing or abducted newborns 
or minors who have left INTEGRIS without being discharged. 

 
2.3 Family members visiting a patient may take photographs or recordings of their own family 

member who is a patient unless INTEGRIS has been notified that no photographs or 
recordings are to be allowed. Such notification must be given, as applicable, by (a) an 
adult patient, (b) an adult patient’s legal guardian, legal representative or surrogate 
decision maker as identified in SYS-ETH-201, or (c) a minor patient’s parent or legal 
guardian. Visiting friends of patients may take photographs or recordings only with the 
consent of (a) an adult patient, (b) an adult patient’s legal guardian, legal representative 
or surrogate decision maker as identified in SYS-ETH-201, or (c) a minor patient’s parent 
or legal guardian. No other photographs or recordings of patients taken by family 
members or visitors shall be allowed. 

 
2.4 INTEGRIS may prohibit any photograph or recording (including those for which consent 

has been given in accordance with this Policy) if: (a) the device or process used to take 
the photograph or recording interferes with patient safety, medical equipment operation, 
or healthcare treatments and procedures; or (b) the act of taking the photograph or 
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recording or the photograph or recording itself invades the privacy of other patients, 
family members, visitors or INTEGRIS staff.  

 
2.5 Except as specifically authorized in Section 2.5.1, photographs or recordings of 

consultations, appointments, healthcare treatments, procedures or interactions with 
INTEGRIS staff require the consent of INTEGRIS staff member. 

 
  
 2.5.1 Photographs or recordings of deliveries, including Cesarean sections, 

are permitted only with the prior consent of the birth mother and the attending 
physician.  

 
3.0 SCOPE 
 

This Policy applies to all organizations and personnel within INTEGRIS Health, Inc. 
(””NTEGRIS"). 

 
4.0 DEFINITIONS 
 

4.1 INTEGRIS means any facility, provider, physician or outpatient clinic, or physician of 
INTEGRIS. 

  

4.2 Nursing Services means nursing or patient care services within any INTEGRIS facility or 
nursing staff of any other INTEGRIS provider. 

 
4.3 Photographs, as used in this Policy, include images made by photographic, film, video, 

digital, electronic media, and exclude x-ray film or other diagnostic imaging results 
created by INTEGRIS as part of a diagnostic or therapeutic procedure. 

 
4.4 Recordings, as used in this Policy, include video, digital, electronic or audio recordings of 

images or sounds, and exclude diagnostic recordings created by INTEGRIS as part of a 
diagnostic or therapeutic procedure. 

 
5.0 CROSS REFERENCES 
 
 5.1 See also SYS-PR-100, News Media. 
 
 5.2 See also SYS-ETH-201, Healthcare Decisions for Patients without  Decision Making 

Capacity – Surrogate Decision Makers 
 
 5.3 See also Conditions of Treatment and Admission and Consent to Use and Disclosure of 

Health Information For Treatment, Payment and Healthcare Operations  
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1.0 PURPOSE 

 
To provide guidelines for dress, grooming and overall personal appearance of each employee 
and to establish and maintain an environment that reflects quality care, respect, competence, 
safety, professionalism and a spirit of service that is conveyed by our employees in the work they 
perform. 
 

2.0 POLICY 
 
2.1 Guidelines – All Departments 

 
2.1.1 Pursuant to this purpose, the dress code policy is intended to set forth general 

guidelines for dress and appearance. When questions or disagreements arise, 
the supervisor /manager’s decision will prevail. 
 

2.1.2 Directors, Managers, and Supervisors are responsible for supporting and 
enforcing the guidelines. 

 
2.1.3 Employees are responsible for their appearance in accordance with this policy. 

 
2.1.4 Employees may be required to comply with additional standards that are specific 

to their assigned unit or department and consistent with this policy. 
 

2.1.5 Special workdays with specific clothing requirements to meet the work objectives 
may be designated with Vice President approval. 

 
2.1.6 Exceptions may be made to accommodate religious practices and employees 

with disabilities. Requests for accommodation should be made in advance 
through the employee’s supervisor. 

 
2.1.7 Employees are responsible for wearing an INTEGRIS Health name identification 

badge. ID badges must be worn on the upper front torso in a position that can 
clearly be seen at all times. 

 
2.1.8 Clothing stamped with names of other medical institutions is not permitted. 

 
2.2 Personal Hygiene and General Appearance 
 

2.2.1 Employees are responsible for daily hygiene, e.g., oral hygiene, clean body, hair, 
clothing, and the use of deodorant. 

 
2.2.2 Hairstyles should be conservative and neat in appearance to convey a 

professional image. Hair should not present a safety or sanitary hazard or 
interfere with the performance of job duties. Extremes in hair color, such as blue, 
purple, green, pink or orange are not allowed. 

 
2.2.3 Facial hair should be well groomed and neatly trimmed and may not interfere 

with personal protective gear. 
 

2.2.4 Fingernails should be clean, of reasonable length and not interfere with job 
performance. If nail polish is used, extreme shades such as black, blue, purple, 
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green or yellow colors should not be used. All nails must be solid in color and the 
same color. No nail jewelry or art is allowed. Artificial, extender, or overlaid nails 
will not be worn in patient care, food service or other areas deemed to present 
infection control issues. 

 
2.2.5 Perfumes, colognes, strongly scented lotions or after-shaves should be used in 

moderation (or not at all) due to possible allergic/asthmatic responses of both 
patients and staff members. Further, employees should avoid all products (such 
as tobacco) that will result in an unpleasant or strong odor.  If an odor is 
sufficiently strong to cause concern from other employees and/or patients, this 
will result in the employee being sent home until employee is in compliance. 

   
2.2.6 Employees may not attach, affix or display objects, articles, or ornamentation, 

including rings, to or through the nose, tongue, lip, eyebrow or any other exposed 
body part except the ear.  Only one set of earrings is allowed in each ear lobe.   

 
2.2.7 Tattoos must be covered. 

 
2.2.8 Jewelry worn must not interfere with the ability to perform the job or pose a safety 

hazard. Excessive amounts of jewelry that may be considered offensive to 
patients or other employees may not be worn. 

 
2.2.9 Uniforms or business attire must be neat, clean and suitable for the area 

assigned. All attire must be in good repair and fit properly.. Underwear should not 
be visible, and male and female clothing must not be too revealing. 

 
2.3 Attire-Direct Patient Care 

 
2.3.1 Properly fitting uniforms or uniform-style tops in solid colors or prints may be 

worn with uniform-style skirts, or pants. Scrub-style uniforms designated for 
specific patient care areas may be worn in lieu of the described attire. Tops 
should be tucked in unless specifically designed to wear outside of pants. 

 
2.3.2 Tailored or fitted shirts may be worn with pants, skirts, when tucked in. 

 
 

2.3.3 Appropriate attire may be worn for warmth with supervisor approval. 
 
2.3.4 Shoes should be clean, neat in appearance, and appropriate to the employee’s 

work. No open toed shoes should be worn in clinical areas. Socks and hosiery 
are required.  Croc style shoes made without holes are acceptable. 

 
2.4 Attire-Non Patient Care 
 

2.4.1 Business/office attire or sanctioned uniforms may be required due to level of 
public visibility and/or job duties. When required, business attire must be 
conservative. 

 
2.4.2 Dresses, skirts and uniforms must be professional in length and no shorter than 3 

inches above the top of the knee. 
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2.4.3 Shoes should be clean, neat in appearance, and appropriate to the employee’s 
work.  Female employees may wear business-appropriate open toed shoes.  
Flip-flops, sport, amphibious and casual sandals are not considered suitable for 
work.   Exposed toes should be clean and neatly pedicured. 

 
2.4.4 Dressy capris, ankle pants, or divided skirts suitable for the business 

environment may be worn and should be knee length or longer.   
 

2.5 Attire – All Units/ Departments 
 

2.5.1 Fashion trends, such as leggings, hair/clothing accessories, shoes, etc., should 
be conservative in nature. 

    
2.5.2 Casual clothing of any kind such as, but not limited to, shorts, sweat  suits, jeans 

of any color, casual t-shirts, tank tops, and sweatshirts is not acceptable attire. 
 

2.5.3 Exceptions include: 
 

a. T-shirts which are endorsed by INTEGRIS on designated days 
 

b. Jeans which are endorsed by INTEGRIS on designated days 
 

c. Team retreats and off-site training 
 

d. Departments where casual clothing is most appropriate to accomplish the 
work of the team, as approved by the departmental director 

 
2.6 Non-compliance with Dress Code 

 
2.6.1 Failure to comply with the standards will result in the employee being sent home 

with use of PPL or unpaid leave as necessary until employee is in compliance. 
 

2.6.2 Repeated non-compliance with the standards will result in further disciplinary 
action according to the Corrective Action Policy. 

3.0 SCOPE 
 
This policy applies to all organizations and personnel within INTEGRIS Health, Inc. 
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1.0 PURPOSE 

 
1.1 To provide a system for identifying individuals as employees. 
 
1.2 To provide a system for authorizing and identifying contractors/subcontractors, volunteers, 

agency personnel, physicians, physician assistants, advanced nurse practitioners, medical 
residents and other persons engaged in business with INTEGRIS Health facilities. 

 
1.3 To provide a system for authorizing access to secured areas. 

 
2.0 POLICY 
 

2.1 All INTEGRIS employees must wear their INTEGRIS Health photo identification name badge 
(ID badge) at all times while on duty. 

 
2.2 All contractors,/subcontractors, volunteers, agency personnel, medical students/observers 

are required to wear their ID badge at all time while on duty. 
 

2.3 Non-employed INTEGRIS Health physicians, physician assistants and advanced nurse 
practitioners are strongly encouraged to wear their ID badge while conducting business at 
INTEGRIS Health facilities. 

 
2.4 Proper use of INTEGRIS Health photo identification name badge 

 
2.4.1 ID badges must be worn on the upper front torso with the photo pointing outward to 

be clearly seen at all times. 
 

2.4.2 Employees are prohibited from altering, affixing or modifying their ID badge in any 
way. 

 
2.4.3 No employee may allow another employee to use their ID badge or allow another 

unknown person to enter a secure area at the same time they are accessing the area 
with their ID badge. 

 
2.4.4 Employees may lose their discount privileges and be subject to corrective action, up 

to and including termination, for misuse or allowing another person to use their ID 
badge. 

 
2.5 Issuance and replacement of Photo Identification Name Badge/Access Card 

 
2.5.1 The photo ID will be issued by the Security Department or designated department. 

 
2.5.2 Confirmation of employment/identity will be required, such as driver’s license, 

passport, state ID, military ID. 
 

2.5.3 An employee must report a lost or stolen ID badge to his/her supervisor and security 
immediately and request a replacement. 
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2.5.4 There will be a charge to the employee to replace a lost or stolen ID badge, which will 

be deducted from the employee’s next paycheck in one installment. 
 
2.5.5 When ID badge information changes (name, title or department), the old ID badge 

must be returned before the new one is issued at no cost.  If the ID badge is not 
returned, a fee will be charged for a replacement. 

 
2.5.6 ID badges that are damaged in the course of regular duties will be replaced free of 

charge if the damaged portions are returned. 
 

2.5.7 Requests for personalized changes or alterations to ID badges, such as title, 
credentialing, or department, are not allowed.  

 
2.5.8 INTEGRIS Health reserves the right to confiscate any ID badge or revoke privileges. 

 
2.6 Employees will not receive any employee discounts unless they are wearing their ID badge. 
 
2.7 Individuals are responsible for safeguarding their ID badge at all times. 
 
2.8 Access authorization to secured areas 

 
2.8.1 Any employee, contractor/subcontractor, volunteer, agency personnel, physician, 

physician assistant, advanced nurse practitioner, medical resident or other persons 
engaged in business must be authorized and assigned access to all secured areas. 

 
2.8.2 Security has the right to deactivate access to areas for valid and/or substantiated 

reasons without prior notice. 
 
2.9 On the final day at INTEGRIS Health, ID badges must be returned to their supervisor or to 

the Security Department. 
 

3.0 SCOPE 
 
This policy applies to all organizations and personnel within INTEGRIS, Inc. 
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1.0 PURPOSE 
 

1.1 To prohibit harassment of employees by supervisors, other employees, or any third party 
because of race, color, ethnicity, religion, sex, national origin, marital status, age, sexual 
orientation, transgender status, gender identity, status as a disabled veteran, recently 
separated veteran, other protected veteran, or Armed Forces service medal veteran, 
disability, genetic information or membership in any other protected class as defined by 
applicable state or federal law.  

 
1.2 To maintain a professional environment for all employees to work, free from threats and acts 

of harassment. 
 

1.3 To assure quality and to promote team effectiveness and a culture of safety for patients, 
visitors and employees by having zero tolerance for disruptive behaviors. 

 
2.0 POLICY 
 

INTEGRIS Health, Inc. (“INTEGRIS”) considers unacceptable and will not tolerate harassing 
behaviors.  This includes harassment of or by employees, applicants for employment, patients, 
visitors, professional appointees, or other individuals who are not employees but who conduct 
business with or at INTEGRIS. 

 
3.0 DEFINITIONS 
 

3.1 Personal Relationships, as used in this Policy, includes marriage, dating, engagement, or co-
habitation. 

 
3.2 Professional Appointee refers to members of an INTEGRIS facility Medical and Dental Staff 

and Allied Health Professional Staff, whether or not employed by INTEGRIS. 
 

3.3 Harassment includes but is not limited to any physical, verbal, or non-verbal conduct that 
creates an intimidating, offensive, or hostile environment and that interferes with work 
performance. 

 
3.3.1 Harassment occurs when (i) employment is, or seems to be, conditioned upon 

submission to the unwelcome conduct; (ii) how an employee responds to the 
unwelcome conduct is used as a basis for employment decisions; or (iii) the conduct 
interferes with work performance by creating an intimidating, hostile, or offensive 
work environment. 

 
3.3.2 Harassment does not refer to conduct or occasional comments of a socially 

acceptable nature.  It refers to unwelcome behavior that is both objectively and 
personally offensive, lowers morale, and interferes with work effectiveness. 

 
3.3.3 The following are some examples of conduct that may be considered harassment or 

other inappropriate workplace behavior.  This list is provided as a sample of 
inappropriate workplace conduct but is by no means all-inclusive: 
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a. Verbal conduct such as racial epithets, derogatory jokes or comments, 
sexual innuendoes, inappropriate language, threats, suggestive or insulting 
sounds, slurs or unwanted sexual advances, invitations or comments; 
reluctance or refusal to answer work-related questions, phone calls, or 
pages; condescending language or voice intonation; bullying; intimidation; or 
any other disruptive verbal conduct. 
 

b. Non-verbal conduct such as derogatory, inappropriate, and/or 
racially/sexually-oriented cartoons, clothing, drawings, posters, photographs 
or gestures. 
 

c. Transmitting sexually suggestive, discriminatory, derogatory, or offensive 
materials via an electronic device while at work or not at work;  or accessing 
such information on the Internet while at work. 
 

d. Physical conduct such as assault, unwanted physical contact, coerced 
sexual conduct, touching, patting or pinching or other behavior that 
interferes with work performance. 
 

e. Threats and demands to submit to sexual requests as a condition of (a) 
continued employment, (b) receipt of products or services, (c) employment 
considerations or benefits, or (d) preferential treatment. 
 

f. Retaliation for having reported or threatened to report harassment. 
 

3.3.4 Harassing behavior is unacceptable in the workplace and in any other setting related 
to an employee’s work at INTEGRIS. 

 
4.0 PROCEDURE FOR COMPLAINTS 
 

4.1 Any person who believes that he or she is now or has been the victim of harassment by any 
individual in connection with the work environment at INTEGRIS should immediately report 
the matter.  This includes conduct, as described above, by any supervisor, management 
official, employee, professional appointee, patient, or other individual in or in connection with 
work or service performed at INTEGRIS. 

 
4.2 Any incident of harassing behavior or conduct should be reported to the appropriate 

supervisor, any supervisor, Human Resources, Legal Services, Corporate Compliance, 
Security, Integrity Line, or any member of the INTEGRIS executive team. 

 
4.3 A person who believes he or she is a victim of harassment may write to, call, or email one of 

the above individuals on a private basis to report such conduct.  It is not necessary to report 
this complaint to the person against whom the allegation of harassment is made.  If a person 
is not satisfied after bringing the matter to the attention of one of the above individuals, the 
matter should be reported to the Vice President of INTEGRIS Human Resources, the 
Managing Director of Corporate Services, or the President of INTEGRIS. 
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5.0 PROCEDURES FOR INVESTIGATION OF COMPLAINTS OF HARASSMENT 
 

5.1 Any person who receives a complaint of harassment against an INTEGRIS employee shall 
report it immediately to the Employee Relations Consultant, Administrative Director of Human 
Resources, or the Vice President of Human Resources, who will be responsible for initiating 
an investigation into the matter.  To the extent a person receives a complaint of harassment 
against the Administrative Director or the Vice President of Human Resources, the person 
receiving the complaint should report it immediately to a Managing Director  

 
5.2 Complaints against professional appointees who are employees of INTEGRIS shall be 

investigated pursuant to this Policy before being addressed pursuant to, Complaint and 
Conflict Resolution Policy.  Complaints against non-employed Professional Appointees shall 
be dually investigated by the appropriate Human Resources representative and pursuant to 
the Professional Staff Policy and Procedure for Complaint and Conflict Resolution.  
Complaints against patients or other individuals shall be investigated by the appropriate 
Human Resources representative in consultation with the President of the INTEGRIS facility. 

 
5.3 INTEGRIS will promptly investigate all allegations of harassment as confidentially as possible 

under the particular circumstances.  Any person who believes he or she is a victim of 
harassment will be asked to document the specific conduct and witnesses, if any. 

 
5.4 INTEGRIS has a duty to discuss, and will discuss the allegations with the person against 

whom a report of harassment is being made as soon as possible after a complaint is made. 
 
6.0 FALSE CLAIMS 
 

Any employee or Professional Appointee, who willfully makes a knowingly false and malicious claim of 
harassment, as evidenced by a thorough investigation of such claim, will be subject to consequences 
as set forth in section 9.0. 

 
7.0 RETALIATION PROHIBITED 
 

Retaliation against a complainant or witness for having reported or threatened to report harassment is 
strictly prohibited and will be subject to the consequences as set forth in section 9.0. 

 
8.0 PROHIBITED PERSONAL RELATIONSHIPS 
 

INTEGRIS does not encourage or discourage consensual personal relationships between employees, 
including employed and non-employed professional appointees.  However, to avoid the perception of 
preferential treatment or inappropriate favoritism in the workplace, INTEGRIS prohibits supervisors of 
any level from engaging in a personal relationship with a subordinate employee within the supervisor’s 
chain of authority or responsibility.  Anyone engaging in a personal relationship in violation of this 
Policy will be subject to the consequences set forth in section 9.0. 

 
9.0 CONSEQUENCES FOR VIOLATION OF THIS POLICY 
 

9.1 After a thorough investigation, INTEGRIS will take prompt and appropriate action, which may 
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include disciplinary measures.  Any employee who is determined to have engaged in conduct 
which constitutes a violation of this policy, or to have knowingly and willfully made a false and 
malicious claim of harassment, or to have retaliated against a complainant or witness, will be 
subject to corrective action, up to and including termination of employment. 

 
9.2 Any professional appointee, whether employed or not employed by INTEGRIS, who is 

determined, after a thorough investigation, to have engaged in conduct which constitutes a 
violation of this policy, or to have knowingly and willfully made a false and malicious claim of  
harassment, or to have unlawfully retaliated against a complainant or witness, will be subject 
to actions, up to and including revocation of staff membership and clinical privileges in 
accordance with the provisions of the INTEGRIS facility Bylaws, Policies and Procedures, 
and the Bylaws, Rules and Regulations of the appropriate Medical and Dental Staff, as 
applicable. 

 
9.3 Any INTEGRIS employee, who fails to report an allegation of harassment, will be subject to 

corrective action, up to and including termination of employment. 
 
10.0 SCOPE 
 

This policy applies to all organizations and personnel within INTEGRIS Health, Inc. 
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1.0 PURPOSE 
 

The purpose of this policy is to provide INTEGRIS Health, Inc. (“INTEGRIS”) employees, 
trainees, volunteers, and contractors (“Users”) with standards for acceptable use of all social 
media sites, blogs, wikis, forums, and groups (e.g., Facebook, LinkedIn, Twitter, Instagram, 
MySpace, YouTube and similar types of online forums), including INTEGRIS-hosted social media 
and non-INTEGRIS-hosted social media in which the User’s INTEGRIS affiliation is known or 
identified. 
 

2.0 POLICY 
 

2.1 It is the policy of INTEGRIS to comply with applicable federal and state laws concerning 
social media internet and intranet usage, specifically including, federal and state patient 
privacy laws.  

 
2.2 It is the intent of INTEGRIS to interpret and enforce this Policy in a manner that will not 

interfere with employees’ rights to discuss work-related issues with one another. 
Notwithstanding any provision of this Policy that could suggest a contrary application, 
nothing in this policy will be interpreted to limit or interfere with an individual’s rights to 
discuss the terms and conditions of their employment or other rights under Section 7 of 
the National Labor Relations Act. 

 
2.3 Users should be aware that they are legally responsible for all postings from their 

account, and may face personal liability if such postings are defamatory, harassing, or in 
violation of any other applicable law or if the postings include confidential, privileged, 
proprietary or copyrighted information (written, audio, video and all other electronic forms) 
or other intellectual property belonging to INTEGRIS or other third parties. 

 
3.0 SCOPE 
 

This policy applies to all organizations and personnel within INTEGRIS Health, Inc., including, but 
not limited to employees, trainees, volunteers, and contractors. It applies to the use of social 
media during work and non-work time, when the person’s affiliation with INTEGRIS is identified, 
known or presumed. 

 
4.0 PROCEDURES 
 

4.1 General Terms Applicable to all Social Media Sites.  
 

4.1.1 Communications must not contain any sensitive, confidential, privileged, 
proprietary, copyright, trade-secret or patient information or images (i) of 
INTEGRIS, other than what is publicly available in INTEGRIS press releases; or 
(ii) of any third party.  

 
4.1.2 Communications should not contain language that is obscene, defamatory, 

profane, libelous, threatening, harassing, or abusive to another person or entity. 
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4.1.3 Communications must not contain any content that is protected health 

information, or be used to provide medical advice, medical commentary by non-
physicians or to make, recommend or increase referrals to physicians. 
 

4.1.4 Communications must not be used to recruit subjects for clinical research trials, 
unless the recruitment has been specifically approved by an INTEGRIS 
Institutional Review Board. 

 
4.1.5 Communications must not contain malicious or false statements about the 

products or services of INTEGRIS. 
 
4.1.6 A User should not allow any other individual or entity to use his/her identification 

for posting or viewing comments nor should a User post under another’s person’s 
name.  

 
4.1.7. A User must not claim, imply, or create any social media site, blog, network, 

forum or group creating the appearance that he/she is speaking on behalf of 
INTEGRIS or any INTEGRIS entity, department, or affiliate unless the User has 
been authorized in writing by INTEGRIS’ Vice President of Marketing and 
Corporate Communications or his/her designee, to do so.  User must at all times 
avoid making any statements that could be viewed as an official communication 
of INTEGRIS.  

 
4.1.8 Use of a social media site must not interfere with work commitments of User as 

determined by the User’s manager. 
 
4.1.9. INTEGRIS reserves the right to restrict and monitor employees’ use of social 

media.  Use of social media sites during work hours is strictly limited to business 
related purposes. 

 
 
4.2 Participation on Non-INTEGRIS Hosted Social Media Sites: 
 

4.2.1 In all postings where a User is commenting on INTEGRIS products and services: 
 

a. User should clearly identify User’s relationship to INTEGRIS, such as 
employee, trainee, volunteer, or independent contractor; and  

 
b. The User should include a disclaimer that the views are User’s own 

views and not those of INTEGRIS, such as: “The views expressed on 
this post are mine and do not necessarily reflect the views of INTEGRIS 
Health.”   

 
4.2.2 User should also refrain from using INTEGRIS’ names, logos or trademarks so 

as to indicate that a communication is an official communication of employer or to 
promote products or services, unless such use has been approved by ELT or its 
designee 
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4.2.3 INTEGRIS has the right to: (i) require that a User discontinue the use of a social 

media site during working hours; or (ii) require that a User immediately stop 
acting or stop purporting to act on behalf of INTEGRIS, if INTEGRIS believes the 
User’s communications are in violation of INTEGRIS policies, values or local, 
state or federal laws, including state and federal patient privacy laws. 

 
4.3 Participation on INTEGRIS Hosted Social Media Sites: 

 
4.3.1 Users must be 18 years of age to post on an INTEGRIS hosted social media site. 
 
4.3.2. Communications must be limited to business purposes. 
 
4.3.3 Subject to applicable laws, INTEGRIS can mandate that certain topics not be 

discussed and may restrict or remove any content that, in its sole discretion, it 
deems disruptive, illegal or in violation of any INTEGRIS policy or applicable 
laws. 

 
 4.3.4 Users must not use social media in a manner that subjects INTEGRIS to threats 

from computer viruses, privacy breaches, and/or any malicious activity as 
outlined in the Information Security Policy (SYS-IM-100). INTEGRIS may block 
social media sites in the event they are determined to be a security threat. 

 
 4.3.5 By posting any content, User grants to INTEGRIS the irrevocable right to 

reproduce, distribute, publish, and display such content and the right to create 
derivative works from User’s content, edit or modify such content and use such 
content for any INTEGRIS purpose. 

 
 4.3.6 Subject to applicable laws, INTEGRIS has the right, at any time, for any reason 

and without notice, to (i) edit or delete any communications posted; (ii) block or 
terminate a User's access to the social networking site; (iii) require that a User 
temporarily discontinue the use of the INTEGRIS online community; or (iv) 
require that a User immediately stop acting or stop purporting to act on behalf of 
INTEGRIS, if INTEGRIS believes the User’s communications are in violation of 
INTEGRIS policies, values or local, state or federal laws, including state and 
federal patient privacy laws. 

 
4.3.7 Communications must not include any solicitation that is not compliant with the 

Solicitation and Distribution Policy (SYS-HR-606). 
  
4.3.8 Communications must not support or oppose political campaigns or ballot 

measures. 
 
4.3.9 All postings on INTEGRIS-hosted social media are company records. INTEGRIS 

reserves the right to access, audit and disclose all active and/or archived or 
deleted postings. 

 
4.3.10 All postings on INTEGRIS-hosted social media will be retained by INTEGRIS in 

accordance with the Record Retention and Destruction Policy (SYS-LGL-109). 
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 4.3.11INTEGRIS reserves the right to change the terms under which these services are 

offered. 
 

5.0 CONSEQUENCES 
 
5.1 User understands that any social media postings are subject to discovery in lawsuits, 

administrative, and regulatory proceedings, and internal investigations or audits 
conducted by INTEGRIS, and if INTEGRIS suffers any costs, expenses, loss or damages 
(including reasonable attorneys' fees and costs) as a result of User’s postings on any 
social media site, User understands that he or she will be subject to corrective action, up 
to and including termination.  
 

5.2 Should a manager determine that a User’s social media activity, including any access to 
social media sites on a mobile device, interferes with the User’s work commitments, the 
manager has the discretion to direct the User to discontinue social media activities during 
working hours. 

 
5.3 Violations of this policy will result in disciplinary action; in the case of employees, as per 

the Corrective Action Process Policy (SYS-HR-122).  Legal action also may be taken for 
violations of applicable regulations and standards including, but not limited to the, Health 
Information Portability and Accountability Act (“HIPAA”), Health Information Technology 
for Economic and Clinical Health Act (“HITECH’) and Payment Card Industry (“PCI”). 

 
6.0 REFERENCES 
 

6.1 Corrective Action Process Policy (SYS-HR-122) 
6.2  Portable Devices Policy (SYS-IM-105) 
6.3 Cellular Phone Usage (SYS-ADM-109) 

 6.4 Solicitation and Distribution Policy (SYS-HR-606) 
6.5 Information Security Policy (SYS-IM-100) 
6.6 Information Security Sanction Policy (SYS-IM-120) 
6.7 Record Retention and Destruction Policy (SYS-LGL-109) 
6.8 Privacy of Health Information Policy (SYS-IM-112) 
6.9 Code of Conduct (http://www.integrisok.com/codeofconduct) 
6.10 HIPAA Final Security Rule, 45 CFR Parts 160, 162, and 164, Department of Health and 

Human Services, http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp, 
February 20, 2003. 

6.11 American Reinvestment and Recovery Act of 2009 (ARRA)/ (HITECH) 
http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=111_cong_bills&docid=f:h1enr.pdf  [The HITECH Act begins at 
H.R. 1-112 through 1-165 (pp. 112 through 165 in the document).  The security and 
privacy provisions are found at Subtitle D ¬ Privacy, beginning H.R. 1-144 (p. 144)]  
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1.0 Purpose 

The purpose is to ensure data confidentiality, integrity, and availability. 
 

2.0 Scope 
This policy applies to INTEGRIS Health in its entirety. Further, this policy applies to all INTEGRIS Health 
workforce members including, but not limited to physicians, credentialed providers, full-time employees, 
part-time employees, trainees, volunteers, contractors, affiliates, joint ventures, and temporary workers. 
This policy also applies to all information systems, networks, and applications, that process, store or 
transmit information. 
 

3.0 Policy 
INTEGRIS Health will maintain an Information Security Program that complies with core business 
objectives as well as state and federal regulations.  The program will maintain policies, standards, and 
procedures that clearly state the objectives, responsibilities, and enforcement requirements.  The policy 
catalog can be found on the INTEGRIS Health intranet. 
 

4.0 Responsibilities 
4.1 Executive Management is responsible for appointing an Information Security Officer and 

replacing the individual if he is not able to fill the responsibilities or is no longer affiliated with 
INTEGRIS Health. 

4.2 Executive Management has the overall responsibility for information security at INTEGRIS Health 
for providing the necessary resources and support for the Information Security Program.  

4.3 The Information Security Officer is responsible for communicating, assessing, evaluating, 
initiating, coordinating, and maintaining control of all information security activities. 

4.4 The Information Security department is responsible for implementing and maintaining the 
Information Security Program. 

4.5 All individuals, groups, and organizations identified in the scope of this policy are responsible for 
supporting and providing assistance to the Information Security Officer. 
 

5.0 Compliance 
Failure to comply with this or any other information security policy will result in disciplinary actions as per 
the Information Security Sanctions Policy (SYS-IM-120).  Legal actions may also be taken for violations of 
applicable regulations and standards, including but not limited to, HIPAA, HITECH, and PCI. 
 
 

6.0 References 
6.1 International Standards Organization ISO 27001, ISO 27002, ISO 27799 
6.2 Payment Card Industry Data Security Standard (PCI-DSS) https://www.pcisecuritystandards.org 
6.3 HIPAA Final Security Rule, 45 CFR Parts 160, 162, and 164, Department of Health and Human 

Services, http://www.cms.gov/Regulations-and-Guidance/Regulations-and-Guidance.html 
6.4 American Reinvestment and Recovery Act of 2009 (ARRA)/ (HITECH) 

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=111_cong_bills&docid=f:h1enr.pdf  (The 
HITECH Act begins at H.R. 1-112 through 1-165 (pp. 112 through 165 in the document). The 
security and privacy provisions are found at Subtitle D ¬ Privacy, beginning H.R. 1-144 (p. 144)). 
 

7.0 Attachments 
7.1 Information Access Agreement (“IAA”)
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 Information Access Agreement (“IAA”) 
(formerly: Information/ Information Systems Use Agreement IISUA) 

 
IMPORTANT:  Please read all sections below before signing.  If you have any questions, ask before signing.  All employees, physicians, vendors, 
contractors, affiliates and/or other persons with access to data of INTEGRIS Health, Inc., and/or any of its subsidiaries or affiliates (“INTEGRIS”) 
will assure CONFIDENTIALITY by acknowledging and maintaining the right to privacy of ALL information and/or knowledge regarding a patient or 
employee’s medical status, personal affairs and business of INTEGRIS.  Due to sensitive nature of this information, the agreement to keep INTEGRIS 
information confidential continues to apply even after affiliation/employment is terminated. 
 
As part of my affiliation with INTEGRIS, I may have access to Confidential Information including, but not limited to, patient identifiable 
information, certain data records, trade secrets, intellectual property, privileged information and/or information systems through the public Internet or 
proprietary access. Confidential Information includes information which is identified in the preceding sentence as confidential or which a reasonable 
person would conclude is the confidential and proprietary property of INTEGRIS. All information disclosed or transmitted by INTEGRIS to me in 
preparation of or during the performance my services or obligations to INTEGRIS, whether prior to or subsequent to the execution of this IAA, all 
data or any other information, including scientific, technical and commercial information relating to the business, products or research of INTEGRIS 
obtained by me, and all data generated or derived by me as the result of the services performed for INTEGRIS shall belong exclusively to INTEGRIS 
and be held in confidence. 
 
I am committed to protect and safeguard from any oral and written disclosure all Confidential Information regardless of the type of media on which it 
is stored (e.g., paper, electronic) in all information systems with which I may come into contact.  I agree that I will not release any Confidential 
Information to any unauthorized person and/or permit any person to examine or make copies of any Confidential Information prepared by me or 
coming into my possession.  I will not use or further disclose any Confidential Information other than as permitted by this Agreement, by other 
contract with INTEGRIS, or by applicable state and federal law, including the Health Insurance Portability and Accountability Act and its regulations 
(“HIPAA”). I will not use or disclose patient identifiable information in a manner that would violate the requirements of HIPAA. I expressly agree to 
comply with HIPAA in all respects, including the implementation of all necessary safeguards to prevent such disclosure. 
 
I understand that a unique user name, password, and/or electronic signature will be assigned to each user.  It is my responsibility not to reveal my 
user name, password, and/or electronic signature information to anyone else as no one else is permitted to use it for any reason. I understand and 
agree that my user name, password, and/or electronic signature are equivalent to a handwritten signature to authenticate my entries into information 
systems where appropriate and that an electronic signature represents my full, legal name and includes my title.  I understand that I am legally 
prohibited from releasing password and/or electronic signature information to anyone for any reason and that no other person will be allowed to act 
as my proxy in any manner by using my user name, password, and/or electronic signature .   I agree that I am responsible for any action occurring 
under my user name, password, and/or electronic signature and all policies on confidentiality apply equally to data stored in both computer and paper 
records.  Access, attempted access or release to parties without the right and need to know for successful completion of job duties or related to one’s 
own patients will be considered a breach of confidentiality.  Further, disclosure of such information to a person with no legitimate professional need 
for such information will be considered a breach of confidentiality. I agree that, if I become aware of any impermissible use or disclosure of any 
Confidential Information, I will report it immediately to the INTEGRIS Privacy Officer at (405) 949-6081 or (877) 805-9681. 
 
I further understand that all INTEGRIS information systems, including but not limited to, e-mail, Instant Messaging systems and contents and/or 
communications held therein are the property of INTEGRIS.  I understand that use of INTEGRIS information systems carries no real or implied 
privacy.  I agree NOT to use INTEGRIS computers, networks or systems: 1) for personal unauthorized activities, 2) to transact business other than 
that permitted by INTEGRIS, 3) in violation of standards of practice, ethics, or locally or nationally accepted obscenity standards, or 4) to send 
unwanted electronic mail messages, or 5) to misrepresent myself at any time.  
 
I understand that any breach of confidentiality, misuse of information systems or information found in and/or obtained from records may 
result in the following: disciplinary action up to and including termination of employment, revocation of Medical Staff membership or 
clinical privileges as may be determined by the applicable Board of Directors of each INTEGRIS entity, termination of agreements/ 
contracts, denial of future access to INTEGRIS data, termination of affiliation with INTEGRIS and/or legal action.  
 
Last Name:  First Name:  Middle Initial:  
INTEGRIS 
Employee ID:      
Physician  
NPI #:  

Physician 
License #:    

Third Party  
(last 4 SSN):  Company:  

Contract 
Number:  

 
 I have read, understand and agree to comply at all times with INTEGRIS policies regarding confidentiality, security, Electronic or Computer-Generated Signatures, 
which have been provided to me, and the terms of this agreement.  I further understand the consequences of violation.  My signature implies acknowledgment of the 
principles herein.  INTEGRIS may require any individuals with access to data to review/reaffirm this Information Access Agreement as necessary. 
 

SIGNATURE:  DATE:  
 

Employee Original – Human Resources  
Physician Original – Medical Staff Office  
Third Party Original – Information Technology Reviewed 0210 
Copy – Signee  Revised 02/10 
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1.0 PURPOSE 

The purpose of this policy is to provide guidelines for INTEGRIS Health, Inc., its subsidiaries and 
affiliates (“INTEGRIS”) for compliance with the privacy and security standards of the Health 
Information Portability and Accountability Act (“HIPAA”), the Health Information Technology for 
Economic and Clinical Health (“HITECH”) provisions of the American Recovery and 
Reinvestment Act (“ARRA”), the Genetic Information Nondiscrimination Act (“GINA”), and other 
applicable federal and state regulatory requirements (collectively referred to as the “Privacy 
Rules”). 
 

2.0 POLICY 
It is INTEGRIS policy that confidential protected health information (“PHI”) maintained by 
INTEGRIS facilities be secured, maintained and released in accordance with the Privacy Rules. 
All healthcare personnel who generate, access, use or otherwise deal with PHI must comply with 
these laws and with INTEGRIS policies for handling PHI.  This includes all information sources, 
whether written, verbal, or electronic, and whether individually controlled, shared, stand alone or 
networked.  

 
3.0 SCOPE  

This policy applies to all organizations and personnel within INTEGRIS. It further applies to all 
vendors, contractors, volunteers, students and others who provide services at an INTEGRIS 
facility. The Privacy Officer, the Information Security Officer, and the Director of Health 
Information Services or their designees are responsible for promoting and assuring compliance 
with the policies and procedures outlined in this policy. 
 

4.0 PROCEDURE: PRIVACY 
 
4.1 Use and Disclosure. 
 

4.1.1 Use.  An INTEGRIS entity is permitted to use PHI for its own treatment, payment 
and healthcare operations activities. 

 
4.1.2 Authorization. The Privacy Rules do not require written authorization for the use 

of PHI for treatment, payment and/or healthcare operations. However, In order to 
comply with more stringent state law requirements, INTEGRIS facilities shall 
obtain informed consent for treatment from patients in compliance with SYS-
ETH-104, SYS-ETH-105, SYS-ETH-106, SYS-ETH-112, and SYS-CMP-107. 
 

4.2 Notice of Privacy Practices. The INTEGRIS Notice of Privacy Practices (“NPP”) is offered 
or given to all patients. This notice explains patient rights with respect to their PHI and 
under what circumstances PHI may be released. 
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4.2.1 Acknowledgment. The patient (or his/her legal representative) should 

acknowledge receipt of the NPP. A signed acknowledgment is not required 
during emergency treatment situations. The signature requirement is delayed 
until after the emergency situation has been resolved. In situations where a 
written acknowledgement cannot be obtained, the medical record must clearly 
document the reason. 

 
 4.2.2  Elements. The NPP is included as Attachment 1 (INT-1678). 
 

4.2.3 Family/Friends/Caregivers. Pursuant to the NPP, INTEGRIS may disclose PHI to 
a patient’s friend, family member or other caregiver who is involved in the 
patient’s medical care or who helps pay for the patient’s care. If a patient wishes 
to limit verbal discussions with family, friends or caregivers, the patient may 
complete an “Authorization for Verbal Communications” included as Attachment 
2. 

 
4.3 Disclosure. Disclosure of PHI is permitted as outlined in the NPP, SYS-IM-101, SYS-IM-

106, SYS-IM-107, and SYS-ETH-112. An INTEGRIS entity is permitted to disclose PHI to 
other health care entities involved in the patient’s care without a specific authorization 
from the patient.  

  
4.4 Authorizations.  An INTEGRIS entity is permitted to disclose PHI to other 

entities/individuals only when it has received a valid authorization signed by the patient 
(or the patient’s legal representative or guardian) to disclose PHI for purposes other than 
treatment, payment or healthcare operations or if the authorization has been waived by 
an institutional review board (“IRB”) or as otherwise authorized by State or Federal law. 
The Authorization requirements are set forth in SYS-IM-101.   
 

4.5  Minimum Necessary. The minimum necessary standard shall be followed except for PHI 
disclosures (i) to the patient; (ii) for which INTEGRIS has received an appropriate patient 
authorization; and (iii) disclosures to or requests by a healthcare provider for treatment 
purposes. In all other cases, INTEGRIS entities are expected to make reasonable efforts 
to limit the use and disclosure of PHI to the minimum necessary to accomplish the 
intended purpose. 
 
4.5.1 Authorized access to PHI is based on minimum necessary standards depending 

on the classification of data/information in question, level of information access 
authorized per role/position and official role/position of the person. Workforce 
members may only access PHI for purposes necessary to perform their jobs. In 
those very rare circumstances where a Workforce member’s job requires him/her 
to access and/or copy the PHI of the Workforce member, his/her family 
members, a co-worker or other personally known individual, the Workforce 
member may do so only to the extent necessary to perform his/her job. The 
Workforce member should report the situation to their supervisor who will 
determine whether to assign a different Workforce member to complete the task 
involving the specific patient. In all other situations, Workforce members may not 
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access through INTEGRIS Health information the medical record information of 
the Workforce member, his/her family members, friends for personal or other 
non-work related purposes, even if written or oral patient authorization has been 
obtained.  

 
4.5.2 INTEGRIS Health information is divided into 3 major classifications: (i) Public – 

information containing directory or other content accessible to the public; (ii) 
Internal – information that can be shared internally within the organization, but 
not externally; and (iii) Confidential – information containing business sensitive 
and/or proprietary content. Confidential information may include PHI. PHI is 
information that identifies an individual and has to do with his/her past, present or 
future health status.  Information that may identify an individual includes as many 
as 18 individual identifiers such as name, date of birth, social security number, 
medical record number, address, phone number, fax number, email address, 
patient account number, biometric indicators, etc. 

 
4.6 Departmental Policies and Procedures. Departmental policies and/or procedures for 

collection, access, use, transmission, storage and/or destruction of PHI must clearly 
outline acceptable conduct to maintain compliance with the Privacy Rules and INTEGRIS 
policy. Departments are responsible for creating, reviewing, maintaining, and monitoring 
compliance with their internal policies and procedures for handling PHI.  Department 
policies and/or procedures must be reviewed at least annually  or as necessary to ensure 
compliance. 

 
4.7 Training.  
 

4.7.1 General. All members of the Workforce must receive training on INTEGRIS 
policies for privacy and security of PHI. 

 
4.7.2 Specialized Training. Additional specialized training may be required for 

designated groups with frequent access to PHI such as clinical areas, patient 
registration, business office, health information management, and other identified 
groups. 

 
4.7.3 Recordkeeping Requirements. Departments should maintain written records of 

attendance on training related to privacy and security of PHI and/or compliance 
with the Privacy Rules. 

 
 4.8 Individual Rights. Individual Patient Rights include the following.  
 
  4.8.1 The right to request restrictions on certain uses and disclosures of PHI, unless 

use or disclosure is required by law.  (See Attachment 3 – Request to limit 
disclosure form INT-1672); 

 
4.8.2 The right to receive confidential communications of PHI.  (Attachment 4 INT-

1673); 
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4.8.3 The right to inspect, copy, and request an amendment of PHI. (Attachment 5 
INT-1677); 

 
4.8.4 The right to receive an accounting of disclosures of PHI. (Attachment 6 INT-2125  

Also see SYS-IM-101); 
 
4.8.5 The right to receive a copy of medical record in an electronic format; 
 
4.8.6 The right not to receive fundraising communications; 
 
4.8,7 The right to restrict the use of PHI for limited marketing purposes, except if the 

communication is in the form of: (a) a face-to-face communication made by 
INTEGRIS to an individual; (b) a promotional gift of nominal value; or (c) falls 
under an exception recognized by the Privacy Rules; and 

 
4.8.9 The right to restrict the submission of PHI to a Health Information Exchange. 

 
4.9 Business Associates. Business Associates are allowed to create, use, disclose, maintain, 

transmit or receive PHI on behalf of INTEGRIS only after INTEGRIS receives satisfactory 
assurance in the form of a written agreement that the Business Associate will safeguard 
the PHI. Should Business Associate subcontract any portion of the services to any agent 
or subcontractor, Business Associate must receive written satisfactory from the agent or 
subcontractor that it will use, disclose, maintain, transmit or receive such PHI in 
accordance with the Privacy Rules. The Business Associate agreement shall include 
specific language outlining compliance with the Privacy Rules.  

 
4.10 Research. Research involving PHI must be conducted following Institutional Review 

Board (“IRB”) policies and procedures.  
 
4.11 Other PHI Restrictions and Exceptions. 

 
4.11.1 Volunteers. Volunteers must complete and abide by a confidentiality agreement 

prior to PHI access being granted. 
 
4.11.2 Students/Observers. Students and observers are required to complete and abide 

by terms specified in a written agreement of confidentiality prior to PHI access 
being granted. 

 
4.11.3 Vendors/Company Representatives. Vendors and company representatives are 

required to complete and abide by terms specified in a written agreement of 
confidentiality, and any other paperwork required by the Graduate Medical 
Education (“GME”) office or clinical affiliation, prior to access being granted.  
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5.0 PROCEDURE: SECURITY 
 

5.1 General. General provisions for security of PHI must meet and satisfy SYS-IM-100 and 
applicable Privacy Rule regulations to assure that appropriate administrative procedures 
are in place to govern record processing, technical measures and physical access.  

 
5.1.1 Media Controls. Media controls of information systems/applications containing 

PHI must satisfy the requirements set forth in SYS-IM-144. 
  
5.1.2 Record Processing. Record processing must include integrity checks and other 

controls necessary to ensure privacy and security involving PHI in accordance 
with SYS-IM-147. 

 
5.1.3 Physical Access. Physical access controls are required to limit access to areas 

containing PHI including use of door locks, cardkeys, and/or other means of 
restricting physical access.   

 
5.1.4 Workstations/Work Areas. All workstations and/or work areas must be secured 

from the accidental and unauthorized use/disclosure of PHI, including, but not 
limited to, the use of automatic timeout/logoff, screen security, work station 
ergonomics/placement,  or other measures set forth in SYS-IM-129. 

 
5.1.5 Departmental Self-Assessment. Departments are responsible for assessing their 

environment(s) and providing secure alternatives/processes for communications 
boards, public-facing computer screens, shoulder surfing, overhead paging, 
waiting room disclosures, department fax machines, overheard conversations 
and other modes of potential unauthorized access to PHI. 

 
5.1.6 Transporting Documents Containing PHI     
 
 5.1.6.1 On Campus.  All Workforce members shall take reasonable precautions 

to protect and safeguard PHI when transporting documents within the hospital or 
work environment.  Such reasonable precautions include closing and/or covering 
charts/files so that PHI is not readily visible. 

 
 5.1.6.2 Off Campus.  Workforce members may not remove PHI from the work 

premises except when required for patient care or other business purposes and 
when approved by the department manager or above.  Should it be necessary to 
transport documents containing PHI from the work site or campus, precautions 
shall be taken to safeguard the information. This includes securing the 
documents in the vehicle’s glove compartment, trunk or other secure location. At 
no time should PHI be left unattended in one’s vehicle unless it is locked in a 
glove compartment, trunk, or secured in another fashion. 
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5.1.7 Safeguarding Electronic PHI.   
 

5.1.7.1 INTEGRIS Approved Mobile Computing Devices.  Workforce members 
shall take reasonable precautions to protect and safeguard PHI 
maintained on laptop computers or other mobile electronic devices 
(including adherence to requirements in SYS-IM-100,  SYS-IM-105,  
SYS-IM-106 and SYS-IM-144). Such devices must be password 
protected and have auto shut-off when not in use,  Users are responsible 
for safeguarding devices to prevent theft or loss of the device.  This 
includes proper storage when traveling.  At no time should laptops or 
other devices be left unattended in one’s vehicle unless the device is 
locked in a glove compartment, trunk, or secured in another fashion.   
Workforce members should not transmit or store PHI on devices that are 
not approved for use by INTEGRIS Information Security. 

 
5.2 Systems and Applications. All INTEGRIS systems/applications that access PHI require 

access controls providing authorized (approved as appropriate account holder) and 
authenticated (individually identified) use per SYS-IM-100. 

 
5.2.1 Bulk or Generic Access. Use of bulk-type or generic accesses that do not identify 

the accessing individual are prohibited pursuant to SYS-IM-128. 
 
5.2.2 Sharing Access Information. Sharing physical and/or computer 

Systems/Applications access codes, passwords and/or keys are prohibited per 
SYS-IM-102 and SYS-IM-128. 

 
5.2.3 E-Mail. The transmission of PHI outside the INTEGRIS Health network is 

prohibited except for approved business purposes, which may include contacting 
the patient by e-mail for a variety of reasons, such as appointment reminders, 
refill reminders, financial clearance, or to obtain additional information, when the 
patient has requested that INTEGRIS communicate with him/her by e-mail.  Such 
outgoing emails shall be properly encrypted through approved INTEGRIS 
methods in accordance with SYS-IM-106. Use of PHI within the INTEGRIS 
Health network shall be for approved business and/or patient care purposes only. 
Due to network size limitations on attachments, INTEGRIS cannot transmit a 
copy of a patient’s electronic medical record by e-mail. The preferred method for 
transmitting an electronic copy of medical records will be scanning of the medical 
record to a compact disk (CD). 

 
5.2.4 Routine Terminations. All employee terminations involving persons with access 

to PHI must comply with SYS-IM-136. 
 

5.2.41 Emergency Termination. Emergency termination deactivation may be 
requested by Department Head or designee through the INTEGRIS 
Information Security Officer or Corporate Compliance & Privacy Officer 
as necessary to maintain security of PHI. 
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5.3 Audit and Inspection. INTEGRIS maintains all rights and the ability to enter into any 

INTEGRIS facility and to inspect and review any and all processes and/or data recorded 
in those systems including voice mail and electronic messages left on or transmitted over 
these systems pursuant to SYS-IM-100.  

 
5.4 Reporting Requirements/Sanctions. Confirmed or suspected unauthorized uses or 

disclosures of PHI must be promptly reported to the appropriate department head and the 
Chief Compliance & Privacy Officer / Vice President Corporate Compliance pursuant to 
SYS-IM-120 and  SYS-IM-118.  

 
5.4.1 Investigation. Confirmed and/or suspected unauthorized uses or disclosures will 

be tracked and investigated and when necessary, follow-up corrective action will 
be implemented.  

 
5.4.2 Sanctions. Wrongful disclosure and/or use of PHI may result in immediate 

disciplinary action up to and including termination of Medical Staff membership, 
clinical privileges, and/or employment, and/or legal action.  

 
6.0 PROCEDURE: DESIGNATED PRIVACY OFFICER 

INTEGRIS has appointed a Chief Privacy Officer who will have primary responsibility for ensuring 
system-wide compliance with the Privacy Rules. The Privacy Officer is also the Chief Compliance 
Officer and can be reached at (405) 949-6081 or (405) 951-4887.  The responsibilities of the 
Privacy Officer include, but are not limited to: (i) development and implementation of necessary 
policies and procedures;  (ii) oversight of issues in conformance with privacy legislation; (iii) 
establishment of a process for receiving, documenting, tracking, investigating, taking action on 
complaints concerning privacy policies and procedures, and maintaining records of all complaints 
and their disposition; (iv) serving as a consultant to the INTEGRIS Information Security Office, 
Internal Audit, Legal Services and management; (v) oversight of training for the Workforce, 
medical and professional staff, contractors, business associates and other appropriate third 
parties; (vi) provision of privacy training seminars, as needed; (vii) promotion of activities to foster 
privacy awareness throughout INTEGRIS; and (viii) other activities as necessary to assure and 
maintain regulatory compliance. 
 
6.1 Complaint Process.  The NPP provides patients with the contact information for the 

Privacy Officer. Complaints of alleged privacy violations can be received through multiple 
channels: in person, in writing (form – Attachment 7 INT-2128), by telephone, or via the 
INTEGRIS Integrity Line. Upon receipt of a complaint, the Privacy Officer will take the 
following actions: 
 
6.1.1 Document details of the complaint. 

 
6.1.2 Determine whether the complaint involves a suspected privacy violation.   

6.1.2.1 If not, the Privacy Officer will contact the complainant and refer them to 
the appropriate person for resolution of the complaint.  
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6.1.2.2 If it does involve a suspected privacy violation, the Privacy Officer will 

investigate the complaint and/or forward a copy of the complaint to 
appropriate personnel for investigation and reporting back to the Privacy 
Officer. 
 

6.1.3 If the Privacy Officer determines that PHI was wrongfully accessed, used or 
disclosed by an employee, he/she will consult with INTEGRIS Human Resources 
and appropriate management and together, they will determine what sanctions, if 
any, will be imposed against the employee.  
 

6.1.4 If the PHI that was wrongfully used or disclosed was created or maintained by a 
business associate or subcontractor of a business associate of INTEGRIS, the 
Privacy Officer will:  

 
6.1.4.1 Notify the business associate and/or subcontractor of the results of the 

investigation and any required action on the part of the business 
associate. 
 

6.1.4.2 If the results of the investigation are that the business associate or 
subcontractor misused or improperly disclosed a patient's PHI, the 
Privacy Officer will prepare a recommendation for INTEGRIS Legal 
Counsel as to whether the business associate relationship between the 
business associate, subcontractor and INTEGRIS should continue.  

 
6.1.5 Following confirmation of a privacy violation, the Privacy Officer will determine 

whether the violation meets the definition of a “reportable breach.”  If so, 
appropriate action will be taken in accordance with the INTEGRIS Breach 
Notification Policy SYS-IM-118.  
  

6.1.6 Appropriate documentation of all privacy reports, investigations, and actions 
taken will be maintained in accordance with record retention policies. 

 
6.2 No Patient Retaliation. INTEGRIS will not intimidate, threaten, coerce, discriminate, 

penalize, or take other retaliatory action against a patient who exercises his/her rights 
under the Privacy Rules or participates in a process governed by the Privacy Rules. 
 

6.3 No Employee Retaliation.  INTEGRIS will not intimidate, threaten, coerce, discriminate, 
penalize, or take other retaliatory action against an employee who reports a privacy 
violation (see SYS-CMP-108). 

 
6.4 OCR Process. If the complainant wishes to file his/her complaint with the Secretary of 

HHS, he/she should be directed to and follow the steps provided on the INTEGRIS NPP 
or on the Office for Civil Rights (“OCR”) website (www.hhs.gov/ocr/hipaa). 
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7.0 POLICY CROSS REFERENCE 
 
 For more specific information on the following subject areas, refer to the policies listed below: 

 SYS-IM-100  Information Security Policy 
 SYS-IM-101 Release of Information Policy 

SYS-IM-102 Password Management Policy 
SYS-IM-104 Remote Access 

 SYS-IM-105 Mobile Computing Devices 
 SYS-IM-106  Electronic Mail 
 SYS-IM-107 Facsimile Transmission of Medical Record Information 
 SYS-IM-113 Patient Requests for Amendments to Medical Records 
 SYS-IM-118 Breach Notification Policy 

SYS-IM-120 Information Security Sanctions Policy 
 SYS-IM-128 Unique User ID 
 SYS-IM-129 Workstation Use and Security 

SYS-IM-131 Social Media Policy 
SYS-IM-136 Termination Policy 
SYS-IM-144 Device and Media Controls Policy 
SYS-IM-147 Information Integrity Policy 
SYS-IM-153 Third Party Data Transfer – Billing Data 
SYS-IM-131 Social Media Policy 
SYS-IM-153 Third Party Data Transfer – Billing Data 

 SYS-ETH-103  Receiving and Responding to Patient Complaints 
 SYS-ETH-104  Consent for Treatment of Minors 
 SYS-ETH-105  Emergency Treatment of Minors 
 SYS-ETH-106  DNR (Do Not Resuscitate) 
 SYS-ETH-107  Ethics in Business Practices 
 SYS-ETH-110  Patient Bill of Rights 
 SYS-ETH-112  Patient’s Rights to Make Healthcare Decisions 
 SYS-CMP-101  Corporate Compliance Program 
 SYS-CMP-100  Code of Conduct 
 SYS-CMP-107  Research, Clinical Trials and Investigational Devices 
 MET-MAT-130  Vendor/Company Representatives 

 
8.0 Definitions and Terms  

 
8.1 Business Associate – is defined as an individual or entity (other than a member of the 

INTEGRIS workforce) that creates, receives, maintains or transmits PHI for a function or 
activity regulated by the Privacy Rules and performs or assists INTEGRIS in the 
performance of a function, activity or service involving the use or disclosure of PHI, and 
may include, but is not limited to, consultants, accountants, lawyers, transcriptionists, 
third-party billing companies, data aggregation, data transmission organizations (if routine 
access to data is required), and accreditation services. 

 
8.2 Covered Entity (“CE”) – is defined as a healthcare provider, health plan, or 
 clearinghouse. 
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8.3 Designated Record Set – is defined as information used by a CE to make decisions 
about individuals. For providers, the designated record set includes medical records and 
billing records. For health plans, the designated record set includes enrollment records, 
payment records, claims adjudication records, and case management records.  For 
clearinghouses, the designated record set includes electronic claim information for billing 
health care services. 

 
8.4 De-Identified Information – is defined as healthcare information that - does not  identify 

an individual and with respect to which there is no reasonable basis to believe it can be 
used to identify an individual. An alternative method of de-identification is permitted to 
entities with appropriate statistical experience and expertise that can certify that the 
chance of re-identification of data is low.  De-identified data can be used and disclosed 
freely. Covered entities are encouraged to create de-identified health information by 
removing, encoding, encrypting, or otherwise concealing potential identifiers. 

 
8.5 Disclosure – is defined as the release, transfer, provision of access to, or divulging in any 

other manner of information outside the covered entity holding the information. 
 
8.6 Healthcare Operations – includes any of the following activities: quality assessment and 

improvement activities, competence and performance reviews, training, accreditation, 
certification, licensing, credentialing and other related activities, underwriting and other 
insurance related activities, medical review, legal services, auditing functions including 
fraud and abuse detection and compliance programs, business planning and 
development, business management and general administration activities. 

 
8.7 Individually Identifiable Health Information (a/k/a Protected Health Information, or PHI) – 

is defined as any information, including demographic information collected from an 
individual, that (A) is created or received by a health care provider, health plan, employer, 
or health care clearinghouse; and (B) relates to the past, present, or future physical or 
mental health or condition of an individual, the provision of health care to an individual, or 
the past, present, or future payment for the provision of health care to an individual, and--
(i) identifies the individual; or (ii) with respect to which there is a reasonable basis to 
believe that the information can be used to identify the individual. 

  

8.8 Protected Health Information – is defined as individually identifiable health information 
that is transmitted electronically, maintained electronically or transmitted or maintained in 
any other form or medium by a CE and includes: 

• Names – Individual, relatives, employers or household members of the individual; 

• Geographic identifiers – Subdivisions smaller than a state, including street 
address(es), city, county, and precinct; 

• Zip code – at any level other than the initial 3 digits (e.g.,731XX-XXXX). 
Geographical areas of 20,000 or less must be reported as 000. 
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• All date elements (Year is permitted except in reference to patients over age 89) -

Birth date, Admission date, Discharge date, and Date of death. All ages over 89, 
including year are considered personal identifiers (such ages and elements may be 
represented in aggregated reporting as single category “age 90 or older”). 

• Personal numbers –Telephone numbers, Fax numbers, Social security numbers, 
Medical Record numbers, Health plan beneficiary numbers, Account numbers, 
Certificate/License numbers, Vehicle identifiers and serial numbers (including 
license plate numbers), and Device identifiers and serial numbers. 

• Web identifiers - Electronic mail addresses, Web Universal Resource Locators 
(URLs), and Internet Protocol address numbers 

• Biometric identifiers – including finger, iris and voice prints 

• Full-face photographic images and any comparable images 

• Any other unique identifying number, characteristic or code 

 8.9 Use - is defined as sharing, employment, application, utilization, examination or analysis 
of individually identifiable information within the entity that maintains the information. 

 8.10 Workforce - is defined to include employees, volunteers, trainees and other persons 
under the direct control of an entity. 
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Attachment 1 

 
NOTICE OF PRIVACY PRACTICES 

 
THIS NOTICE DESCRIBES HOW YOUR MEDICAL INFORMATION MAY BE USED 
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. 
PLEASE REVIEW IT CAREFULLY.  

The INTEGRIS hospitals, clinics and other provider entities (hereafter referred to as “INTEGRIS”) 
are required to maintain the privacy of your protected health information and to provide you with a 
notice of our privacy practices. Protected health information (hereafter referred to as “PHI”) is 
information that individually identifies you and pertains to your past, present, or future health status. 
To promote quality of care, INTEGRIS maintains an electronic health record (“EHR”). The privacy 
obligations of INTEGRIS apply to information stored in your EHR. INTEGRIS and the individual 
members of its professional staffs are providing you with a joint Notice with respect to services 
provided by INTEGRIS. Please note that the independent members of the professional staffs are 
neither employees nor agents of INTEGRIS, but are joined under this Notice for the convenience of 
explaining how, when, and why we use and disclose your PHI. We will not use or disclose your PHI 
except as described in this Notice. In certain situations, we must obtain your written authorization in 
order to use and/or disclose your PHI. With some exceptions, we may not use or disclose any more 
of your PHI than is necessary to accomplish the purpose of the use or disclosure. This Notice applies 
to all PHI generated or maintained by INTEGRIS facilities.  
 
TREATMENT, PAYMENT & HEALTH CARE OPERATIONS: We do not need any type of 
authorization from you in order to treat you, obtain payment for services provided to you and conduct 
our “healthcare operations” as discussed below. 
 
Treatment: We may use your PHI to provide you with medical treatment and services. We may 
disclose your PHI to physicians, nurses, technicians, medical students, and other health care 
personnel who need to know your PHI for your care and continued treatment. Different hospital 
departments may share your PHI in order to coordinate services, such as prescriptions, lab work, x-
rays and other services. For example, your physician may need to tell the dietitian if you have 
diabetes so we can arrange appropriate meals. We may make your PHI available electronically 
through a secure state, regional or national exchange service to other healthcare providers, health 
plans and healthcare clearinghouses that request your information for treatment or payment for that 
treatment. We may use and disclose your PHI to tell you about or arrange for possible treatment 
options for your continued care after you leave INTEGRIS, such as rehabilitation, home care or 
nursing home services, family members, clergy or others who may care for you.  
 
Payment: We may use and disclose your PHI for the purpose of determining coverage, billing, 
collections, claims management, medical data processing, and reimbursement. PHI may be released 
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to an insurance company, third party payer or other entity (or their authorized representatives) 
involved in the payment of your medical bill and may include copies or excerpts of your medical 
record that are necessary for payment of your account. For example, a bill sent to a third party payer 
may include information identifying you, your diagnosis, procedures and supplies used. We may also 
tell your health plan about a treatment you are going to receive in order to obtain prior approval or 
determine whether your plan will cover the treatment.  
 
Healthcare Operations: We may use and disclose your PHI during healthcare operations. These 
uses and disclosures are necessary to run the hospital and make sure our patients receive quality care. 
Common examples include conducting quality assurance, performance improvement, utilization 
review, medical review, peer review, internal auditing, investigation of complaints, accreditation, 
certification, licensing, credentialing, medical research, training and education. For example, we may 
use your PHI to contact you for the purpose of conducting patient satisfaction services or we may 
disclose your PHI to a pharmaceutical company in assessing your eligibility for pharmaceutical 
assistance programs.  
 
SPECIAL CIRCUMSTANCES:  
Emergencies: Your authorization is not required if you need emergency treatment. We will try to get 
your authorization as soon as practical after the emergency.  
 
Mental Health/Substance Abuse: In certain circumstances, we may not disclose your PHI, 
including psychotherapy notes, to you without the written consent of your physician or to others 
without your written authorization or a court order.  

 
OTHER USES AND DISCLOSURES:  
Family/Friends/Caregivers: Unless you object in writing, we may disclose your PHI to a  friend, 
family member or other caregiver who is involved in your medical care or who helps  pay for your 
care. We may also tell your family or friends about your location of care,  general condition or 
death. We may disclose your PHI to an entity assisting in a disaster  relief effort so that your family 
can be notified about your condition, status and location.  If  you are unable or unavailable to agree 
or object, we will use our best judgment in communicating with your family and others.  

 
Inpatient Hospital Directories/Clergy: Unless you object in writing, we may include certain 
limited information about you in a hospital directory while you are a patient at an INTEGRIS 
hospital. This information may include your name, location in the hospital, your general condition 
(e.g., fair, stable, etc.) and your religious affiliation. This is so your family and friends can visit you 
and generally know how you are doing. The directory information,  except for your religious 
affiliation, may also be released to people who ask for you by name.  Your name or religious 
affiliation may be given to a member of the clergy affiliated with the  hospital or a member of the 
community clergy, such as a priest or rabbi, who asks for you by name or by religious affiliation.  
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Communications: We may use and disclose your PHI to contact you for a variety of reasons, such 
as appointment reminders, refill reminders, financial clearance, or to obtain additional information. 
This may be done by letter, email, automated system or by another method of communication. If you 
are not home, we may leave a message on an answering machine or with the person answering the 
telephone. Generally, we will use the address, telephone number and, in some cases, the email 
address you give us to contact you. 
 
Health-Related Business and Services: Provided we do not receive any payment for making these 
communications, we may use and disclose your PHI to tell you of  health-related products, 
benefits or services related to your treatment, case management, care coordination, or to direct or 
recommend alternative treatments, therapies, providers or care settings.  
 
Health Information Exchange: We may participate in a secure state, regional or national health 
information exchange (“HIE”). Generally, an HIE is an organization in which providers exchange 
patient information in order to facilitate health care, avoid duplication of services (such as tests) and 
to reduce the likelihood that medical error will occur. By participating in a HIE, we may share your 
PHI with other providers that participate in the HIE or participants of other health information 
exchanges. If you do not want your medical information to be available through the HIE, you must 
request a restriction using the process outlined below. 

 
Business Associates: We may disclose your PHI to business associates with whom we contract to 
provide services on our behalf. Examples of business associates include copy  services used to copy 
medical records, consultants, accountants, lawyers, medical  transcriptionists and third-party billing 
companies. We will only make these disclosures if we have received satisfactory assurance that the 
business associate will properly safeguard your PHI. Each business associate is required to receive 
satisfactory assurances from its subcontractors that they will likewise properly safeguard your PHI. 
 
Research: Under certain circumstances, we may use and disclose your PHI to researchers whose 
clinical research studies have been approved by an Institutional Review Board (“IRB”). While most 
clinical research studies require patient consent, there are some instances where your PHI may be 
used or disclosed pursuant to IRB waiver or as required or permitted by law. For example, a research 
project may involve comparing the health and recovery of all patients with the same medical 
condition who received one medication to those who received another. PHI may be disclosed to 
researchers preparing to conduct a research study, for example, to help them look for patients with 
specific medical needs, so long as the PHI they review does not leave the hospital. PHI regarding 
people who have died may be disclosed without authorization in certain circumstances.  
Limited Data Set: If we use your PHI to make a "limited data set," we may give the “limited data 
set” that includes your information to others for the purposes of research, public health action or 
health care operations. We must make reasonable efforts to limit use, disclosure of, and requests for 
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PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request. 
The persons who receive "limited data sets" are required to agree to take reasonable steps to protect 
the privacy of your medical information.  
Limited Marketing Purposes: We must obtain your authorization for any use or disclosure of PHI 
for marketing, except if the communication is in the form of: (a) a face-to-face communication made 
by INTEGRIS to an individual; (b) a promotional gift of nominal value; or (c) falls under an 
exception recognized by HIPAA. For example, we may provide free baby products to new mothers.  
With some exceptions, marketing includes any type of communication for treatment and health care 
operations when INTEGRIS is paid to provide the communication. If we receive any form of 
payment for a marketing communication, we must obtain your authorization and tell you that 
payment is involved. Marketing does not include communications pertaining to (i) refill reminders so 
long as any payment received is limited to the cost of making the communication; (ii) case 
management; (iii) care coordination; (iv) communications that merely promote health in general; and 
(v) communications to you concerning health-related products, benefits or services related to your 
treatment or alternative treatments, therapies, providers or care settings.  
 
Workers’ Compensation: We may disclose your PHI for workers’ compensation or similar 
programs in order to comply with workers’ compensation and similar laws.  
 
Organ and Tissue Donation: We are required by federal law and accreditation standards to  notify 
organizations that handle organ procurement, eye or tissue transplantation, and other  entities 
engaged in the procurement, banking or transplantation of organs whenever there is a  death in our 
facility. This is to facilitate organ or tissue donation and transplantation.  
 
Data Breach Notification Purposes:  We may use or disclose your Protected Health Information to 
provide legally required notices of unauthorized access to or disclosure of your health information. 
 
Regulatory Agencies: We may disclose your PHI to a health oversight agency for activities required 
or permitted by law, including, but not limited to, licensure, certification, audits, investigations, 
inspections and medical device reporting. We may provide your PHI to assist the government when it 
conducts an investigation or inspection of a healthcare provider or organization.  
 
Law Enforcement: We may disclose your PHI if asked to do so by law enforcement: (1) when we 
receive a court order, warrant, summons or other similar process; (2) to identify or locate a suspect, 
fugitive, material witness, or missing person; (3) when the patient is  the victim of a crime, if  we are 
unable to obtain the person’s agreement; (4) when we believe the patient’s death may be the result of 
criminal conduct; (5) about criminal conduct at the hospital; and (6) in emergency circumstances to 
report a crime, the location of a crime or victims, or the identity, description or location of the person 
who committed the crime.  
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Lawsuits and Disputes: If you are involved in a lawsuit or dispute, we may disclose your  PHI in 
response to a valid court or administrative order. In limited circumstances, we may  disclose PHI in 
response to a subpoena, discovery request or other lawful process, when  required by law.  
 
Public Health: As required or permitted by law, we may disclose your PHI to public health 
(including social service or protective services agencies) or legal authorities charged with preventing 
or controlling disease, injury or disability. For example, we are required to report births, deaths, birth 
defects, abuse, neglect, domestic violence, abortions, tumors, reactions to medications, device recalls, 
and various diseases and/or infections to government agencies in charge of collecting that 
information.  

 
Judicial and Administrative Proceedings: We may disclose your PHI in the course of any 
administrative or judicial proceeding.  

 
Specific Government Functions: We may disclose your PHI to military personnel and veterans in 
certain situations. We may disclose your PHI for national security purposes, such  as protecting 
the President of the United States or conducting intelligence operations.  
 
Military/Veterans: We may disclose your PHI as required by military command authorities,  if you 
are a member of the armed forces.  
 
Inmates: If you are an inmate of a correctional institute or under the custody of a law enforcement 
officer, we may release your PHI to the correctional institute or law enforcement official.  
 
Health & Safety: In order to avoid a serious threat to the health and safety of a person or the public, 
we may disclose PHI to law enforcement personnel or persons able to prevent or lessen such harm. 
We may notify a person who may have been exposed to a disease or may be at risk for contracting or 
spreading a disease or condition as ordered by public health authorities or allowed by state law. 
 
School Immunizations: We may disclose the immunization record of your minor student or 
prospective student to a school if: (1) state law requires the school to have proof of immunization; 
and (2) we obtain and document the agreement of you as the parent or guardian. Your agreement 
may be in writing (but need not satisfy the requirements for a HIPAA authorization) or oral, in 
which case we must document the agreement. 

 
Records of Deceased Individuals: We may disclose your PHI pursuant to either a court order or a 
written release of executor, administrator or other personal representative appointed by the court. If 
there is no such appointment, we may disclose your PHI to your spouse or responsible family 
member upon receipt of a signed written authorization.  
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Required by Law: We will disclose your PHI when required or permitted to do so by federal, state, 
or local law. For example, we are required to report criminally injurious conduct.  

 
Coroners, Medical Examiners, Funeral Directors: We may release your PHI to a coroner or 
medical examiner. This may be necessary, for example, to identify a deceased person or to determine 
a cause of death. We may also release your PHI to funeral directors as necessary to carry out their 
duties.  
 
Prohibition on Sale of PHI: We will not directly or indirectly receive remuneration or payment in 
exchange for any PHI unless INTEGRIS obtains a valid authorization that includes a specification of 
whether the PHI can be further exchanged for remuneration by the entity receiving PHI of the 
individual.  The prohibition against selling PHI will not apply if the purpose of the exchange is for: 
 

(a) public health activities (The Secretary may issue regulations limiting the price 
charged for PHI under this exception for public health activities); 

(b) research, but only if the price charged reflects the costs of preparation and transmittal 
of the data for such purpose; 

(c) treatment and payout purposes; 

(d) healthcare operations associated with the sale, transfer, merger or consolidation of all 
or part of INTEGRIS; 

(e) remuneration provided by INTEGRIS to a Business Associate pursuant to a legitimate 
Business Associate services contract or arrangement; 

(f) providing an individual with a copy of his/her medical record; and 

(g) as required by law any other purpose approved by the Secretary. 

Any Other Uses: We must obtain a separate authorization from you to use or disclose your PHI for 
situations not described in this Notice.  
 
Fundraising: We may use your PHI (specifically, demographic information related to you 
including name, address, telephone, other contact information, age, gender, date of birth, the dates of 
your healthcare services, the department of service, treating physician, outcome information and 
health insurance status, to contact you about fundraising programs. If, in the past, you have been a 
donor to one of the INTEGRIS hospitals or programs, you may receive mailings related to specific 
areas or programs. We may disclose this information to a business associate or foundation to assist us 
in fundraising efforts. Each fundraising communication will include a clear and conspicuous 
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statement allowing you the opportunity to elect not to receive any further fundraising 
communications. We will not send any further fundraising communications to you if you elect not to 
receive them. INTEGRIS may permit you to opt back into receiving fundraising communications.  
We will not condition treatment or payment on your choice with respect to the receipt of fundraising 
communications. 
 
Note: If you do not want to be contacted for fundraising efforts, you must notify the INTEGRIS 
Privacy Officer in writing at the address shown at the bottom of this Notice or you may email 
INTEGRIS at INTEGRISPrivacy@integrisok.com. 
 
PATIENT HEALTH INFORMATION RIGHTS:  
Although all records concerning your hospitalization and treatment at an INTEGRIS facility are the 
property of INTEGRIS, you have the following rights concerning your PHI.  
 
Right to Receive Electronic Copy of Your PHI (fees may apply):  If INTEGRIS uses or maintains 
an electronic health record, or EHR, you have the right to receive a copy of such information in an 
electronic format upon request. The electronic copy will be provided in the form or format you 
request, if it is readily producible in such form or format; or if not, in a readable electronic form and 
format as agreed to by you and INTEGRIS. In addition, if you direct INTEGRIS will transmit the 
copy, whether in electronic or paper form, directly to an entity or person designated by you. Your 
request must be in writing, signed, and clearly identify the designated person and where to send the 
copy of your PHI.  
 
Right to Confidential Communications: You have the right to receive confidential communications 
of your PHI by alternative means or at alternative locations. For example, you may request that we 
only contact you at work or by mail. You must submit your request in writing and identify how or 
where you wish to be contacted. We will accommodate all reasonable requests.  
 
Right to Inspect and Copy: You have the right to inspect and copy your PHI as provided by law.  
This right does not apply to psychotherapy notes.  Your request must be made in writing. We have 
the right to charge you the amounts allowed by state or federal law for such copies. We may deny 
your request to inspect and copy in certain circumstances. If you are denied access, you may request 
that the denial be reviewed. A licensed healthcare professional chosen by us will review your request 
and the denial. The person conducting the review will not be the person who denied your request. We 
will comply with the outcome of the review.  

 
Right to Amend: If you feel that the PHI we have about you is incorrect or incomplete, you have the 
right to request an amendment of your PHI. You must submit your request in writing and state the 
reason(s) for the amendment. We may deny your request for an amendment if (1) the request is not in 
writing or does not include a reason to support the request; (2) the information was not created by us 
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or is not part of the medical record that we maintain; (3) the information is not part of the information 
that you would be permitted to inspect or copy; or (4) the information is accurate and complete. If we 
deny your amendment, you have a right to file a statement of disagreement with our Privacy Officer. 
 
Right to an Accounting: You have the right to obtain a statement of certain disclosures of your PHI 
to third parties, except those disclosures made for treatment, payment or healthcare operations, 
authorized by you or pursuant to this Notice. To request this list, you must submit your request in 
writing and provide the specific time period requested.  You may request an accounting for up to six 
(6) years prior to the date of your request (three years if PHI is an electronic health record). If you 
request more than one (1) accounting in a 12-month period, we may charge you for the costs of 
providing the list. We will notify you of the cost involved and you may choose to modify or 
withdraw your request before any costs are incurred.  
 
Right to Request Restrictions on Disclosure(s): You have the right to request restrictions or 
limitations on PHI we use or disclose about you unless our use or disclosure is required or permitted 
by law. Any agreement to additional restrictions must be in writing and signed by a person 
authorized to make such an agreement on behalf of INTEGRIS. To request restrictions, you must 
make your request in writing and tell us (1) what information you want to limit; (2) whether you 
want to limit our use, disclosure or both; and (3) to whom you want the limits to apply. We will grant 
a request for restriction if (1) the disclosure is to a health plan for purposes of either payment or 
health care operations, and (2) the PHI pertains to a service for which you have already paid in full 
out-of-pocket.  We are not required to honor other requests. However, if we agree, we will comply 
with your request unless the information is needed to provide emergency treatment to you.  
Out-of-Pocket-Payments.  If you have paid out-of-pocket in full prior to the provision of a specific 
health care item or service (in other words, you have paid in full and have requested that we not bill 
your health plan to obtain payment), you have the right to ask that your PHI with respect to that item 
or service not be disclosed to a health plan for purposes of payment or health care operations, and we 
will honor that request, unless we must disclose the information for treatment or legal reasons. 
 
Right to Receive A Paper Copy of this Notice: You have the right to a paper copy of this Notice. If 
you have received this Notice in electronic form and would like a paper copy, please contact the 
INTEGRIS Privacy Officer at the number or email address listed below. You may obtain a copy at 
our website: www.integrisok.com.  
 
Right to Revoke Authorization: You have the right to revoke your authorization to use or disclose 
your PHI, EXCEPT to the extent that action has already been taken by us in reliance on your 
authorization.  
 
Right to Get Notice of a Breach. You have the right to be notified upon a breach of your unsecured 
PHI. In some circumstances, our business associate may provide the notification. If you have 

 
Page 19 of 30 

 

http://integrisok.com/
http://integrisok.com/


Policy and Procedure 
   

 
 

ENTITY/HOSPITAL 
 
INTEGRIS Health 

NUMBER 
 
SYS-IM-112 

MANUAL 
 
System Information Management Policy 

EFFECTIVE DATE 
 
12/02 

SUBJECT 
 
Privacy of Health Information 

REVISED 
 
8/04, 6/05, 2/07, 
1/10, 04/13, 09/13 

 
provided us with a current email address, we may use email to communicate information related to 
the breach.  We may also provide notification by other methods as appropriate. 

 
CHANGES TO THIS NOTICE: We will abide by the terms of the Notice currently in effect. We 
reserve the right to change the terms of its Notice and to make the new Notice provisions effective 
for all PHI we maintain. We will provide you with the revised Notice at your first visit following the 
revision of the Notice.  

 
OWNERSHIP CHANGE: In the event that an INTEGRIS hospital is sold or merged with another 
organization, your PHI may become property of the new owner.  
 
NOTICE EFFECTIVE DATE: September 1, 2013. 
Original Notice April 14, 2003.  Revised September 28, 2004, January 12, 2010 and September 1, 
2013.   
 
 
TO REPORT A PRIVACY VIOLATION:  
If you believe your privacy rights have been violated, you may call (405) 949-6081 (or toll-free at 1-
877-805-9681), send an email to INTEGRISPrivacy@integrisok.com, or you may file a complaint 
with our Corporate Privacy Officer at: 
 

INTEGRIS Corporate Privacy Officer 
3030 N.W. Expressway, Suite 501 
Oklahoma City, Oklahoma 73112-5466 

 
You may also report a privacy rights violation to the Secretary of the Department of Health and 
Human Services, 200 Independence Avenue, S.W., Washington, D.C. 20201. All complaints must be 
in writing and filed within 180 days of when you knew or should have known that the act or omission 
complained of occurred. You will not be penalized for filing a complaint.  
  
 
(Form 1678 - Version #4 – Rev. 09/01/13) 
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Attachment 2 

 
AUTHORIZATION FOR VERBAL COMMUNICATIONS 

_________________________________________ __________________________________________________ 
           Patient Name                 Birthdate 
___________________________________________ __________________________________________________ 

Street Address       City, State, Zip Code 
_____________________________________ 
 Phone Number 
 
I permit the following INTEGRIS Health Facility ___________________________, its physicians, nurses, and 
other healthcare providers to verbally discuss my personal health information with the recipients listed 
below.  Such communications may be in person or by telephone. 
 

� NO, there are no limitations on what may be discussed regarding any medical condition for which 
the patient has received care. 
 

� YES, there are limitations on what may be discussed regarding the following medical condition(s):  
 
Please list the names, phone numbers and relationship to the patient of the people you authorize to receive 
verbal communications: 

Name                  Phone Number   Relationship 
1. ______________________________________________________________________________ 
 
2. ______________________________________________________________________________ 

 
3. ______________________________________________________________________________ 

 
Release of information under this document is limited to verbal discussions with the recipients. This 
document does not permit release of any written health information to the individuals named above.  Should 
you desire to have written health information released to the recipients, an additional form must be 
completed.   
 
This authorization will remain in effect for one year following the date of signature below.  If, at any time, 
you want to withdraw your authorization for INTEGRIS Health to have verbal discussions with the 
recipients, you must update this authorization form in writing. 
 
Patient’s Signature:___________________________________ Date:___________________________ 
 
If this Release is signed by a Legal Representative (i.e., Health Care Proxy, Durable Power of Attorney, or 
Guardian) please complete the following and provide a copy of the document appointing the Legal 
Representative for inclusion in the patient’s record. 
 
Representatives Name:_________________________________ Relationship:____________________ 
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Attachment 3 

 
 PATIENT REQUEST TO RESTRICT / LIMIT USE AND DISCLOSURE 

OF PROTECTED HEALTH INFORMATION 
 
NOTICE: The Privacy Rules allow you to request restrictions on the use and disclosure of 
your protected health information (“PHI”). Please complete this form to describe the 
restrictions or limitations you are requesting. Generally, we are not required to honor 
your request unless stipulated by law, with one exception. INTEGRIS must comply with 
the requested restriction if: (i) the disclosure is to a health plan for purposes of carrying 
out payment or health care operations (and is not for purposes of carrying out 
treatment), except as otherwise required by law; and (ii) the PHI pertains solely to a 
health care item or service for which INTEGRIS has been paid out of pocket in full prior 
to the performance of the service. Otherwise, if we agree to honor it, we will comply with 
your request unless the information is needed to provide emergency care to you. 
 
Patient Name: _______________________________________   Date of Birth: ______________ 
 
Address: _____________________________________________________________________________ 
      Street    City    State  Zip 
 
Phone:  _________________________________  Medical Record Number: __________________ 
 
I request the following protected health information (“PHI”) be restricted from disclosure: 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
 
I wish to limit or restrict release of my PHI to the following individuals or entities: 
_____________________________________________________________________________________
_____________________________________________________________________________________ 
 
The purpose for limiting or restricting disclosure of my information is: 
_____________________________________________________________________________________
_____________________________________________________________________________________ 
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Understanding and Acknowledgment 
 

I acknowledge that an explanation of how my PHI is used and disclosed has been provided to me.  I 
understand that INTEGRIS may refuse to honor my request to restrict / limit disclosure of my PHI 
unless required by law.  I understand that I may revoke this request at a future date by signing the 
Revocation statement below. 
 
__________________________________________________________________________ 
Signature of Patient       Date 
 
 
 
 
 
 
For Facility Use Only: 
 
________________________________________  Date Accepted: ________   Date Denied: __________ 
Signature of Authorized Provider Representative 
 
 

Revocation of Patient Request to Limit / Restrict Disclosure of PHI 
 

I revoke this request to limit / restrict disclosure of my PHI effective with the date indicated below. 
 
____________________________________________________________________________________ 
Signature of Patient       Date 
 
 
 
 
For Facility Use Only: 
 
__________________________________________   Date Accepted: _______   Date Denied: _______ 
Signature of Authorized Provider Representative 
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Attachment 4 

 
PATIENT REQUEST FOR CONFIDENTIAL COMMUNICATION 

OF PROTECTED HEALTH INFORMATION 
 
NOTICE: The Privacy Rules  allows you to request restrictions on the use and disclosure of your 
protected health information (“PHI”). Please complete this form to describe the restrictions or 
limitations you are requesting. We are not required to honor your request unless stipulated by law. 
If we agree to honor it, we will comply with your request unless the information is needed to 
provide emergency care to you. 
 
Patient Name: _______________________________________________ Date of Birth: ____________ 
 
Address:  ____________________________________________________________________________ 
      Street    City    State  Zip 
 
Phone:  _____________________________________ Medical Record Number:  _________________ 
 
I request ______________________________________ communicate with me in a confidential manner  
      (name of facility) 
when contacting me on matters that include my protected health information. 
 
Please write to me at the following address: 
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________ 
 
Please contact me at the following number(s): 
_____________________________________________________________________________________ 

 
Understanding and Acknowledgment 

 
I certify that I am over eighteen (18) years of age.  I understand that I am responsible if the contact 
information provided above is incorrect, or if it is later changed and I fail to report the change. 
 
 
_____________________________________________________________________________________ 
Signature of Patient or Legal Guardian     Date 
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For Facility Use Only: 
 
______________________________________________  Date Received ___________ 
Signature of Authorized Provider Representative 
 
Accepted: ___________   Denied: ___________ 
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Attachment 5 
 

PATIENT REQUEST FOR AMENDMENT OF PROTECTED HEALTH INFORMATION 
 
NOTICE: The Privacy Rules allows you to request an amendment to our records containing your 
protected health information (“PHI”). Please use this form to describe the records and the 
amendment(s) you are requesting. 
 
Patient Name: ________________________________ Birth Date: _____________________________ 
Patient Number: ____________________________  Phone Number: ______________________________ 
Patient Address:________________________________________________________________________ 
Date of entry to be amended: ______________________________________________________________ 
Type of entry to be amended: ______________________________________________________________ 
 
I do hereby request ___________________________________________________ (Name of Facility) 
to amend my PHI as set forth below. 
 
Please explain how the entry is incorrect or incomplete.  In your opinion, what should the entry say to be more 
accurate or complete?  (Please attach separate pages as necessary.) 
____________________________________________________________________________________ 
____________________________________________________________________________________ 
 
If the healthcare practitioner agrees with your request and completes an amendment to the medical record,  would 
you like this amendment sent to anyone to whom we may have disclosed the information in the past? If so, please 
specify the name and address of the person or entity.____________________________________________ 
_____________________________________________________________________________________________ 
 
Understanding and Acknowledgement 
 
I acknowledge that the amendment I am requesting may be refused for reasons permitted under the Privacy Rules-. I 
understand that if my request is denied I am entitled to a written explanation, and I may submit a written statement 
disagreeing with the denial.  The written statement will be maintained in the medical record and included in future 
disclosures of the protected health information that is the subject of the amendment request 
 
If making this request for a patient other than myself, I certify I am the patient’s legally authorized personal 
representative and am requesting this amendment in good faith and in the best interest of the above named patient.  I 
understand INTEGRIS may require documentation establishing legal authority of personal representative for the 
above named patient, including but not limited to, valid durable power of attorney for health care.  
 
 
______________________________________________________________________________ 
Signature of Person Submitting Request    Date 
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______________________________________________________________________________ 
Signature of Patient or Legal Guardian    Date 

 
For Facility Use Only: 
 
Date Received: ________________           Amendment has been: ____  Accepted    ____ Denied 
 
 
If denied, check reason for denial: 
 
______ Amendment request incomplete or not in writing 
______ Invalid reason to support request 
______ PHI was not created by this organization 
______ Individual or entity that created the PHI is not available to make the amendment 
______ PHI was not part of the patient’s medical record maintained by INTEGRIS  
______ PHI is not available to the patient for inspection as required by federal law (e.g., 

psychotherapy notes)  
______ PHI is accurate and complete 
 
Comments of Healthcare Practitioner:_______________________________________________ 
______________________________________________________________________________ 
______________________________________________________________________________ 
 
________________________________________  ______________________________ 
Signature of Healthcare Practitioner    Date 
 
If you have any questions concerning this amendment request or disagree with the 
determination, you may contact the INTEGRIS Health Corporate Privacy Officer at (405) 
949-6081. 
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Attachment 6 

 
PATIENT REQUEST FOR ACCOUNTING OF DISCLOSURE 

OF PROTECTED HEALTH INFORMATION 
 
NOTICE:  The Privacy Rules allow you to request restrictions an accounting of disclosures of your 
protected health information (“PHI”).  The accounting will include releases of information made 
for other than treatment, payment, and healthcare operations or releases authorized by you.  You 
may request an accounting for up to six (6) years prior to the date of your request – three (3) years 
if your PHI is in an electronic format. 
 
 
Patient Name: _________________________________________________________________  
Date of Birth: __________________________ 
Address: _____________________________________________________________________ 
      Street    City    State  Zip 
 
Phone:  ________________________________ Medical Record Number:  _________________ 
 
I wish to have an accounting of disclosure(s) of my PHI as follows: 
 
Time period ____________________________________________  
 
Facility ________________________________________________ 
 
_________________________________________________________________________ 
Signature of Patient or Legal Guardian     Date 
 
 
 
Accounting of Disclosure provided: 
 
___________________________________________    Date ___________________ 
Signature of Provider Representative 
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Attachment 7 

 
COMPLAINT OF VIOLATION OF PRIVACY RIGHTS 

 
Patient Name: 
______________________________________________________________________________ 
 
Address: 
______________________________________________________________________________ 
      Street    City    State  Zip 
 
Phone:  __________________________________ Email:  _____________________________ 

 
Date of alleged privacy violation:  
______________________________________________________________________________ 
 
Location of the alleged privacy violation:  
______________________________________________________________________________ 
 
Details of your complaint:  (Please be as specific as possible, including the names of 
individuals involved.  Use the other side of this page or attach additional pages as necessary.) 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 
 
_____________________________________________________________________________ 
Signature        Date  
 
No retaliatory action will be taken against you for filing this complaint. 
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FOR FACILITY USE ONLY 
 
Complaint received:  ____________________________________________________________ 
Investigation completed: _________________________________________________________ 
 
Communication with Complainant and date(s): 
______________________________________________________________________________
______________________________________________________________________________ 
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1.0 Purpose 

The purpose is to implement safeguards for all workstations, to restrict access to only authorized 
users, and to specify the appropriate use of INTEGRIS Health workstations and/or computing 
devices. 
 

2.0 Scope 
This policy applies to all INTEGRIS Health workforce members including, but not limited to full-time 
employees, part-time employees, trainees, volunteers, contractors, and temporary workers.  
Further, this policy applies to all workstations, any computing devices owned or operated by 
INTEGRIS Health, and any computing device allowed to connect to the INTEGRIS Health network. 
 

3.0 Policy 
3.1 Workstations and other computing devices at INTEGRIS Health are to be used for work 

purposes only, including but not limited to Internet access, corporate email, and instant 
messaging.  

3.2 All members of the workforce will be trained on the appropriate and authorized use of 
workstations as part of the security awareness training.  

3.3 Workforce members should not expect any level of privacy; information system activities 
are monitored and logged.  

3.4 Users will not utilize workstations as servers. (i.e. create network shares on any 
workstation or install server software on any workstation) 

3.5 INTEGRIS Health may revoke the access rights of any individual at any time.  
3.6 INTEGRIS Health will implement reasonable and appropriate measures to secure its 

computing devices.  These measures include, but are not limited to the following: 
3.6.1 Computers located in public areas and portable devices will be physically 

secured. 
3.6.2 Workstations will be positioned such that the monitors and keyboards are not 

within view of unauthorized individuals. 
3.6.3 Password protected screen saver and/or workstation locking mechanism will be 

utilized (where appropriate) when the workstation is unattended. 
3.6.4 All user and administrator accounts must be protected by some form of 

authentication.  If passwords are used, they will be created and managed in 
accordance with the Password Management Policy (SYS-IM-102). 

3.6.5 All users accessing INTEGRIS Health computing devices must use a unique user 
ID as defined in the Unique User ID Policy (SYS-IM-128). 

3.6.6 The INTEGRIS logon banner will be displayed prior to gaining operating system 
access. 

3.6.7 Users will lock the workstation or logoff prior to leaving the workstation.  
3.6.8 Security updates and software patches will be deployed in a timely manner. 
3.6.9 Antivirus will be installed on all workstations. 
3.6.10 Unnecessary and unused services or ports will be disabled. 

3.7 Modems are prohibited. 
3.8 Only software approved through appropriate channels in conjunction with current 

INTEGRIS Health policies and procedures will be used on INTEGRIS workstations and/or 
computing devices. 
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4.0 Responsibilities 

The Information Security Officer is responsible for ensuring organizational compliance with this 
policy. 
 

5.0 Compliance 
Failure to comply with this or any other information security policy will result in disciplinary actions 
as per the Information Security Sanctions Policy (SYS-IM-120).  Legal actions may also be taken 
for violations of applicable regulations and standards, including but not limited to, HIPAA, HITECH, 
and PCI. 
 

6.0 References 
6.1 Information Security Sanctions Policy (SYS-IM-120) 
6.2 International Standards Organization ISO 27001, ISO 27002, ISO 27799 
6.3 Payment Card Industry Data Security Standard (PCI-DSS) 

https://www.pcisecuritystandards.org 
6.4 HIPAA Final Security Rule, 45 CFR Parts 160, 162, and 164, Department of Health and 

Human Services, http://www.cms.gov/Regulations-and-Guidance/Regulations-and-
Guidance.html 

6.5 American Reinvestment and Recovery Act of 2009 (ARRA)/ (HITECH) 
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=111_cong_bills&docid=f:h1enr.pdf  
(The HITECH Act begins at H.R. 1-112 through 1-165 (pp. 112 through 165 in the 
document). The security and privacy provisions are found at Subtitle D Privacy, beginning 
H.R. 1-144 (p. 144)). 
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